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I Administrator Login
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“Note: It is recommended to communicate via

HTTPS for entering an administrator password.
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EPSON TM- Series Administrator Login

Status

Product Status I Administrator Login

Network Status / AjjI/E\ E

Current password : [ J

MNote: It is recommended to communicate via HTTPS for entering an administrator password

/ Ry

Figure 7-1 OJF > R—3
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Table 7-3 AJIEH
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75,

“Note: It is recommended to ~
communicate via HTTPS for entering AXZ bk
an administrator password.”

“The initial password is provided on ~
the label attached to the product. For JXZ bk
more details, please refer to the user
manual.”

“The initial password is the product's aOXY K
serial number. Please check the serial
number. For more details, please refer
to the user manual.”

733 MYV

Table 7-4 R5 >/

“OK"

OJA V72T DIeDDIRNEY > AT 7 VI(CRINT & S 1EFRIESR Y T DRMmIE
BN—IZEERRT Do

BEEQI A R=IGUTDT—ATERREND,

- OA—Y—FREI0Y I TEBEOI S VHEIRSNEEE,
BEEOIA ITREDT SO - SEEBEOI A VEDH P I BATEDR—IICEEREF I EALEEE,
Web Config NDERIR 7 7T ANS 20 5L Efe 1= D Web Config 77 7 7 A8,
BEEQIA VHRICHID TS OTF—HSEBEOT 7 >IN D Web Config 77 0 7 A B,
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74 OJFVKRER—I

OJ74 VICKBUIEBE.
COEE, Y -REFEFDASDENZ OTTRETERRL. /IRAT— REZDRETERT D,

741 AX—IK

FREHERMOOT A U NR—IZRTT Do

EPSON TM- Series Administrator Login
Status SAST4E
/ ult\uE"ﬁn%
Product Stat . .
rocuer e I Administrator Login
Network Status /
Current password [ ] ljjIE\E
Note: It is recommended to communicate via HTTPS for entering an administrator password
RN
/ Ry

7.4.2 EREIHER

“Incorrect password.”

EH

Table 7-5 EXTE 5K
B
AIENSICR T — RHRELE > CWEBEBICRTT %o
KIEBIFIRNFTERRT Do
AIEHF, EBEETOIA VHRBUEEBRICERRYT ©o

“Authentication failed.”
“Try again later.”

BEEOTAOOYIT7 D MMIKDRE. BULIFERI—Y—D
OJF4 VICKEUIBRICERRT .
FIRRIFHFRXF TERRI Do

18



8. HiBftiR

81 J\RATU—RAAE

Web Config D/ VAT — FATIBIF AT OHBERZFTF D,

- AAURXFF. JI9F—LETYRIUTCERRT Do NAIFRRGTTOT—DHARRICIKTFT D, (FEERHEEUTHIML
LTl type BT password" ZIETE T 2)
JKRT— RPN 1 XFRULETREZHFDBEIF. TFARR Y IAD value BIEIC (PREYURD) Z 10 FRT Do
JIRRADT— RRZEDFEF. TFABRY T AD value BHZZETERRT Do LIEULINAD—RMWETH* (PRAFUXT) 10
BTHRRT DBEDDD. TORGFFEFIEB THIAYT 5.
IKRD—RH* (PRAFURT) 10 ATCADEINHE EREBRHFDRENSEENEIWVES) « /AT — ROEEIFTHIX
(AN

19



0. BEBEN—Y

BRDIT7—LDITFDIN—I 3 VKD, RRSINFEA
9.1 XAUNR—=Y

911 byIR—Y

9.1.1.1 A A=Y

9.1.1.1.1 ANX— Tz VElITHER

EPSON

=R

~~
[

WIi-Fi

WIi-Fi Direct Firmware Update

+J
K

Cloud Services Advanced Settings

9.1.1.1.2 PC AIF#EH

EPSON — —

f E QNS

EGNEE!

20



9.1.1.2 UVJIEH

UV OIEBIFERFEDRY VL TERRT o AN—bT# VEITHEATIEHE 3 XN, PCRITER TIEE S XHNDLA 7D H
THRI Do

ROTAVRET, bDOOTF VHREFY Y JIRBICE. RYVOAECOTA VT A IVERRI Do
EERMOREDEDFEORY VOEBELDHINSEEF. BEELS . Z2XKnRI Do

OJ#>7A3>

Firmware Update

S8R | YR
“Wi-Fi* R LAN RED b w IR—I (T O ERTD i
“Wi-Fi Direct” Wi-Fi Direct Z2ED v IR—=IICFILRAT D )
“Firmware Update” T7—LIT TPV ITTF—rD Yy IR—IJ(CT B
TJTRTD
“Advanced Settings” SHHERTED by TIR—JCPITERTD )
“Cloud Services” IS5 RY—EAEHN—IJIIFPIERTD }

t OJFV7ADVRERRSNEU VJIBREZR TGS, FTOTFIR=IICFIEAL,. OFFVRINTHEE YT
R=IICTFIERT D,

21



92 OJFIR=Y
921 AX—IK
OJF R=IDA A—IHZEL IR,

EPSON
TM-T88VII Series

I Login

Current passwaord : /_ Ajj IE E

Note: It is recommended to communicate via HTTPS for
entering an administrator password.

The initial password is provided on the label attached to
the product. For more details, please refer to the user
manual.

/_ Re >
i

Figure9-1 OJ A > R—3

9.22 ANEE
Table 9-1 AJIEH
EE | 2487 | ARt
“Current password” RERESNTNS) (XD — REANSERIHOTF |

Z YR AAUMBEFTYRY LTERT e

EFFZ MRy 22— ILDe T > EREET Enter
£ A UBA. " OK RS VAT & BEDNEET
3,

O AR AN U BEERTRT Do

TR AR R TAA UTBE TYRY LTERY B,

“Note: It is recommended to aOXY -
communicate via HTTPS for entering ~
an administrator password.”

“The initial password is provided on ~ B S et e

the label attached to the product. For e SR PsTI ’f\‘*;{_mmé“iﬁ
more details, please refer to the user [N THNIEFERRT Do
manual.”

”The initial password is the product.'s aAXY K HE PSTI AR TS
serial number. Please check the serial N

number. For more details, please refer @I THNIERTT Do

to the user manual.”

22



923 RYYV

Table9-2 K%~/

BE | 5163
“OK” OJF VZTDEODOMEY >, OT A VICHKINY D EBHEAEDILIANR—I %
KNI Do
“Back to Main” AAIR—IBZERTT Do

BEEOITA UR—IPBLUTDT —ATERREIND,

A—Y 360U VI CEREOQT 4 VHERSNIc & E,

=1

BEEOJA ITREDT SO - SEEBEOIT A VEDH P I BATEDR—IICERF IEALRES,
WebConfig NDERIR 7 7 ANS 20 DL bz 12D WebConfig 77 7 2 A8,
BEEOJA HRICHIDT SO —DSEBED T 7 >IN/ D WebConfig 77 o 7 A8,

23



93 DOJFVKREN—Y

OJF VICKBUICBE. SRERMNDOTF U R—IZKRTT o
COEE, Y -REFEFDASDENZ OTTRETERRL. /IRAT— REZDRETERT D,

93.1 AX—IK

EPSON
TM-T88VII Series

I Login /

Incorrect password.

I
Current password : /_

Note: It is recommended to communicate via HTTPS for
entering an administrator password.

The initial password is provided on the label attached to
the product. For more details, please refer to the user
manual.

d

Ba(:k to Main “

9.3.2 EREHER

I5H

“Incorrect password.”

oalLfG o

ANIEH

N>

Table 9-3 TSR
BiEA
ATIENICRAT— ROEE > CTVEBSRICERRT %o
AIEB(FHRXFTERRT Do
AEHFI—Y—RASIFENIEEC. EIEE COJT 4 VKRB UTCER
[CRRT D,

“Authentication failed.”
“Try again later.”

BEEOJADOvI7 D MIKDKRM. B UL EERI—S—0DO
IF VICRBUTERICERTR T Do
FIEHIFHFAXF TERRI Do
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9.4 fEF LAN SRER—Y
T2 3 VOER LAN 12w hMEFRSNTOEWVWERIE. RRENEFTA.
9.4.1 oy IR—

9.4.11 AX—IH

EPSON
TM-T88VII Series

| wi-Fi setup
d SREEE

SsID

9)

® @abcdefghijk12345

[N ?
O vwxyz09876 =
o SHI
O ==>0123456789+- -

7 my >

9.4.1.2 RFIEH

Table 9-4 SXTFIEH

GEUESES

"SI SSID ZEFTR DN ol SSID EFBDBRFEES VA MY
TERT D,

9413 HRYYV
Table9-5 K5~/

BEE ‘ FHEH ‘ ek
“OK” SSID EFEAIT D IEDDRENR—INBEE T Do ]
"Back” A A IR—INBEI BICHDIRG >/, _

25



9.4.2 SSID RENR—Y

9.4.2.1 AX—IH

| wi-Fi setup

SSID:
@abcdefghijk12345

Password :

7 REEE

Ry

;

9.4.2.2 RFIEH

Table 9-6 RXTFIEH

EHH | e | AR
o BRI Z MO SBIRSNICEAE. BIRSNC SSID ZEE | -
NFHTHERT Do
FHOBEAETFR N Y IR THEEETS.
“Password”

IKAT—=RZANTDTFRANRY I RAZRITH. LITDX
FETFX MR IR 0. 5. 8~63 XFEDFE TAIAIAE
Td (ASCI J— KT 0x20-0x7E DEIH]) o fofe UASIBEF
DFRRF*TIYRITT D,

R X SOVOBIRE N SSID DY PW R
REDBEIFIHERRET Do

9.4.23 R5Y

I5H
"OK"

Table9-7 /RY >/
EEA
SSID R A1 T D TehDERENR—INBIE T D,

| AR

“Cancel”

My TP TEEITRT

26




9.43 HRTEBEN—Y

9.4.3.1 AX—IH

| wi-Fi setup
/ BERR
Applying the settings...

It may take some time to resume communication. If you want to
change the settings, restart Web Config.

Figure 9-2 ERBRR—Y

9.4.3.2 REER

Table 9-8 FREMER
== | i
Setup complete.¥n - BRECHI UIe EEICRRT Do
It may take some time to resume communication. If you want to
change the settings, restart Web Config.”

“Setup failed.” BEICEBUTeEEICERTT Do

9433 RYY

Table9-9 K5~/

R
“BacktoMain” |y (/N (CBETDIEDDIRY ., LENEK UIEDHETT Do

27



9.5  Wi-Fi Direct 53 EN—Y
T2 3 VOER LAN 12w hMEFRSNTOEWVWERIE. RRENEFTA.
9.5.1 Ny IR—

9.5.1.1 A X—IH

EPSON
| wi-Fi Direct
/ SHEIER
‘Wi-Fi Direct :
@® Enable O Disable

The number of connected devices :
2/8

/ Ry

9.5.1.2 RFIEH

Table 9-10 52 F1EH

BE | 2495 B
“Wi-Fi Direct” UTD2DZEFEIRT DT IAMNY VZHRIT Do i
“Enable “ /" Disable “
“The numberof Wi-Fi Direct U T\ DHEEEDH 7, BTHESEY/RAIZST | “Wi-Fi Direct’h"” Enable “D & EDHERR
connected devices _
TR TR T Do EESD
9.5.1.3 R5Y
Table9-11 /R~
EE e BMEML
“Back” AA IR—INBBET DIHDIRG >, )
“OK” REERIET BIDDRT 0 '

MY VHHEND EREBRN—INERLT D,

28



952 RERER—Y
9521 AXA—=IH

| Wi-Fi Direct

Applying the settings. ..

It may take some time to resume communication. If you want to
change the settings, restart Web Config.

HIERGR

Figure 9-3 BEB/ER—Y

9.5.2.2 REMBR

Table 9-12 ERTEHER

I5H
“Setup complete.¥n
It may take some time to resume communication. If you want to
change the settings, restart Web Config.”

B
REICHINUIZEEICRRT Do

“Setup failed.”

REICKH U EEICKRRT Do

9.52.3 Ry

Table9-13 RY >/

“Back to Main” A A IR—ITBET BIHDRY .

e
REDKMUICIFDHERRT Do
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96 J7—LUIT7T7vIF—IRN—=Y
9.6.1 Ny IR—

92.6.1.1 A X—IK

EPSON

I Firmware Update

FRIEE
Current Version :
Check for the latest updates. =
Note the following and click "Start". v st HASZ

Do not update the firmware while printing or scanning.

If there is an error on the product, clear it first.

Current job or queued job will be deleted.

If the battery is running low, fully charge the battery before
starting.

A\ Do not turn the product off after clicking "Start".

/ N>

.

Figure9-4 Ky JIR—Y

9.6.1.2 FnEH

Table9-14 FRIEHE

“Current Version” 12 XXZ2LURD ASCI X5,
XXYY.ZZ7777

-XX: Linux Kernel /\—3/ 3>

-YY: Linux Appli /\—2/ 3>
-277777: Main J\— 3>

9.6.1.3 FiHAX
Table9-15 EHFAX

EE | 25 BRELE
“Check for the latest updates.” Eor | -
“Note the following and click “Start".” B3
“Do not update the firmware while printing or scanning.” BT =5 -
“If there is an error on the product, clear it first.” BIEST =5 -
“Remove the roll paper if loaded. “ BE =5 O—) VSIS R— ~
HIBDHERTRIT Do
“Current job or queued job will be deleted.” BE =5 -
“If the battery is low, charge it before starting.” BE X F5 J Vw1 —RERE IR S
BODHRTY Do
“Do not turn the product off after clicking “Start”.” BIEST =5 -
XFIDRIC | =07 A AV "ER
Y B

30



96.1.4 R&F>

Table9-16 M5~/
BE | S

“Back” AAIR=I(TEBET Do
“Start” T7— LD T PHERER—I(BETD ,

962 J7—ALDITFHEEFR—Y

T7—=LDIT7T7YvIT—=b by IR—IDMWERFIBRY VZ# T I D EICL DT, UTFDT 7 —LD T PHESEHPR—I(LER
ERAR

9.6.2.1 A X—IK
EPSON

C]

Fi Updat -
I Irmware Upadate / EEEHY

Checking the firmware.

Checking for the latest updates.
Please wait...

/ i

Figure 9-5 7 7 — 1\ T P HERRHRNR—T

9.6.22 FiFAX
Table 9-17 52FAX

“Checking the firmware.” ey
“Checking for the latest updates.¥n BIE=3
Please wait..."

9.6.23 R5Y

Table 9-18 TR5 >/

“Refresh” ETRR—IB IR VERITB.
HTY 2N~V EBFORENTHY 2.
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9.6.3 7w IJT— hATRERN—Y
7y ITF=hAEE T 7 —LD T 7HRDN o fEHEE. BT Y T7— MR —JI(CBB T D,

9.6.3.1 A X—IK

| EPSON

I Firmware Update / SHBASZ

Found new firmware.
The following firmware data is availabla
P

[WF-XXXX Series YYYY MM DD 7)_’_A'7177‘yjj_:_ I\j_'_g'llsﬂsiﬁ

Firmware - 00,00 Y2553

Read all the update information.
Then click "Start” to update the firmware.

The firmware update takes several minutes.
You cannot interrupt the update after starting it.

By using the firmware, you agree to the End User License
Agresment. FOR USERS IN THE UNITED STATES, YOU AGREE
TO IMPORTANT LEGAL TERMS AND CONDITIONS,
INCLUDING A CLASS ACTION WAIVER AND ARBITRATION.
PLEASE READ CAREFULLY: httpsy//supportepson.net/eula/

Accept / 7|"\"5’>

Figure 9-6 77 v 77— NRIRERRN—
9632 X
Table 9-19 BIBAX

BE | Bi5A
“Found new firmware.” rava==yill
“The following firmware data is available.” it
“Read all the update information.¥n BEE 5

Then click “Start” to update the firmware.”

“The firmware update takes several minutes.¥n
You cannot interrupt the update after starting it.”
“By using the firmware, you agree to the End User License EULA S3BEST
Agreement. FOR USERS IN THE UNITED STATES, YOU AGREE TO
IMPORTANT LEGAL TERMS AND CONDITIONS, INCLUDING A CLASS
ACTION WAIVER AND ARBITRATION. PLEASE READ CAREFULLY:
https://support.epson.net/eula/”

“Accept” FIVIRYIRARFIVIRYIRCFIVIEZANDE”
Start “DINY VO EMCHED. CRF T TIREEDEHF BaAMR
FoMFIU—=FI~)

96.33 JrF—LADI7P7vIF—rTF—5ER

Table9-20 77— LD I 77 v ITF—hT7—51EHR

I5H B

Product name and release date. 10 XELIRD ASCI X551,
YYYY.MM.DD

Firmware 12 XFLURD ASCll 3XFF,
XX.YY.ZZ7777
-XX: Linux Kernel J\—3/ 3>/
-YY: Linux Appli /\—/ 3>/
-777777: Main J\—3/3 >/

Description 1024Byte LI N UTF-8 X575,

9.63.4 MYV
Table 9-21 R~/
= | B
“Cancel” J7—LhDTFP 7PV IT— kT D,
“Start” T7—LD I TP T v IT— NERIAT B
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964 FvEIFR—-T

9.6.41 AX—IH

EPSON

I Firmware Update

Checking the firmware. / SBASZ

Canceling the firmware update.

/ NF>

Figure9-7 v E)LpR—Y

9.6.4.2 FiFAX

Table9-22 EHFAX

== | Sz
“Canceling the firmware update.” EEF5

9643 MY~V

Table9-23 R~/

RMEE
“Refresh” SRITRNR—IRTBICRY >V Z&R(F D,

HTRIDENR—IZERMDINENEHT Do
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9.6.5 fERFTN—Y
9.6.51 AX—IH
| epson

| I Firmware Update

Checking the firmware.

Updating firmware. /

Do not turn the product off.

‘When the update is complete, the product turns off
and on automatically.

1f you turn the product off while updating, it may
function abnormally. Restart the Web Config on
browser if you wish to use it.

HTERGR

Figure 9-8 f§iRFKRRN—I

9.6.5.2 FREMRE

Table 9-24 REHER

I5H

“Updating firmware.”

“Do not turn the product off.”

“When the update is complete, the product turns off and on
automatically.¥n

If you turn the product off while updating, it may function
abnormally. Restart the Web Config on browser if you wish to
useit.”

B
ERICT7 v T7T— MUBZRIEUCIBEICRTT D,
“Do not turn the product off."MDFEEBIC | N—0 P A DV %&ERRT
b

“The firmware update was canceled.”

IERICHIHENST T UTTBEICRT T D,

“You have the latest firmware.”

27 —LDIT7 DR CHHBEICEKTRT Do

“Cannot connect to the Epson server.”

Epson U —/\—[CERAABEIFIREBDHZEEICFRNT D,
XFINDRICXN—D 7 A AV ZERRY Do

“Cannot update the firmware.”

“Quit printing or scanning.”

“Remove the roll paper if loaded.”

“When an error message appears on the screen or status lights
indicate an error, solve the problem.”

“Note: There might be an error regarding the consumables
such as ink supply units.”

“Remove the memory card.”

“If the problem is not solved, close the Web browser and then
launch it.”

T7—LDIT7T7 v IT— ORI CTERVREDBEICRRT
o

“ Cannot update the firmware."(D5CERIC X N —0 77 A DAV ZRIRNG
%o

“ Remove the roll paper if loaded.”(dO0—) LG #E D R— MEEFED I+
KNI Do

“The operation failed.”
“Another computer may be communicating with the product.

"

OOV E 21— D SMEBMTONCTWVWCTIIBRERITCTEL N D
B aEICFz T
“The operation failed."DJTERIC X N —T 77 A IV 7ZRINT Do

“Cannot update the firmware.”
“Low battery. Connect to a power source.”

BEIEERKE. D, NyTFTU—RKRENDMEL s, LIEBHE
TTELED OBAICEKRRT D,

“ Cannot update the firmware."(D5CERIC X N —20 77 A AV ZKRRT
%o

9.6.53 TRT

Table9-25 ;R5 >/

“Back to Main”

XA INR—=I BT D,
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9.7 FHEREN—I~NDUVD

MY 7T T D EFFMEREDBRIESR > RABERERTI Do




9.8 JUSURY—

EX

HEDIT7—LDTTFDI\—I3VICED, RRENEEA,

9.8.1 Ny TIR—Y

9.8.1.1 35U RS—EXEMNIRRE

9.8.1.1.1 A X—IHK

EPSON

I Cloud Services

Cloud Services
Disable

the services.
Terms of Use

Accept

Check on the following terms for using

C =

yd REIER

pd my>

9.8.1.1.2 :RTIEH

IS

“Cloud Services”

Table 9-26 % FIEH
| 2485

0570 RU—ERX[CEGAENERRT Do
“Enable “/“ Disable “

EUESE

“Check on the
following terms for
using the services.”

BEEX T

“Terms of Use”

XFHFRO"FARN(F U I(CE2TBED. JUwvITD
ERIRT

https.//pos-cloud-link.epson.com/documents/license.html

“Accept”

FIVIRYVIRARFITVIRYIRACFITVIZAND
EBDOREY DEMIED, GKRF 1w IIREDR(E”
BWRY U FT =TI ~)

9.8.1.1.3 7RIV

Table 9-27 R5 >/

“Start” 55 RY— P ZEEEENCT BIHDIMEERIAT .
"Back’ A A IR—INBBT BIZHDIRE .

36



9.8.1.2 35U RHS—EXEWRRE

9.8.1.21 A X—IHK

EPSON

I Cloud Services

Cloud Services :
Disable

Status

v

Error message (Error code)

REER

my

9.8.1.2.2 T

Table 9-28 52 FIHH

EUESES

02570 RU—ERX([CEGAENERT Do
“Enable “/“ Disable “

LIFOWTNHADI S B —EXDEFHREZRR T Do
"EiRICRILE LTS,

"H—EXAD—FRICHATEE B A,

LIFS< LT BPHELTIEEL,
(910001)”

AT —=RY MRIEEFT—ERADHATETE Ao

LAN 77—V, R DO —I8RE=ZHRL. LIFS<
LThoePbELTLEEL),

(910002)"

"DNS WFJATEFE A

DNS H—/\—DERENELLHDEER L. LIESLLTHHBP
hELTLEEL,

(910003)"

"DNS C R XA VR ZERTEFTE Ao

A=y MERPRY N —ORTEEESRUTCLLES
b\o

(910004)"

TOF Y —)\—HHATETE .
JOFIY——DOFREMNELLNHER L. LIFSLTH
SPHELTLEE,

(910005)"

"TOFIT—)(—DREICHBN DD AIREMENDDE T,
HTTPS IR— bODFFOIERE R fcld 7O+ Va8 =z iR LT <
Jfaray AN

(910006)"
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9.8.1.23 JRYYV

Table 9-29 ;R5 >/

“Back to Main” AAIR=IERRT Do _
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9.8.1.3 59U RH—ERHK

RELEHIREE
9.8.1.3.1 A X—IK
EPSON
I Cloud Services
v REER
d Re>

9.8.1.3.2 T

Table 9-30 £ FIEH
“The request has been
received.”

BEG
50 RY—EEHER—IT. PIN I—RASIR—IAY |-
FALU Mg BEDBRICTIEDETICTOP R—=INF U

TRUEGEICERRT D, COFRIY T T PIN I— FANE
ERSENCRSN

9.8.1.33 My

Table 9-31 /R5 >/
“Back to Main”

XA INR—=V7ERRT Do

39



9.8.2 REBRR—Y

9.82.1 A X—IH

EPSON

Cloud Services
| e

SERER

v Ry

9.8.2.2 HRERE

“The request has been
received.”

Table 9-32 S EER

REDRIIL. 750 FY—EXD PIN J— FASEEZH
FIRRI DRICEKTRT Do

EUESES

“Setup failed.”

REICKM U EEICKRTT Do

“Cannot execute
because the product is
in use.”

HEDEY—([CRDRERBIFICKRTT Do

REICKBUICRRIC, TS—REZEMN

THERYG Do

“There is a problem
with the network
device or it is difficult

to access to the server.”

Ry NI=UTS5—(CRDRERMEFCERTT Do

REICKBUICRRIC, TS5—REZEMN

THRRI Do

“This printer is not
registered with cloud
services.”

50 MI—EXCHBOERSNTOWEVRICERTT D,

REICKBUIRIC, TS5—REZEM

THEIRYI Do

9.8.23 HRY~

Table 9-33 /R& >/

“Back to Main”

AAINR=IZRRIT Do
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10. TR « REN—Y

10.1 [|5ERIESR - Status
10.1.1 HBRIEH - Product Status
10.1.1.1 Ry IR—Y

10.1.1.1.1 A X—IK

EPSON ™- | Series

Status

Pr

I Product Status

Printer Status

Raol Cerfificale Version
MAC Address

Date and Time

Administrater Name/Contact Information

/ EGNEIE

/7 Re>
[ Rorean |
Figure 10-1 & MIEF - Product Status
10.1.1.1.2 FRIEHE
10.1.1.1.2.1 FRSEEFEIR - Display language setting

Kr=aDIKlE. 48 [RRSE] [TED.

ROwTIOVUXNCTERE. §<ESTRBRSNCEEBNRESN. Knsam200EDD,

10.1.1.1.2.2 X T—%5 XIEH - Status Information

TV —=RAT—5 A& HIRIKEDSH HEETLUTFOVNITNHDERZERTT Do
“ERHTEX T "EMEAFTT . "LADPRTRINTVDIEEIF/ RILDRFT Y TV 3y MDYV TZA Y B—IDTICERRT Do

Table 10-1 U >%5—2X5—% X -Printer Status

EE | 2487
“Available.” TV V5 — B FATAERIREEDIS A C R T Do
“Busy.” TIS—TEEVH, TUy—DMERROAEEREDE S (CRR
35,
“Paper out” TUVS—THEIE LIS —HEE L TLRBAICERRT .
“Paper jam.” TUVI—THEI v AIS—HFEELTVDEEICKTT Do
“An error has occurred. Please confirm the indicator or HETFEOA. TS5—C T Uy —HMEARAAEREDES

message on the product.”

[CEIRT Do

your documentation.”

“Printer error. Turn the power off and on again. For details, see ZOMD T VI —A N T T—F)LTS—HHEE L TVNRIES(C

BRI D, TTZ—I—RDEDHTOHNTLDHEIF. AXED
BAICIS—O— RERTRIT Do
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AF v —RT—F A&, HREEEEDIFUMERETUTOWVWIFNH\DIEHRZERR T Do
FERHCEEXT"EMFRAR T "LIADRREINTLVDEEIF/ RILDRAF v TV 3y hMADU VT EA Y E—IDNICERRT Do
Table 10-2 AF ¥F—XTFT—% X -Scanner Status

“Available.”

AF v F—DMERTRRFREDBE(CE

ANEIN
“Paper jam. Remove the jammed paper in the — T =__+\
Automatic Document Feeder (ADF)” AF VT _t'ﬁ%/ PLALS—DRELT
WBBRICEKRT Do

“Incorrect size documents have been placed in
the Automatic Document Feeder (ADF).
Remove the documents.”

XF v+ —7T ADF @E T A XL S —DH
£ UTWBDIBEICERRT D,

“Double feed has occurred.”

AFvF—CTEXIS—HHERELTVD
BEICRTRT Do AF v —THRI v LA
EEXDHIRI CTEDHIETERRT Do

“The number of scans is close to the Life Cycle of
the rollers.”

ERRE

AF v F—CHFERO—>
WDO—Z2V 0D FEELUTVDIBEEICETR

—SHRESHIE | BREmO— > —IRTREEE T O

BRI Do

“The number of scans exceeds the Life Cycle of
the rollers.”

AFvF—CHERO—>—IRESHE

EREMO— 2 —3IROIBEKIE CD

BO—ZVIWRELTVDBEEICKR | #ERRT Do
ERCE
“Unavailable. Check [Hardware Status].” HESC LD TS—CAF vF—hEAER
BIRETRIRREDIZ B ICRR T Do
“An error has occurred. Please confirm the RO T S—HRE UcigSCETR
indicator or message on the product.” 3"3%)
(I L. JRRSINDZEFFE0LN, =
BELUIAYT—IZARBRLTHELS, )
N=FRD T 7ERIE. LTFOWVWFNHDERZRTT &
Table 10-3 /\— K T 77{&#R- Hardware Status
== | Sz

“Scanner is out of order. Contact Epson Support. *
“Panel Snapshot”

AF VT —DHFHHEL TCNDHBEICKRRT 9. AXDERSICT
S—O—RZRRTD. XFIIHFRETEKRI Do
JKRIVDATF v TV 3w bANDU YV I7ZERIRT Do

“Wi-Fi is out of order. Contact Epson Support. “
“Panel Snapshot”

R LAN DHFDHELU CVDIBEICKRRT Do ANDEAICTS
— 10— REXRT Do XFIFHRETERT Do
JIKRIVDRFT v T3y hMADU YV IERTRY Do

“Memory card slot is out of order. Contact Epson Support.”
“Panel Snapshot”

XEUAD—FRAOY FOHFDHHEL TVDBEEICERRT Do AX
DEAICIS—IA—RZERRI Do XFIFHREBETERRI Do
JKRIVDATF v T 3w bANDU U I7ZERIRT Do

“Built-in SD card is out of order. Contact Epson Support.”
“Panel Snapshot”

Mg SD 11— FOHDHEL CODHBEICERTRT ©. AXDEDI(C
I5—0—hFZXRRI D, XFFRETKRTI Do
IRFRIVDATF v TV 3w bANDU YV T7ZERRT Do

“TPM is out of order. Contact Epson Support.”
“If you have not backed up the device data encryption key,
back up the key.”

“To continue using the printer without exchanging the TPM,

disable device data encryption.”
“Panel Snapshot”

TPM DHHHFEL TVC. BSIEEDBWFEEICRTT Do
AXDEDHICTS—I— RERRT Do XFIFREBTERRI Do
IRRIVDAS v TV 3y bADU Y TZERRT Do

“TPM is out of order. Contact Epson Support.”
“Device data encryption can not be enabled.”
“Panel Snapshot”

TPM DHHHFEL TWC. BBSIEREEDEMFEEICRTT Do
FXDHBICTS—I— FeRRT Do XFIFFRBTERRI Do
IRRIVDAS v TV 3w bADU Y IZERRT Do

“PS board is out of order. Contact Epson Support.”
“Panel Snapshot”

PS EAZZEEHIE T PS ERNOBIE LU CWVDIBRICEKRT Do AX
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DEADICTS—A—FZRRT D, XFFHREBETERRI Do
JINFIVDAT Y T3y bANDY VI ERTT o

“There is a problem with PS board. Reset PS board after shut
down and pull out the outlet. If the device can not be
recovered, contact Epson Support.”

“Panel Snapshot”

PS Biid T 3 VBT PS BEIRDHIE L CLDIBEICEKRTT §o &
XDEAICTIS—I—FZERRI Do XFFHRETERT Do
IRRIVDAS v TV 3w bADU Y TZERRT Do

“Cassette1 is out of order. Contact Epson Support. “
“Panel Snapshot”

LP AELIADTU 5 —CTHRIEAEY b1 DHFHHEL TS5
BICRTT D, XFIFFRBETERI Do
IRRIVDATF v TV 3w bANDU YV T7ZERRT Do

“Cassette2 is out of order. Contact Epson Support. “
“Panel Snapshot”

LP #ELIADTU VH—CTRNTEY b 2 DHHHEL TS5
BICKRRT Do XFFHREBETERYT Do
JKRIVDAS v T 3w bADY 2V I7ERRT Do

“Cassette3 is out of order. Please contact Epson Support. “
“Panel Snapshot”

LP AELIADTU 5 —CTRIEA Y k3 DHFHHEL TS5
BICRTT D, XFIFFRBETERT Do
JKRIVDATF v TV 3w bANDU U I7ZRIRT Do

“Cassette4 is out of order. Contact Epson Support. “
“Panel Snapshot”

LP HRELNDTU Y —CHELTZY b 4 DHDHIEL TS5
BICRRT D, XFFHREBETERT Do
JRIVDRAF w T3y MDYV IZRTT Do

“NFC is out of order. Contact Epson Support. “
“Panel Snapshot”

NFC EV 21 —)LDHDHEEL TVDHBEICEKTT Do AXDED
[CIZS—O—hFZRRID. XFIFFRBTKRRI Do
JKRIVDAS v T 3w bADY YV I7ZRRT Do

“Additional Network is out of order. Please contact Epson
Support.”
“Panel Snapshot”

BERR Y NI)—TJDHDHEL CVDHEICERTRT . AXDE
BICTS—O— RZRRT D, XFIFHFRETERRI Do
IKFRIVDAF v TV 3w bANDU VI ZERIRT Do

“Additional Network : Update the firmware because this
feature does not work in the current version.”
“Panel Snapshot”

=Y 3 VA—HICKDERR Y FD—TDHHMERTELE
BICKRRT D, XFFHREBETERT Do
IRRIVDRAS v TV 3w bADU Y TZERRT Do

“There are problems with x parts of the hardware. Contact
Epson Support. (Detail)”
“Panel Snapshot”

EFICEED DD/ \— DI 7HEREFELTED., TTVVE
ERONDERDDEFISEICRTT D, x| [CIFEBHHZXR
I Do XFIFFRBTERRT Do /\— R T VERX—I7%ZHI
TEUVCRHRLKU YO ZART B,

JIKRIVDATF v TV 3w bANDU 2V I7ZRIRT Do

“There are problems with x parts of the hardware. (Detail)”
“Panel Snapshot”

BECEENDD/\— RO I 7DHEHRFELTVSA 1—T—
RIFCHRAEFISEICERTT D, [x] [CXEBHHZERTT D,
XFIFHRETERI Do I\ — R ITPIBRN—IZR|IFTT LT
AUV IZRRT Do

JKRIVDATF v TV 3w bANDU YV I7ZERIRT Do

ZDMDRAT—5 AUF. JavaScript 1B RE IP 77 KU AERIEHRZRT I Do
JavaScript DMEXNT. IP 7 RUREZEHHE T o TLBDIBEIF JavaScript 1BFRE 1P 77 RUABERIEROE A ZR R I Do
Table 10-4 ZDMDAT—4 X - Other Status

I5H
“Enable the browser's JavaScript setting.”

Bz
TS0 —BIDRET. JavaScript NEIC TN TULERE(ICERTR
I D, JavaScript BEIDBG(FFRRULIEW,

“XXXXXXXXX.XXX is already in use on the network.”

[xoxxxoxxxxxxxx] [CIEFERD | P7 RURAZRRT Do
TINA R EMDR Y hD—T#IRTEU | P77 FUR(Pva) Z{ER
LCTWeBbERRT Do ZD THIFNEIRRUEL,
NRIRRCEFO IS —DEEINESNICHESGF. ANXEFERR
SNFLIED,

“Invalid date and time.”

HEIBRZORRE CH D EEICEKRTRT Do

“The setting which is required restart has been changed. Turn
the power off and on.”

RERICAADBES NN ESERENEESNTND EE(CHRRT
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Do

“Direct-XX-YYYYYY is already in use on the network.”

Wi-Fi v JHEEHTED H

[ Direct-XX-YYYYYY] (CIFEEFED SSID ZHRRT Do
TINA ZEMDR Y ND—I R TREIU SSID ZFER L TL bR
MI Do TDTIHRIFNIERIUEL,
JINRIVFRRCRFEDODI S —DEENBESNICEGF. AXSIFRR
SNIELE Do
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10.1.1.1.23 7359 RY—EXEH - Cloud Service related Information

Table10.1-5 257 RY—EXIRKE - Cloud Services status

IEH -Items SiHEA - Description B4 -Condition
“Cloud Services” 059 RU—E2BHEDEEDERRY Do -
“Status” 059 RY—E2ADEFREERTI Do
FEROHEIEIZ—ARNEEIS—O— FBERRT
Bo
10.1.1.1.24 B AT L1BEIR - Device system Information

Table 10-6 BRI AT L\fE# - Device system Information

| B4
“Firmware” TP—LI TP\~ 3avERRS D,
12 XFLURD AsCll XF5
XX.YY.ZZZ77Z
-XX: Linux Kernel /\—3 3>
-YY: Linux Appli J\— 3>/
-777777:Main J\—3/3 >/
“Root Certificate Version” JU— REEEE/N\—Y 3 U ERTRTD
“Serial Number” WERSHERTIT B BIEE ) (20— ROYEBEE O
ADTCL\oETIE. BBEOY
AVETOTVBBEDIHERY
)
“Network MAC Address” HIR LAN, S8 LAN 1 T35, 8 LAN 7 Ny | SESISEE R (R DIE CORER
ORDAVI—TITAADMAC 7 RURZERRT
o
“Wi-Fi Direct MAC Address” Wi-Fi Direct (Simple AP S O)ADA V5 —T 1 | FSKEEEFER DB TDHETR
A AD MAC 77 R R7ZFRRT Do Wi-Fi Direct &R
b5, AIBEFIERT.
“MAC Address” LTOBEE—R (GIRLAN, SR LAN /T3, | SSieE T R— N UELWET
Wi-Fi Direct) AADA 5 —TTAADMAC 7 KL | DHFRR
RZRIT Do
10.1.1.1.2.5 HEFEHR - Date/Time Information

Table 10-7 H{EH#R - Date/time Information

BNRE
“Date and Time" R—I =BV OB EZZERRT 5 B /AR E O AEFE DR T

BFHIAREREDIZ G (T Do
“Invalid date and time."Z&R/ 9 Do

10.1.1.1.2.6 EEEIEFH - Administrator Information

Table 10-8 EEE!BH - Administrator Information

“Administrator Name/Contact Information” SRR RTT D
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10.1.1.1.27 VI RDITT7DS5 AR -Software Licenses

HEBERN—IDRMBICHD"V I RIITFDSA BRIV I TISNEEIC. REOFEALTWVWSA -T2V —XD>
A BVREZH UcR—IDFHRSY TE U TRRSND,

10.1.1.1.3 RIYV

Table 10-9 TR& >/

"Refresh” =

HEERCSFNDBERZERFTODDICEFR L, by IN—IZBRRT D,
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10.1.2 Xvw NJ—2J1E#R - Network Status

Ry MO —UERESREEECIE. TUYIT—PRAEF v FEEDORBDOR Y NI —JERZHET S ENTRETH D,

° ~
10.1.21 bywINR—-I
)
10.1.2.1.1 A X—IK
EPSON ™- Series Administrator Logout
Status Network Network Security Product Security Device Management
Product Stat A
rodct Stetus I Networl/Status 57
Network Status
TM-Intelligent
»EpsonNet Config for TM- J Network / i_]:ﬁ E
Device Name : EPSON711A27 R
Connection Status 100BASE-TX Full Duplex
Obtain IP Address Manual
IP Address 192.168.192 168
Subnet Mask - 255 255 255.0
Default Gateway
DNS Server Setting - Auto
Primary DNS Server
Secondary DNS Server ©
DNS Host Name Setting : Manual
DNS Hast Name EPSONT11A27
DNS Domain Name Setting Auto
DNS Demain Name Status : Failed
DNS Domain Name :
Register the network interface address to Disable
DNS
Proxy Server Selling DolotUse
IPv6 Settin Disable = ~
4 Ry
— .

Figure 10-2 X T —Z{&HR- Network Status
10.1.21.2 57

HIREREZ B DEDHBG(E" Ry DT —2" & "Wi-FiDirect’ DY T ZFRR L. TNENDBERETRZVIDEZ 5N D,

10.1.2.1.3 HRER

S EEZ (R DEETORR (R hTJ—2. WiFiDirect) EFHEEEEZ T R— MURVWRETORRIBEZU TR,
Table 10-10 R REH (Xv ~D—2)

Device | FRLTNGT) (L ABHRRSNB, -
“Connectio | “Disconnect”/ "10BASE-T Half Duplex” / “10BASE-T Full Duplex” / “100BASE-TX Half A gryE MyjE A~ —
n Status” Duplex” / “100BASE-TX Full Duplex” / “1000BASE-T Full Duplex”/ “Unknown” j‘j LAN EE DB SR
“Wi-Fi Disconnected” / “Searching for Wi-Fi” / “W-Fi-xxxMbps” (“xx": “00" - “495") / S | AN B DIES (LR
“Unknown” m
ERE
‘Disable” R LAN DI LAN DI
MDIZE (Wi-Fi Direct (DT
LCWBEAR) [CRRT D,
“Signal “Excellent” / “Good” / “Fair” / “No Good" / “Unknown” S | AN BEHEDIE S DHE
Strength” AR i
"9 Do Wi-Fi Direct RIFIEER
RCT D,
"Obtain IP | “Auto”/“Manual” JEFTIRAEDS Disable B, JF
Address” -
KNI Do
“Set using “Enable” / “Disable” u : P
BOOTP” Obtain IP Address 73_ )
Manual"DEF(FIERRICT
Do
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“Set using “Enable” / “Disable” “ Obtain IP Address”
Q:ij\t/gtrzalgc H¥"Manual"DBFIFIEFRRIC
Addressing ERSH
deress” 0000000000 TER T Do -FEHTIKREDY Disable B[,
- SERIRY Do
< xxx" B (30" ~"255"(D 10 EE T H Do
oo 0000000000 FER CB B —EEHRAED Disable B (3.,
» RTT Be
- XX BRI E"0"~"255"(D 10 EH TH D,
o || oo T B HEERIREED' Disable B,
XTI Do
< xx" BB 30" ~"255"(D 10 EH T H Do
oS “Auto”/ “Manual” —EFRIREED Disable B¥(3.
Setting” FERTT Do
g?’l'g"ary - XX XXX XXX XXX FE T, T B o -EFEIRREDY Disable BF(&.
Server” . FERTT Do
< xX" BB 30" ~"255"(D 10 EH T H Do
§§§ondary - XX XXX XXX XXX FE T, T B o -EFEIRREDY Disable BF(&.
Server” < "xxx" BB 5> (30" ~"255"(D 10 EE T H Do XTI Do
“XXK XXX XXX XXX
xxx: 0 - 255 in decimal
(DNS Host | “Auto /*Manual® ~EEREED' Disable B¥IZ,
Setting” FFRTRT D,
“DNS Host “Unknown"/ “Successful” / “Failed” “DNS Host Name Setting”
?ta;rpui ) HAuto"DEFICNBE Z R
ERR
-FEFHREED' Disable B, JE
RRI Do
DN Flost | L TL1B DNs 7R hADRRE 1. ~EATIRARD' Disable B[
FXRTT D,
B%’\rlnsain “Auto”/"Manual” -EEIKAEDS Disable B3, JE
Name KNI Do
Setting”
“DNS “Unknown"/ “Successful” / “Failed™” “DNS Host Name Setting”
Bgmgm DY Auto”DEFICNBZE RN
Status” EESR
-FEFHREED' Disable B, JE
RRI Do
oS {FALTLD DNS RXA VERNERREN D, -EAURRRD' Disable B(d. JF
Name” KRNI Do
“Zw ko | “Enable”/"Disable” FEFIRAED' Disable (3. JE
—2J1FD KRI Do
7 RURA
% DNS (C
iR 5"
;F;rr?/’é)r/ “Do Not Use”/“Use” -EFIRRED® Disable B, JE
Setting” KRI Do
Sirr(\)/)g P 7 RUZERXH FQDN ER CETRIND. “Proxy Server Setting"/""Use”

7’
P77 FUXFER
XXX TETS C DB o
- X" B3 (F0"~"255"(D 10 EH TH Do
FQDN FE=U
- BRK 252 XFOXFF

EFTTREYE | (“a"~"2","A"~"Z"). digits("0"~"9"). minus sign(*-"). period(“.") (DA

HFEDETHRIRIND,

DRICABZERRT Do
FEHTIRRED® Disable B, 3F
FRI Do
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“Proxy
Server Port

- "0"~"65535"(DFRHED 10 EE TH Do

“Proxy Server Setting”H""Use”

Number” DRICHBZRTT Do
-FEFIRAED® Disable B3, JE
EANCERl

;F;rr?/)é)r/ Usep | - 0255byte DEmBY= “Proxy Server Setting”h""Use”

Name” * ASCII 377 J— 1N 0x20~0x7E DEFICABZRTT Do
-FEFTIRAEDS Disable B, JE
EANCERE

;F;:?/z); “Not Set” / “xxxswsxeen “Proxy Server Setting”/hV"Use”

Password” DRICHEZRTT Do
-FEFTIRAED® Disable B3, JE
EANCERE

;Igt\{?ng” “Enable”/ “Disable” -FEFIRAEDS Disable B¥(3. JE
BNl

;lrF;\\:gcy “Enable” / “Disable” “IPv6 Setting” DV Enable”(DBF

Extension” [CRTT Do
-FETIRAEDS Disable B3, JE
RRI Do

QEXZPHCP “Do Not Use” / “Use” “IPv6 Setting” DV Enable”(DBF

Setting” [CFR"T D,
DHCPv6 tAE7Z U R— b U1K
WEEIFIERZRRUIEL,
-FEIRAEDS Disable B¥(3. JE
FRRI Do

ARV | EEDIPE 7 KU (I—P;é Ei;gg"b‘\‘"Enable"@H%
CRIT Do
-FEFIRAEDS Disable B¥(. JE
RRI Do

ARVe | RO PG T T )L R — b T ERRT Be “IPv6 Setting”H"Enable” (DB

Default ([CRIRT Do

Gateway”
-FEFIRAEDS Disable B3, JE
FRRI Do

r_liFr?IfLocal B o0O—-hIL7 RUAZRRT o “IPv6 Setting” DV Enable” (D%

Address” [CR"T D,
-FEEIRAEDS Disable B3, JE
FRRI Do

e BWEAT— R IILTP RURBRRY %o “IPv6 Setting"/)"Enable” (D

Address “ [CFR"T D,
DHCPv6 tAE7Z U R— b U1K
WEEIFIERZRRUIEL,
-ETIRAEDS Disable B(d. JE
KTRI Do

o s | BERT— NUREEIENT KL REERT B "IPv6 Setting"/Enable" (D

Address 1” [CRRT Do

JEFIRAEDS Disable B, JF
KRNI Do
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“IPv6

BYWEAT— MU ABEENT FUAZRTRT Do

“IPv6 Setting”HV"Enable” (DB

Stateless o
Address 2" [CERTRT Do
JEFUIREEDS Disable BF(&. JE
FnI Do
;'t'?&ess BHERAT— NV RABEERT RUAEERTYS . “IPv6 Setting”H""Enable” (DB
Address 3" [CERTRT Do
EFUIREEDS Disable B, JE
KNI Do
IPv6 HED IPv6 7 RLUAEETRYT B “IPv6 Setting”H""Enable” (DB
Primary o
DNS [CRRT Do
Server”
EFIREEDS Disable B, JE
FNI Do
‘IPv6 EFED IPv6 7 RURERTT Do “IPv6 Setting”HVEnable” (DB
Secondary o
DNS [CRRT Do
Server”
EFUIREEDS Disable B, JE
KNI Do
”Wi—Fi" “AOSS” / “WPS” / “Manual” / “Wi-Fi Auto Connect” / “Epson iPrint” S | AN BEEDIESDHE
Setup _
ISR
EFTIREEDS Disable B, JE
FI Do
,\X\lez “IEEE802.11b" / “IEEE802.11g" / “IEEE802.11b/g" / “IEEEB02.11b/g/n"/ “IEEE802.11a/n/ac” S | AN EEDIEA DI E
Y Bo
FERTIRAEDS Disable B, JF
KNI Do
"SSID” S 1~32 XFDE BT S AES TH Do 5 AN B DIEADHE
Y Bo
FERTIRAEDS Disable B, JF
KNI Do
“Channel” | wiri F v TiEEELIS AR LAN EERODIBEDHE
- ~"13"DEFEDF¥BEHF TH D Y Do
Wi-Fi v i &S FEBTIREED® Disable B, JE
FMI Do
24GHz DIEE
-~ 3" DEFEDFEERF TH D
5GHz DIBZE
”36”/”40”/”44"/”48”/”52"/"56"/"60”/"64"/ Vl1 00"/”1 04”/”1 08"/”1 1 2"/"1 16"/"1 20!’/"1 24"/"1 28"
/"132"/"136"/"140"  /"149"/"153"/"157"/"161"/"165"
“Security “None”/ "WEP-64bit(40bit)”/ "WEP-128bit(104bit)” / “"WPA-PSK(TKIP)" P PN
Level” / "WPA2-PSK(AES)” / “"WPA2/WPA3-Enterprise” / “WPA3-SAE(AES)” “_“'%’? LAN DB E DR
I Do
-FEFUIREEDS Disable (. 3E
FKNT Do
“Password” “Not Set” / "**¥xxxxxkxn

IR LAN DB E. h'D
TFa2UT 4 —BE
HY"WPA2/WPA3-Enterprise”l3,
HDEEDHRRT Do
-FEHHREED' Disable B, JE

KT Do
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i | OO BEGTRAED' Disable B, 3F
X [F"0"~"F"RTD 16 EH TH Do £7T B,
Table 10-11 R/RIEE (Wi-Fi Direct)
EE | B S
oevice ERALTVDT) A RBIEREND. -
“Connection | “Not Set”/"Simple AP” -
Method”
“IP Address” | . vayton/"Manual”’& IP 7 RUZEFRRT Do “Connection Method”H""Not
IP 77 R RIE. "oxaxxxxxxxxx"TETL T B o Set" CIEWECERR T Do
BB (3707 ~"255"(D 10 EF TP 5o
ﬁ:ﬁ?et XXX XXX XXX TET T 8D B o “Connection Method”H""Not
- "B 0" ~"255"(D 10 EHTH Do Set" CIFWVFICERR T Do
éi?g‘/‘;;" XXX XXX XXX TET T8 B o “Connection Method”H""Not
"B (3707 ~"255"(D 10 EF TH 5o Set" CIEVFICERRT Do
The o | MW F o TEmELSY “Connection Method” ~
connected “0"~"4"DEEDFEHF CThH D, h¥Simple AP"DFS IR
devices” Do
Bwi-Fi v JESHKE
0" ~"8"DEFDFAHF CH D,
“SSID” C1~32 NFEOFABREF I A5 CTHD. “Connection Method”H""Not
Set" CIEWCRTR T Do
“Channel” “Connection Method”H""Not
Wwi-Fi 7 TIESERERELSN Set T CE T T B,
-~ 3"DEFDFBHF CTH D,
Bwi-Fi v JEEKE
24GHz DIHE
- ~"13"DEEDFAEMF CTH Do
5GHz DiF&
“36"/"40"/"44"/"48"/"52"/"56"/"60"/"64"/"100"/"104"/"108"/"112"/"116"/"120"
/"124"/"128"/"132"/"136"/"140"  /"149"/"153"/"157"/"161"/"165"
'Lsef/‘;l‘,,”ty “WPA2-PSK(AES)"EIE “Connection Method”H"Not
Set" CIEWVETRTRT Do
"Password” | " “Connection Method"H""Not
Set" CIHFWVFCERRT %o
;-\,\QSSess" IXKXKKRRXXKXX “Connection Method"H""Not

X [F"0"~"F"ETD 16 EH TH Do

Set" CIEVEICERTRT B,
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Table 10-12 RIEE (GRRHEEEZ Y R — UL IHEE)

EE | S | awee
‘Device Name” EALTVS T A REHBTREN D, -
“Connection Status” | “Disconnect”/ "10BASE-T, Half Duplex” / “10BASE-T, Full Duplex” / “100BASE-TX, Half A sz TyE
Duplex” / “100BASE-TX, Full Duplex”/ “1000BASE-T, Full duplex”/ “Unknown” ﬁ%’? LA_N ER05
é[bﬁn—\gé o
“Wi-Fi Disconnected” / “Searching for Wi-Fi" / “W-Fi-xxxMbps” (“xxx": “00" - “495") / 45 | AN BEEDIE
“Unknown” e
é[bﬁn—\gé o
“Signal Strength” “Excellent” / “Good” / “Fair” / “No Good" / “Unknown” #49 | AN BEEDIE
BDHRRYT
%o "Wi-Fi Setup”
HY"Wi-Fi Direct”Ha(&
FERRICT Do
“Obtain IP Address” “Auto” / "Manual” -
“Set using BOOTP” “Enable” / “Disable” “Obtain IP Address”
H¥"Manual"DBF(FIE
KRICT Do
“Set using “Enable” / “Disable” “Obtain IP Address”
Automatic Private IP H¥"Manual”DBF(Z3E
Addressing” _
%ﬂ—\[ua—é o
“IP Address” - XX XXX XX XXX TE T T DB o .
X" BB E"0"~"255"MD 10 EH TH Do
“Subnet Mask” - XX XXX XX XXX TE T T D B o i
X" BB E"0"~"255"MD 10 EH TH Do
“Default Gateway” XX XXX IOX XXX TE T T DB o -
- xx"BR 0" ~"255"(D 10 EH TH Do
“DNS Server Setting” | “Auto”/ “Manual” -
;Z':\';Z?,ry DNS - XXX XXX XXX XXX TE TS C D D o -
- XX BB (0" ~"255"(D 10 EE T Do
;Seisgp,dary DNS XXX XXX XXX XXX TE TS C D D o -
X" BB (370" ~"255"(D 10 EH TP Do
“Way of obtaining “Auto” / “Manual” -
DNS Host Name”
“DNS Host Name “Unknown"/ “Successful” / “Failed” “Way of obtaining
Status” DNS Host Name”
HYAuto” DEFICAAE
ZRING Do
‘DNSHostName” | &5/, T 113 DNS 1K R hEDEREND. -
“Way of obtaining “Auto” / “Manual” -
DNS Domain Name”
“DNS Domain Name | “Unknown"/ “Successful” / “Failed"” “Way of obtaining
Status” DNS Host Name”
Y Auto”DEFICAE
ZRNI Do
‘State of DNS {EFA LTS DNS RXA VRHEREN B, ;
Domain Name
obtained
automatically”
“Proxy Server “Do Not Use” / “Use” -
Setting”
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“Proxy Server”

- IP 77 U AFEINH FQDN FETH CRIRS D,
mpP 7 RURE

XXX XXX XXX TE TS C DB o

X" BB 10" ~"255"D 10 EE T H Do

mFQDN £

- BN 252 XXFDXFS

EFATIRENE © (“a"~"Z", “A"~"Z"). digits(“0"~"9"). minus sign(“-").
HAIEOLETHRIEIND.

period(“.")(D

“Proxy Server
Setting”HV"Use”(DBF
([CRBZRTRI Do

“Proxy Server Port
Number”

- {B(F"0"~"65535"MEIFEID 10 EH TH D,

“Proxy Server
Setting”HV"Use” (DBF
[CABZRNRI Do

“Proxy Server User
Name”

- 0~255byte D¥AXF
- ASCIl XXFJ— N 0x20~0x7E

“Proxy Server
Setting”HV"Use”(DBF
[CRBZRTRI Do

“Proxy Server

”Not Set" / HEXKXXXKXXX

“Proxy Server

Password” Setting”HV"Use" (DB
[CNBZERRIT Do
“IPv6 Setting” “Enable” / “Disable” -

“IPv6 Anonymous
Address”

“Enable” / “Disable”

“IPv6 Setting”H®
“Enable"DBFCFR
SN

”IPv§ DHCP Server “Do Not Use” / “Use” “IPv6 Setting”b“\
Setting” _
“Enable”DEF(C KR
ERH
DHCPv6 #EREZ 7
— ~UELBEZE
BEEZRRUEL,
“IPv6 Address” FED IPve 7 KL X “IPv6 Setting”
IPv6é D IP 77 RU A, LATD 1~3 DRIFZTR— LT D, “Enable"DHEF(CF R
ERH
1. mxexaexaxaxaxex” DT,
x |&"0"~"FFFF"(MD 16 =M TH Do
2. LICBVT. x oD T0OvIh 1 DFfeld 2 DU EER T DEE. " CEIET
Td, 22U @7 RUARIC—BILIMERTELRW, "7 KU AEADITE
BRUKEICDHFERTED,
1)) 1080:0:0:0:0:800:200C:417A -1080::800:200C:417A |ZEHBET]
3. exexaxexexed.d.d.d"DFE o
x |& “0"~"FFFF"(D 16 EX CTH D, d [F"000"~"255"D 10 EH TH Do
IPv4 & IPve DRTEIRIBICHWNT. 7 R AMDM I 4x8bit 7z IPv4 RIZCREC T Do "
BRUTRYSN@4DTOY I DEED 0 FEET ST ENTED. Fie.
x B31E 20" [C KD EBEEEDFIATE D,
f5ll) :FFFF:129.144.52.38
PV T PRy MIARXFIINLFESHHYR— T D,
“IPv6 Address

Default Gateway”

FED IPv6 7 RURZRRT Do

“IPv6 Setting”h®
“Enable”DAF(CFRR
EXSH

“IPv6 Link-Local
Address”

BIWEU OO0V 7 RURZRRT Do

“IPv6 Setting” "
“Enable”DBF(CRR
ERGE
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“IPv6 Stateful

BWEAT—RIIV7 SURZRRT Do

“IPv6 Setting”H®

Address “
“Enable"MEF(CFRR
ERSH
DHCPv6 #BE7%Z DR
— hUBEWEERR
BEZRRUEL,

$§§ﬂ¢“ BHERT— SURBEEERT RURERERT B, “IPv6 Setting”Ht
“Enable”DEF(CFRR
EXSH

PG Stateless BWERAT— N ZEEER T R RABERTI Do “IPv6 Setting”H’
“Enable"DF(CFKR
ERRE

TPV Stateless BMEAT— MU ZEEBRT R AERRT 2. “IPV6 Setting” 1
“Enable"DF(CERT
ERSE

opv6 Primary DNS | (£ IPv6 7 KL AZFIRY Be “IPv6 Setting" 1
“Enable”DEF(CFRR
EXSH

v secondary HED IPv6 7 RUREFRRY Do “IPv6 Setting” '
“Enable"MEF(CFRR
ERRE

“Wi-Fi Setup” “AOSS" / “WPS” / "Wi-Fi Direct” / “ Manual” / “Wi-Fi Auto Connect” / “Epson iPrint” #49 | AN BEEDIE
BODHERRT Do

“Wi-Fi Mode” “IEEE802.11b" / “IEEE802.11g" / “IEEE802.11b/g" / “IEEE802.11b/g/n" S | AN B2 OIS
BOHERTT Do

“The number of
connected devices”

FEUFCHDIL
1B(d"0"~"4"DEF TIXIFNUFTE STEL

TV APE—R
DFH

"SSID”  EFATTAENS | AT AT R LAN 5015
CXFH 1~ XF BDHETRT Do
“Channel” HENTTHDHTE SR LAN SR 0D1E
- Bl ~13 DEETEINEESHL) ADHRTT Bo
“Security Level” “None”/ "WEP-64bit(40bit)"/ "WEP-128bit(104bit)"/ “WPA-PSK(TKIP)" 4 srieE T e
/ "WPA2-PSK(AES)" / “WPA2/WPA3-Enterprise” / “WPA3-SAE(AES)” iR LAN%"%’“@%
BDHRTT Do
“Password” “Not Set” / “xxxxssxxxr S | AN BEEE(DIS
A. DD"Security
Level"H
“WPA2-Enterprise”l2L
HNHDEEDHRT
EGE
“MAC Address” IXXXXKXKXXKXXXX -

X [F"0"~"F"ETD 16 EH TH Do

10.1.2.1.4 RV

Table 10-13 /RY >/

"Refresh”

Ry NI —UERERICZENDBERZEFODODICEH L. by T

N—IZEBRTI Do
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10.1.3 TM-Intelligent

TM-i DU I %ZTIREE T Do

10.1.3.1 R~y IR—=Y

XZ1—IEBZI U v I DT ET M DREN—IZHIRY T THRL

10.1.3.1.1 A X—IH

EpsonNet Config for TM-i

Information
Basic

Information

Apply & Restart

Network
Device Admin
Printer
Customer Display
Services
ePOS-Print
ePOS-Device
Server Direct Print
Status Notification
Print Data Parsing
Miscellaneous Settings
Proxy
System
Reset
Help

Basic

Basic Information

Model

Serial Number

TM-i Firmware Version 1.01
Spec

ePOS-Print Version 6.20
eP0OS-Device Version 2.90

10.1.3.1.2 RFIEH

Figure 10-3TM-i U T A X—IK

PURIC TM-i ODREIERICDWCEEEH T 5.

10.1.3.2 Device Admin - Printer

10.1.3.2.1 A X—IH

EpsonNet Config for TM-i

Information Device Admin

Basic Printer

Network 7
Device Admin Printer List

Printer Device ID Model Name 1P Address

Customer Display

: 127.00.1

Services

ePOS-Print

ePOS-Device
Server Direct Print
Status Notification
Print Data Parsing
Miscellaneous Settings
Proxy
System
Reset
Help

10.1.3.2.2 RFIEH

PATIC Device Admin - Printer DR EIBRICDWVWCEE T Do
Table 10-14 REIEE
IHH i
TJUVEF—DID ZRELERT . (HEFEDXFS)
FINA X ID DFIEHE(F local_printer TY o

“Device ID"

My~

REEE

“Model Name”

TV —DETIVRZRRUE T,

“IP Address”

TJUA—DIP 7 RURZEFRRUET,
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10.1.3.23 RIYYV

Table 10-15 R~/

“Apply & Restart” TUIS—CERTERERLT. BRRELED,

10.1.3.3 Device Admin - Customer Display

10.1.3.3.1 A X—IH

EpsonNet Config for TM-i

-App\y & :_ start ﬂ_(g \/

Information Device Admin

Basic Customer Display

Network y s -
Device Admin Customer Display Setting (DM-D) ‘ HEEE

Printer Communications Speed

Customer Display = L (bps) P

. ommunications

Services Setting Data Bit

ePOS-Print

ePOS-Devi Parity

Brightness Setting 100%

B B Farig Customer Display Testing (DM-D)
Miscellaneous Settings Testing “ Test Display |

Proxy
System

Reset

Help

10.1.3.3.2 RFEIEH

LAR(C Device Admin - Customer Display (DEREIBEICDWWCECE T D,
Table 10-16 FREEH

EE | 2485
“Communications Speed(bps)” BEREASELET,
‘Data Bit” F—5Ew MERELET,
INUT 4 —7ZRELER T,
HAGIRI—=T A ATUA DEEZI\—tET—ITHRELKT,
100%,60%,40%,20%|CERE CEFR T o BRAMEEIL 100%CTT,

“Parity”

“Brightness Setting”

10.1.3.33 MYV

Table 10-17 M5 >/
B | £40H
“Apply & Restart” TUVH—ICHREEERLT, BEBHLETD.
FARERUET, HRIVN—FT 1 R IUACNFEERRLETD,

“Testing”

56



10.1.3.4 Services - ePOS-Print

10.1.3.4.1 A X—IK

EpsonNet Config for TM-i

&>
Information Services
Basic ePOS-Print
Network =
=A==l
Device Admin ePOS-Print Setting Setting Note XEIEE
= ePOS-Print [Enable v

Customer Display

N

Services
ePOS-Print
ePOS-Device

Status Notification
Print Data Parsing
Miscellaneous Settings
Proxy
System
Reset
Help

10.1.3.4.2 RFIEH

BURIC Services - ePOS-Print DEREIEB IC DWW CEREH T Do
Table 10-18 EREIEH

“ePOS-Print” ePOS-Print (D"Enable” / “Disable"ZE&E LE T

10.1.3.4.3 W5~

Table 10-19 &>/

“Apply & Restart” TS —(CREEEFELT. BRBULED,

10.1.3.5 Services - ePOS- Device

10.1.3.5.1 A X—IH

EpsonNet Config for TM-i

Ry
Information Services
Basic ePOSs-Device
Network -
NETWOrk A=
Device Admin ePOS-Device Setting Setting Note EREI’E E
Printer ePOS-Device

Customer Display

N

Services
ePOS-Print
ePOS-Device
Server Direct Print
Status Notification
Print Data Parsing
Miscellaneous Settings
Proxy
System
Reset
Help

10.1.3.5.2 RFIEH

LURIC Services - ePOS-Device DEREIERICDWCEEE T Do
Table 10-20 EREIEH

“ePOS-Device” ePOS-Device D"Enable” / “Disable"Z 8 E LE J

57



10.1.3.53 7RIV

Table 10-21 RY >/

“Apply & Restart” TUIS—CERTERERLT. BRRELED,

10.1.3.6 Services - Server Direct Print

10.1.3.6.1 A X—IK

EpsonNet Config for TM-i

NI
Information Services
Basic Server Direct Print
Network 7— | Sl
Device Admin Server Direct Print Setting ‘ EIKF_IE E
Printer Server Direct Print
Customer Display L
SRS (Input with http:// or
ePOS-Print Serverl pns://)
ePOS-Device
Server Direct Print LT RS [IW=EE40T0] 2
Status Notification URL
Print Data Parsing s > (Input with http:// or
Miscellaneous Settings €rVers Inteps://)
Proxy Interval(s) [0-86400] 5
SUEIETD URL
Reset (Input with http:// or
Help Server3 https://)
Interval(s) [0-86400] 5
D
Password
URL Encode
Name AAAA123456
Server Authentication
Cut Reserve(s)
10.1.3.6.2 EREEHE
BARIC Services - Server Direct Print DX EIBEIC DWW CECH T 5o
Table 10-22 FRFEIEHE
= | S
“ Server Direct Print Server Direct Print (D”"Enable” / “Disable"Z5XE L X I o
"URL (Input with http:// orhttpsi//)" | 25— 5 2 58519 28580 —/\—D URL EAH LE T
Interval(s) [1-86400)" AT I BETH S, ROBAELT F COFRBRIZIEELF T,
e ID ZEE LE T,
“Password" JS2AT— REAALFET,
“URL Encode” URL T2/ 1— R(D"Enable” / “Disable"Z &R LE T
“Name” Web T —/\—RITATU V5 —7%HAIT D cHDHiREZE AT
LET,
“Server Authentication” t—) \—FBEE(D"Enable” / “Disable" IR L FE T

10.1.3.6.3 M5~

Table 10-23 K5~/

“Apply & Restart” TUIH—CEREREFLT. BRRELED,
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10.1.3.7 Services - Status Notification

10.1.3.7.1 A X—IK

EpsonNet Config for TM-i

Information
Basic
Network
Device Admin
Printer
Customer Display
Services
ePOS-Print
ePOS-Device

Server Direct Print
Status Notification
Print Data Parsing
Miscellaneous Settings
Proxy
System
Reset
Help

| Apply & Westart | I—T_\ 9 4

Services
Status Notification

N

Status Notification Setting

Status Notification
URL (Input with http:// or
https://)

Interval(s) [1-86400] 5

D

Password

URL Encode

Name AAAAT23456

Server Authentication

REEH

10.1.3.7.2 RFIEH

LURIC status Notification DERFEIBERICDWTCEE T 5.

I5H

“Status Notification”

Table 10-24 :XEIEH
| 08
Status Notification (D"Enable” / “Disable"Z & E LK T

“URL (Input with http:// or https://)"

AT =Y R7%8H T DALY —/\—D URLZASILE T,

“Interval(s) [1-86400]"

AT —YABHETHS. ROBHZHT FE TORERBZEELE I,

uIDn

IDZREULET,
“Password” JXRT—RZASILET,
“URL Encode” URL T/ J— R(M"Enable” / “Disable"Z &R LFE T
“Name”

ULET,

Web U —/\—AITETY & —7559 e DRI~ Z AT

“Server Authentication”

tF—)\—585E(D "Enable” / “Disable" = EIR L E I,

10.1.3.7.3 RIV

Table 10-25 RY >/

“Apply & Restart”

TUVI—CEREZSHRUC. B8 LET,
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10.1.3.8 Services - Print Data Parsing

10.1.3.8.1 A X—IK

EpsonNet Config for TM-i S ~
ts

Information Services

Basic Print Data Parsing pr—
Network 7

REEH

Device Admin Setting

|
Printer Print Data Parsing Disable v |
Customer Display
Services
ePOS-Print
ePOS-Davice

Server Direct Print
Status Netification
Print Data Parsing
Miscellaneous Settings
Proxy
System
Reset
Help

10.1.3.8.2 RFEIEH

LATIC Print Data Parsing DX EIEB IC DWW CELE T ©,
Table 10-26 XEIEHE

“Print Data Parsing” Print Data Parsing (D"Enable” / “Disable” %38 E LFE T

10.1.3.8.3 K&y

Table 10-27 RY >/

“Apply & Restart” TS —(CREESFELT. BRBIULED,

10.1.3.9 Miscellaneous Settings - Proxy

10.1.3.9.1 A X—IK

EpsonNet Config for TM-i

o
My~
Information Miscellaneous Settings
Basic Proxy
Network 7 _
Device Admin Proxy Setting V4 EQEIE E
Printer Proxy Disable v

GENS URL (Input with http:// or https://)

Services
POS-Print Fost 1E3
ePOS-Device ID
Server Direct Print Pasoword
Status Notification
Print Data Parsing Services
Miscellaneous Settings Server Direct Print
Proxy Status Notification
System
(e Print Data Parsing
Help
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10.1.3.9.2 :%FIEH

LU Proxy DEREIEBICDWCELE T 2.

I5H

“Proxy”

Table 10-28 FREIHE
i
Proxy (D"Enable” / “Disable"Z ¥ ELE T,

URL (Input with http:// or https://)

JOF3—5—/\—D URL ZASIULFET,

Port

JOF+Y—Y5—)\—DR— hZEEELET,

“D"

ID ZFREUERT .

“Password”

JKADT—=RZASILE T,

“Server Direct Print”

Server Direct Print (D"Enable” / “Disable"Z &R UE T

“Status Notification”

Status Notification (D"Enable” / “Disable”Z &R UE T,

“Print Data Parsing”

Print Data Parsing (D"Enable” / “Disable”Z &R L FK T

10.1.3.93 M5

Table 10-29 "5~/

“Apply & Restart”

TV —|CEREZSIHRU T, BiEdLET,

10.1.3.10 System - Reset

10.1.3.10.1 A X—IH

EpsonNet Config for TM-i

Information System
Basic Reset

Apply & Reestart

Network
Device Admin
Printer

| Restore Default Settings |

Customer Display
Services

ePOS-Print

ePOS-Device

Status Notification
Print Data Parsing
Miscellaneous Settings
Proxy
System
Reset
Help

10.1.3.10.2 K5~/

I8H
“Apply & Restart”

Table 10-30 K& >/
Bz

TV —ICEREZEIFLUTC. BEBULET,

My~

“Restore Default
Settings”

HREICRULE T,
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10.1.3.11 System - Help

10.1.3.11.1 4 X—YH

EpsonNet Config for TM-i

e~

Information System

Basic Help

hetwork Each input text field has fellowing limit. / Ea—}
Device Admin ER/:F_I,E E

Printer Input limit

Customer Display URL field it must start with string:[http(s)://], 0-2043 characters.
Ser:g;i . ID field it allows only [A-Z, a-z, 0-9 and underscore, period, and hyphen character], 0-30 characters.

:POS—DZCKE Password field it allows only [A-Z, a-z, 0-9 and underscore, period, and hyphen character], 0-30 characters.

Server Direct Print Name field it allows only [A-Z, a-z, 0-9 and underscore, period, and hyphen character], 0-30 characters.

Status Notification DevicelD field it allows only [A-Z, a-z, 0-9 and underscore, period, and hyphen character], 0-30 characters.

Print Data Parsing .

. N Interval(s) field it allows only [0-9].
Miscellaneous Settings

Proxy
System

Reset

Help

10.1.3.11.2 %FIEH

PURIC Help DIBEICDWCECHE T 5o
Table 10-31 REEE

“URL field” it must start with string:[http(s)://], 0-2043 characters.

“ID field” it allows only [A-Z, a-z, 0-9 and underscore, period, and hyphen character], 0-30 characters.
“Password field” it allows only [A-Z, a-z, 0-9 and underscore, period, and hyphen character], 0-30 characters.
“Name field” it allows only [A-Z, a-z, 0-9 and underscore, period, and hyphen character], 0-30 characters.
“DevicelD field” it allows only [A-Z, a-z, 0-9 and underscore, period, and hyphen character], 0-30 characters.
“Interval(s) field” it allows only [0-9].

10.1.3.11.3 YV

Table 10-32 "5~/

“Apply & Restart” TUIS—CERERERLT. BRRELED,
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10.2 RvY FTJ—2 -Network

1021 Ry hI—JEZAE - Network Basic
10211 byIR—=Y
10.2.1.1.1 A X—IR
EPSON TM- Series Administrator Logout
Status Network Network Security Product Security Device Management
Baske I Basic —_ o
Wired LAN / AX.
Device Name [EPSONT11A27 ]
Location - [ ]

Note- The values in Device Name and Location are applied to multiple network protocols

Obtain IP Address O auto @® Manual

IP Address Printing @enable O Disable

Setusing BOOTFP - Enable Disable

Set using Automatic Private |P Addressing Enable Disable

(APIPA]

IP Address - [182.168.192.168 ]
Subnet Mask - [255.255.255.0 ]

Default Gateway [ ]

DNS Server Setting : Aute @ Manual

Primary DNS Server [ |

Secondary DNS Server : [ ]

DNS Host Name Setting : Cauto @ mManual
DNS Host Name EPSONT11A2T

DNS Domain Bfame Setting @pnto O Manual S g~
rﬁ I

10.2.1.1.2 RFIEH

Figure 10-4 v JIR—Y

BUNCR Y N —OBAXRREDREERBICDVCEHT Do

I5H

“Device Name”

Table 10-33 SRFIEH
| Bi8H
THFAMRY I ACXFE 2~15 XF CFHIR 1 FARA) O#FET
AT D,

ERTEEXT A~Z, a7, 0~ (EEAN—RET
=)

SERICERTEINT ‘N~ a~z (0~ IFTET)
BBICERATEDNT A~ a~7 0~y (3T

GEUESE

“Location”

TER MR T X (CERAK 127Byte D UTF-8 TATIT D,

“Note: The values in Device
Name and Location are
applied to multiple network
protocols.”

“Device Name” & “"Location"DiF B ET

“Obtain IP Address”

UTRD2D7ZERT 2SI F N 2 7Z25RT Do

“Auto” / “Manual”

“IP Address Printing”

UTRD2D7ZERT 2SI F NG 2 7Z25RT Do

“Enable” /" Disable “
“Set using BOOTP” DTFD 2 DOBEBEIRT DS IARY VERITD, "?btaln IP Address” )
“Enable” / “Disable” PManual"DBFIC T L —

7 hTB,
Cl) TIFFRRULIEL,

“Set using Automatic
Private IP Addressing
(APIPA)”

BITD2DZEIRT DS IA NIV ZRIT Do
“Enable” / “Disable”

“Obtain IP Address”
H"Manual"DEFIC T L —
T RTB

Cl) TlFRRUIEL,
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“IP Address”

= IO TETS CTF A SR T AICATTT D,
- X" BRI &0 ~"255" TIKIF UKL HEL)
LATDIP P RURFASIARATET D
“0.0.0.0"~"0.255.255.255.255"
=)\ o7 KL A (*127.0.0.0"~"127.255.255.255")
275 R D(*224.0.0.0"~"239.255.255.255")
275X E("240.0.0.0"~"255.255.255.255")
TAUIT 4w R TJO—RFvRA NP RUA(*255.255.255.255")

“Obtain IP Address”
DY Auto"DEF(C T L —7
D 9D

“Subnet Mask”

XXX TET C T A MR w I AICATTT D,
- )X BRA [0 ~"255" CTIEIFNULETE S5 TF L)
BITFDIP 7 RURIFAFIARTETD

IBERFI Y AT E W N"255.254.128.0"55)
0.0.0.0

255.255.255.254

255.255.255.255

“Obtain IP Address”
D Auto"DEFICT L —77
DT Do

“Default Gateway”

= XXX XXXIOXXXXTETL C T F R MR I ZACATTT Do
X BRI 0" ~" 255" TIKIFNURTEL H7EL)
UTDIP 7 RURGASIATET D
“0.0.0.0"REREDEKR CAAIIFHFE T 2H RRDIRFZEHE T Do)
“0.0.0.1"~"0.255.255.255.255"
L=y 77 KL A("127.0.0.0"~"127.255.255.255")
275X D(“224.0.0.0"~"239.255.255.255")
275 A E("240.0.0.0"~"255.255.255.255")
TAUIT 4w R TJO—RFv AP RLUA("255.255.255.255")

“Obtain IP Address”
DY Auto"DEF(C T L —7
RIS

“DNS Server Setting”

DD 2 DZERT DS I AN U 7ZRIT Do

“Auto” / “Manual”
“Obtain IP Address”/H""Manual”(D & = (E"DNS Server Setting”(&"Manual”
DIFEREN D,

“Primary DNS Server” XXX TER T D T & “DNS Server Setting”
- 0B (F 0"~ 255 TIKIF ST BT hYAuto" D= T L—7
- JO— RFvRA K7 RURA(“255.255.255.255")IF ASTARAT £ T B R
© ("0.0.0.0MFATIARBIET D
- TISAXYU—DNS U—/\—HZFT. EHYFU—DNS T—/{—H
ANNENTVBDEBEEEIS—ET D,
- EXFHI AT AT BE,
“Secondary DNS Server” XXX TER T D T & “DNS Server Setting”

- X BRI 0"~"255" TIKIF UL S

- JO0— R+ X M7 KLU A(255.255.255.255") [FATIARE] & T D
© (“0.0.0.0NFASTIAT LT D

- EXFBIA ST ETRE,

hVAuto"DEFICT L—7
D hTB

“DNS Host Name Setting”

LMD 2 D7ZERT DS I A RY 2 Z:RIT Do

“Auto” / “Manual”

“DNS Host Name”

T\ A RABZERTRT Do

“DNS Domain Name
Setting”

DTD2DZERT DS I AN V7ZRIT Do

“Auto” / “Manual”

“DNS Domain Name”

CFERANRY I RICRBOXTH 2~249 XF (XTI 1 EFA)
TANT .

2L, AR NBREADET 251 XPUNTANT DUBHGD. T
NEBABRCDBEIE. BEDRRENEL.

EFEIBECT AT O (EE RN
A

. %EE\(C'TEJEH—C:&%Y? AT A (uOnNugu R “-MIS:Z:E_D

 BBICBRTEDNE "A'~"7" "'~ I ~"9" (7w [T
- period("" ) CRYISNIEEZINILDXFEH  1~63 XF

“DNS Domain Name
Setting” HYAuto”(DEFICT
L—7"2 9%,
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“Register the network
interface address to DNS”

BITD2DZEIRT DS IA NIV ZRIT D
“Enable” / “Disable”

"Proxy Server Setting”

“Do Not Use” / “Use”

“Proxy Server”

IPv4 7 RUZAFER. BHULIE. FRDN B CAT D,

“Proxy Server Setting”h""Do
Not Use"DBFICT L —7 D
NEERE

“Proxy Server Port Number”

CTEIAMRYIRCHEEBRHFTANT D,
- {B(3"0"~"65535"DEH THKIFNIETE 5TFWN

“Proxy Server Setting”h""Do
Not Use"DBFICT L —T D
NI

“Proxy Server User Name”

- TERX MR IR (C 0~255byte DFEAXFTAIIT Do
- ASCIl XF 11— K 0x20~0x7E

“Proxy Server Setting”h""Do
Not Use"DBFICT L —7F D
NEIE

“Proxy Server Password”

- THFRX R T R (C 0~255byte DFAXFTAIIT D,

* ASCII X5 J— I 0x20~0x7E

- JNA T — RHZETH "Proxy Server Setting”h"Use" &E1E D TS & E
* (PAHFURT) 10HZRTT Do

“Proxy Server Setting”h""Do
Not Use"DBFIC T L—7
b,

“IPv6 Setting”

BITD2DZEIRT DS IA NIV ZRIT Do
“Enable” / “Disable”

“IPv6 Privacy Extension”

UTFD2DZEFEIRT DS IA MYV 7ZRITD
“Enable” / “Disable”

“IPv6 Setting”HV"Disable”(D
RHC T LU—TI T D,

"IPv6 DHCP Server Setting” | |y KD 2 DHEBIRT 25 I A RS VHERIT Do -"IPv6 Setting”/)"Disable”
“Do Not Use”/“Use” DEICTL—T hT B,
DHCPv6 #gEZ T R— b U
HTWEERIEREZRRU
ZY AN
“IPv6 Address” ZZASTBULIFIPve 7 KLU AR (prefix B) CATIT D ASIT DIH5EIF | “IPv6 Setting”HV"Disable” D
PIFOWVWFNHODERICHED BFICIL—7 D g%,
. XXXXZXXXX:XXXXZXXXXZXXXXZXXXX:XXXXXZXXXX/ prefix
xxxx [& 1 ~4 H1D 16 EX
prefix (& 1~128 (D 10
7 RUAANT 1 ERTDH 27T 0 THEEES NS 1 @R EDER LT
xxxx & 1 EUCEBTED
T RURBEHBUNERD 7 RURIFIZS—ETD
s
“FF00:/8"
IPv6 T4 )L T — D TADBANENTVDIEEIEATINEETD
e vwress Default ZAFB UL IF IPve 7 RURFER TASIT D “IPv6 Setting"/)"Disable"(D

ANTDHEEFUTOWVNTNHDERICHED

* XORKXXKKXKKXXKXKK KKK XXX XXKXXKIXXKX

xxxx (& 1 ~4 #1D 16 ELL

7 RUZART 1 E@DH £T 0 THERIND 1B EDER U
xxx Z& @ EUCEBTED

P RURBHLUTELD 7 FURFIZS—ETD
“:/128"

“:1/128"

“FF00::/8"

BCILU—T D T D,

“IPv6 Link-Local Address”

BWEU > o0—N)V7 RUAZRRT Do

“IPv6 Stateful Address

BWERT—RIIV7 RURAZERRT Do

DHCPv6 HEREZ T TR— ~ U
HWEEFIBERZERRU

“IPv6 Stateless Address 1”

BYWEAT— U ABEEN ) FUAZRTRT Do

Ub\o

“IPv6 Stateless Address 2"

BWERAT— U ABEBT RURAZRTT Do

“IPv6 Stateless Address 3"

BIWEAT— U ABEEA ) U AZRTRT Do
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“IPv6 Primary DNS Server”

IPv6 77 SUREXTAST D
BFOWFNH DR

HID.0.0.0.60.0.0.0.6 0,008 0008.000800060000.6.0004
xxxx & 4 H10D 16 ERTIEEED 0 [FEEAEE. £lE URIE 1 XFHWW
3

7 RUARNT 1 EFTDdH 27T 0 THEH NS 1 @A EDER LT
xxxx Z 1 EUCHEIKETED

7 RURABHDUTELED T RUAFIS—ETD

/128"

“:1/128"

“FF00:./8"

IPv6e 754 <X J—DNS U—/\—HOZH T, IPv6 £/3>/4%1J—DNS t—

IN=BANESNTVBDBEIE IS —ET D,

“IPv6 Setting”H\"Disable”(D
BFICTLU—7 D g%,

- EXFEIASISHEE,
;Igr\(fe fﬂecondary DNS IPv6 7 RURFERTAFITD “IPv6 Setting”/)""Disable”(D
ROV FNHDE BFICTL—T D 3B,

HID 9.0.0.60.0.0.0.60.0.0.0.6.0.0.0.8.0.0.0.8.9.008.0.900.6 0004

xxxx |& 4 ¥70D 16 EXLTILIED 0 [FEBEATEE. fof2 URIE 1 XFEDW
=z

7 RUXANT 1 @BFTDH 27T 0 THEAENS 1 AR EDERUE
xxxx & 1 EUCEETED

7 RUREBHLUTREFD Y RUREIZS—ETD

“:/128"

“:1/128"

“FF00::/8"

8D IPV6DNS U —/\—7 RUATI TICEFEINTWVD Y RURIFE
TCTELW

- EXFHIASE AT BB

“Power Saving(Wi-Fi)

UTFD2DZEFEIRT DS IA MYV 7ZRIT D
“Enable” / “Disable”

IR LAN BRRFDHFRR

Wi-Fi Direct)”

“Frequency Range (Wi-Fi -

UTD2D%EIRTD ROV ITFI VU NEERIFD,
“Auto” /“2.4 GHz" / “5 GHzZ"

AR LAN BRI DHRR
1212 Ul 2.4GHz DHZE TR
— I BERE NI
INS{ES =

10.2.1.1.3 R&YY

Ry NI—OBKIERZERET DIcHDRY 2 7Z2RIT Do

Table 10-34 "5~/

“Next"

ATTHESBN—INEE T Do

“Next' RS VRS NZBRIC, ATMEICERO D SNEUTZRRIT DTS — Ry TPV T D4V ROZEHET,

BHDANMEIS—HEELUHEF. KDBEEOSVBDHRTENSD,

DHBEELEL)

“Invalid value below.”

Table10-35 TS5—Rw 7w

EH B

THFERAMRY IANDANENEEFHEICKRIT D, B
BIEATMEDIRBERZEGLERTD MCKRRT D, BHFIA
BEHDHEEIF 117IC 1 IREXRRT 9.

(FEERDIEET LICHDDHEDHFICHDBHDLK

1.

“The combination of IP Address and Subnet Mask is incorrect.”
“All the bits in the host address part of the IP address cannot be set to

IP 7 RUADRA MBAZE Y b 1 DBEICERRT Do
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“The combination of IP Address and Subnet Mask is incorrect.”
“All the bits in the host address part of the IP address cannot be set to
0."

P77 RUADRA MEHEE Y b 0 DIFEICEKRTT Do

“The combination of Default Gateway and Subnet Mask is incorrect.”
“All the bits in the host address part of the Default Gateway cannot be
setto 1.”

T4 BT—=RD A DRI MEHEE Y b1 DIFE(C
KRI Do

“The combination of Default Gateway and Subnet Mask is incorrect.”
“All the bits in the host address part of the Default Gateway cannot be
setto 0.”

TIAIBT =D A DRI MEHEE Y b 0 DIFE(C
KRI Do

“The combination of IP Address, Subnet Mask and Default Gateway is
incorrect.”

“IP Address and Default Gateway must be on the same network
segment as defined by the Subnet Mask.”

TIAIBT =D TADRED DO, DD, TTRY b~
NRAIPKRTRY NO—=T8HIP 7 RUAET T4V N
— NI IATELEDHEEICERTT Do

10.2.1.2 AJJHESRR—Y
A AX—IH

T™-

10.2.1.2.1

EPSON Series

Administrater Logout

Status Network Network Security Product Security Device Management

Basic

Wired LAN

I Basic

Confirm the following settings

—

Device Name

EPSONT11AZ7

Location

Obtain IP Address

Manual

IP Address Printing -

Disable

IP Address :

192.168.192.168

Subnet Mask

255.255.255.0

Default Gateway

192.168.192.1

DNS Server Setting :

Manual

Primary DNS Server

Secondary DNS Server :

DNS Host Name Setting :

Manual

DNS Domain Name Setting -

Auto

Register the network interface address to

Disable

Proxy Server Setting

Do Not Use

Dicoblc

A&

IPv6 Setting

(o] =]

Ry

Figure 10-5 AJJRESER—Y

10.2.1.2.2 ANIER

Table 10-36 A&

I5H

“ Confirm the following settings.”

L]
EXDXEICHE. REEBZXRRU. BFIDN—ITHE
SNJMEZRTRT Do

“ Communication will be shut down temporarily to enable the new
settings. You cannot access the network immediately after the settings
are changed.”

FREBE DR MBICAEDEFRNERTI Do

10.2.1.23 MRYV

Ry NI —OBRREN—ITERRUETR Y NI —IREZ(TDICHDING 2 7Z2581F Do

RN—IZRRT Do

RENY VEHTT D& TREM

Table 10-37 M5~/

EE | Bt
oK ASERANR— I TERRUILBETR Y ND—IBEEITSIcHDIRY VERF D, RYVEHTTDIETH
ERERR—INBET D,
“Back” 2y ND—OBEBER—INRDICHDIRY V%R F D, RYVEBRT DT ETRY NI—IEARBE
R—INBET D,
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10.2.1.3 REBERR—Y

"OK' Y 2 72T E-ERN—IDKRREND. REMDFICKRSNDIN—Y ERERMEICRRSNDON—IZL TR,

10.2.1.3.1 A X—IK

| EPSON ™- eries Administrator Logaut
| Sl Network Nerhwark Security Proguct Seculity Chvics Managem
| Basic

SN / ERERER

54 communicabon may 1ake 8 few minutes
If Yo Wank to change the setings, ciose the Web Conlky Bnd check your P address. Then enter your IP addrass in tne
broveser o restist e Web Config

Figure 10-6 EER/EREN—Y

10.2.1.3.2 SREER

Table 10-38 EXTERER

158 il
,hutting down.” Ry MO — T ERIBERORE
“Restarting communication may take a few minutes.” B o
“If you want to change the settings, close the Web Config and check your IP address. Then enter [CRIILTcEEICRTT Do
your IP address in the browser to restart the Web Config.”
“Setup failed.” 2y N —OBEKRIERODFRTE
[CREUTCEEICERTT Do
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10.2.2 fE#R LAN - Wi-Fi
10.2.2.1 ~yIR=Y

10.2.2.1.1 A X—IK

EPSON TM- Series Administrator Logout
Status Network Network Security Product Security Device Management

Basic W|-F| Y
Wi-Fi I ;?\ 3% I\ J— 7"\%%&

Wired LAN

Wi-Fi Direct J Network ‘ | Wi-Fi Direct
Device Name EPSONT11A27
Connection Status 100BASE-TX Full Duplex
Obtain IP Address - Auto
Set using BOOTP : Disable

Set using Automatic Private IP Disable
Addressing (APIPA) :

|P Address 192.166.192.168

Subnet Mask : 255.255.255.0

Default Gateway :

DNS Server Setting Auto

Primary DNS p#rver 2 o~
7 ey~

»

Figure 10-7 f&fR LAN 527E kv 7/X—2J - Wi-Fi Setup Top Page

10.2.2.1.2 Rv hDO—J1EHR
1ERERY TDRY ND—UBREBNBTZRRT Do

10.2.2.1.3 RIYYV

R LAN SREDRE. EICTDIHDRY UV ZRTRT Do

Table 10-39 R& >/

“Setup” S | AN SRERRIIAT BIDDRY >V, MYV EBRT DT ET SSID
RRNR—I(CBBT D,

10.2.2.1.4 FERRwW TP v

“Disable Wi-Fi" Y /HTRICK D, iR LAN REZENCT DNEERT DIcHDMERMN Y TP v TERRT Do hw T2 w T TlE”
R LAN ZEPICUEITH ?"EFRRT Do
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10.2.2.2 SSID TR R—Y

10.2.2.21 A X—IH

EPSON T™- Series Administrator Logout
Status Network Network Security Product Security Device Management
Basic . .
| wiFi
Wi-Fi
Wired LAN

Wi-Fi Direct g

/ D,

Figure 10-8 SSID #£Z&/X—3J -SSID Search Page

10.2.2.2.2 RV

Table 10-40 ">~/

“Refresh” R BRICED SSID BERD52T LTV ERAFBREANN—I %, K52 T DHAE SSID
ERNR—INEBT B,

10.2.23 BREASIR—Y

SSID HEERNR—I KD, "Refresh’ NS VDT, H2DWVIEERMFIERERERICKD SSID DFERDTE 7 Ul T, BREASIN—
JICBRT D REANIR—IIEUTDRDICHED, SIARYVICT, FERSNIZ SSID. HDWVEFEIERTED SSID DFHSERTE
9B SSID ZERT B,

10.2.23.1 A X—IH

EPSON ™- Series Administrator Logout
Status Network Network Security Product Security Device Management

Basic . .

o | wiFi / SSID U Z b

Wired LAN — -

WicFi Direct SSID | Communication e ‘ Security Level
@ aterm-1031ed-g Infrastructure Excellent g\[SF:(A(iESJ
ODIRECT-1750033 Infrastructure Excellent g\g?(i-ESJ
O5010322-Android Infrastructure Good A

PSK(AES) 2 po~
: / g SSID U R hEEFTIRG >/
OEDADDT \nfraslrm/re Good FSK(A'ESJ
51 Buffalo-A-EGA0-WPA ‘?Audm Fair g‘f&i{zs;
Refresh SSID List / FEAN
OEnter 51D [ ]
Password [

JXRD—RAD

pa
J
J

Confirm Password [

/ Ry
=N
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Figure 10-9 FTEAINR—Y

10.2.2.3.2 SSID U X |~ -SSID List

SSID UX MOSERTET D SSID Z3EIRT Do SSID U R MEILUTDL S ITHEA SN, EBBEDBVIEIC, A1V TSANSIFVE
— RTCEHRTED SSID ZRA 50 AFTERRT Do TF1UT 4 —ERTEH"WPA2/WPA3-Enterprise”® SSID (T C TIFFRR U7IFL

Table 10-41 SSID J X I -SSID List

IHH AR b Sa
“Ssib” SSID RERTY Do -
“Communication Mode” BIEHERRRT Do BRSNDX
F5||&"Infrastructure” T Do
"Signal Strength” BRREERRT Do TRCNDX | Wi-Fi F v THEEIEIED I
FII)(&
“Excellent” / “Good” / “Fair" / C&
N
“Security Level” tFa1UF 4 —DHRERTRI Do

KRSNBDXFHE
“None” / “WEP-64bit(40bit)" /
“WEP-128bit(104bit)" /
“WPA-PSK(TKIP)” /
“WPA2-PSK(AES)”

“WPA3-SAE(AES)” / “Unknown” C &b

éo

BERClEEF1 T 0 —8RED
WEP-64bit ' WEP-128bit D77 7 7 X
A R EFERUIES

A, "Unknown"ZFR T Do (64bit
h 128bit I TU 5 —THIRIT
TELESD)

10.2.2.3.3 SSID FE)AJ] - SSID manual input
FEASI U SSID [CHT DEREZIT Do

Table 10-42 SSID F&j A7 - SSID manual input

“Enter SSID” SSID FEANADTF R MRy I 2 %HRF D, AFIBTREX
FlE, 1~32 XFOHHET. FA/AENF. F/ES (AsSC

O— RNTIld 0x20-0x7E DEIFE) TH Do

10.2.2.3.4 SSID J A NEF /RS 2/ -Refresh Button

SSID U R FZEEFH T DIHDNGT U ZERIT Do

Table 10-43 SSID U X NEF RS>/ - Refresh Button

“Refresh SSID List” R VBT T DT ET SSID TERNR—IFETRG Do
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10.2.2.3.5 JUAJ—RAJ] -Password entering

IEE UTE SSID TR I D1ehD IR T — RZEATIT Do

Table 10-44 /VAT— K AJJ - Password entering
BH i
“Password" JARTD—REAHNTDTHFRANRY I AEHTD. LTD
XFZETFAMRYIRIZ0. 5. 8~63 XFDEH TASI
AIBE T d (ASCI O— KT 0x20-0x7E D#EFE]) . 1c/ZUA
HRDRRIE* TNYRIT T D,
“Confirm Password” JEZT—REF U,

10.2.2.3.6 MY~/
BEATINR—ITANSNICETELR LAN SREZEDD. HDOVFRIEZERITcHDMY V%=%T D,

Table 10-45 ">~/
EE | 2405
“Next” BEANIR—ITANSNIETHER LAN REEED DT
HOIRY >, MYV FTHRERRIRSNT, AR
R—INBET B,
“Back” BEASR—ITANSNBEBEL. BIF LAN JE ~
Y IR—INBBE T BIDDRT Y,

RENY VDS NIEERIC, ADBICRODDNELUTZRRI D LS — Ry T7 v ITD 4V ROZHT,

Table 10-46 T>—Rw 7P v
B | £40H
“Invalid value below.” SSID. JXZD— R, J{XT— ROEEDANEDBEFIESICKTT
%o REBANBEOEEREELRRDO NIRRT 2. RELEEN
EMHDHAF 1T BEEERT B,
"Passwords you entered do not match.” SR D — RERBAD) (R T — RB—HUBEWEAICERRT B.

10.2.2.4 AJJHESRIR—Y

10.2.2.4.1 A X—IH

EPSON TM- Series Administrator L ogout
Status Network Netwaork Security Product Security Device Management
Basic . .
; | wiFi y
Wi-Fi —
=]

Wired LAN ) i FnEE
Confirm the following settings.

Wi-FiDirect SSID - aterm-1031ed-g
Communication Mode Infrastructure
Security Level WPAZ-PSK(AES)

Communication will be shut down temporarily to enable the new settings.

*fou cannot access the network immediately afer the seitings are changed,
/ W
(o] D] e
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10.2.2.42 HRIEHR

I5H
“Confirm the following settings.”

Figure 10-10 ASJHEERNR—Y

Table 10-47 RIEHE

il

EEDXEZEN—ID v TICRRT Do

"SSID”

REANN=ITANESNINEZRTT Do

“Communication Mode”

REANN—ITANESNINEZRT T Do

“Security Level”

FREATIN—ITANSNINEZTIRT Do

are changed.”

“Communication will be shut down temporarily.to enable the new. NETER DR N C ARDIR Y ERTT D,
settings. You cannot access the network immediately after the settings

“Security Level”(d.

Table 10-48 t=\=: UF 4 —REDME

TR SSID DEFa1UT 1 —HKFE

FREANNR=ITODANEICKDRTT DEDRESND,

tFaUF—F—F

- Value of Seruity Level

RRSNBDEF21UT 1 —RE

o ” e2 - 0 "NOI’\E"
Enter SSID £
nter SSID"Z R 5 WEP-64bit(40bit)”
Z Mt “Unknown”
1z NS “Unknown” 0 “None”
A PDISHER 10 (16 5D "WEP-64bit(40bit)"
26 (16 %) “WEP-128bit(104bit)"
5 (16 EHLIH) “WEP-64bit(40bit)”
13 (16 EXLISY) “WEP-128bit(104bit)"
ZMth “Unknown”
ZDfth ) ERUCEF2UT 4 —BRFE

10.2.2.4.3 W5
AR R —ITHRIR UTCIETEAR LAN SREEIT O EHDIRNY U 7%Z R T D,

Table 10-49 K5~/

== | BiBA
“OK AFERN— THRR UICETHEE LAN BEET D IcHDMY >V, IRV EH TS D
T ETRERTDOR—INEET B,
“Back” BEANIR—INRDICHDIRY >V, RYVEH RGBT ETREANIR—INER
ERR
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10.2.2.5 ERHIRR—Y

10.2.2.5.1 A X—IH

EPSON T™M- Series Administrator Logout
Status Network Network Security Product Security Device Management
Basic I WI_FI
Wi-Fi
Wired LAN Shutting down. / Eﬁ'ﬁg"ﬁ%%
Wi-Fi Diract
Restarting communication may take a few minutes.
If you want to change the settings, close the Web Config and check your IP address. Then
enter your IP address in the browser to restart the Web Config.
Figure 10-11 fER&FRN—Y
10.2.2.5.2 EERR
Table 10-50 FRTERR
EE | i
u, : - e —
Shutting down. _ RTEMINRFICERNT D,
Restarting communication may take a few minutes.
If you want to change the settings, close the Web Config and check
your IP address. Then enter your IP address in the browser to restart
the Web Config.”
“Setup failed.” s —z=—
SRERBEFCERTT Do
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10.2.3 E#R LAN - Wired LAN
10.2.3.1 ~yIR—=Y

10.2.3.1.1 A X—IK

EPSON T™M- Series Administrator Logout
—
Status Network MNetwork Security Product Security Device Management
Basit H
| wired LAN — |
Wired LAN EFLF"!IE E
) ax B

Link Speed & Duplex : ‘ Auto "|
IEEE 802 3az @on  CoFF

/ my >

Figure 10-12 by JINR—J
10.2.3.1.2 RTEEHR
LUTICERR LAN BREDFRTEERICDWCEEHE T 6.

Table 10-51 sXEIEHE
EE | S | AR

“Link Speed & Duplex” WTHERT D ROy TS5V U2 NEEITD, “100BASE-TX Auto”ld SoC12H
“Auto”/ "10BASE-T Half Duplex” / “10BASE-T Full Duplex” HIBED I
/ "100BASE-TX Half Duplex” / “100BASE-TX Full Duplex” / “100BASE-TX
Auto”

“|EEE 802.3az” "ON”/"OFF"%E :sz-mg \/_C'E?Rﬁ'%o -

10.2.3.1.3 MRV
LU ICHEHR LAN SREDMEY /ICDWVWTCERE T D,

Table 10-52 RY >/

“Next” RSV EMTT DT ETANRAR—INEET D,

10.2.3.2 AJJHESRR—Y

10.2.3.2.1 A X—IH

EPSON T™- Series Administrator Logout
—
Status Network Network Security Product Security Device Management
Ble | wired LAN
Wired LAN

/  AnEE

Confirm the following settings.
Link Speed & Duplex 10BASE-T Half Duplex
|EEE 802 3az : ON

Communication will be shut down temporarily to enable the new settings.
‘You cannot access the network immediately after the settings are changed

/ hy
ox |

»

Figure 10-13 AJJHERRN—
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10.2.3.2.2 AJ/JI1&E#H - Input Information

Table 10-53 A /713K - Input Information

EE | i
" Confirm the following settings.” EEROXEICHE. REEEERRL. HION—ITRE
SNIcB7ZRRT Do
“ Communication will be shut down temporarily to enable the new BEEEDR FEBICALZDTEY FETRT D,
settings. You cannot access the network immediately after the settings - -
are changed.”

10.2.3.2.3 R&YY

BIR LAN REN—ITRRUMETHERR LAN SREZIT D CHDRY V7258 |T Do SREMNY V72T T D L CTREBRN—I7ZXK
ANERR

Table 10-54 R5 >/

EE | S
“OK” ATTERR—ITHRR UBTHER LAN SREET O e DIRY U #RT D, RV 7%=
HTRT2TECRERRN—INEET D,
“Back” B LAN BER—INRBICODIREY Y 7#ERF D, MYV EHTS DT ETHE LAN
BER—INBEET B,

10.2.3.3 REBERR—Y

RENRNY VT EBRRN—IDRTRSND . RERIFICRRSNDON—Y ERERBTFICRRSINDORN—IZLU TR,

10.2.3.3.1 A X—IH

EPSON TM- Series Administrator Logout
Status Network Network Security Product Security Device Management
B .
| wired LAN
Wired LAN

e
Shutting down / EQE%E%

Restarting communication may take a few minutes
| you want to change the settings, close the Web Config and check your IP address. Then enter your IP address in the
browser to restart the Web Config

Figure 10-14 RERBRR—I

10.2.3.3.2 REER

i

Table 10-55 EREER

EE | 89
,ohutting down.” — REICRY LI EE(CRRT
Restarting communication may take a few minutes.
“If you want to change the settings, close the Web Config and check your IP address. Then enter Do
your IP address in the browser to restart the Web Config.”
Setup failed. Ry b= BAIERORE
[CERBUTcEEICRTT Do
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10.2.4 Wi-Fi Direct
Wi-Fi Direct DEXTE Cl&. Wi-Fi Direct %V N —2 DIEHRHESZE. Wi-Fi Direct [CEHT DFRENTED,
TV 3aVOEE AN 12w hOMERSNCTOEWVEEE. JRRSNEEAs

10241 Ky IR—Y

10.2.4.1.1 A X—IH

EPSON T™M- Series Administrator Logout
Status Network Netwerk Security Product Security Device Management
Basic PR B
. I Wi-Fi Direct o
Wi-Fi B
; DXL—EIE E
Wired LAN -
Vi-Fi Di (o) ® Di
Wi-Fi Direct Wi-Fi Direct D Enable @ Disable
S5ID DIRECT-TM- [T88VII-AAAA123456 |
Password : [AAAAT23458 ]
IP Address Auto Manual

. . A
You cannot use the IP address that is the same segment as Wired LAN or Wi-Fi
If you cannot communicate over the router. try changing the Wi-Fi Direct IP address

Make sure that Wi-Fi Direct IP address and the printer's IP address is in a different segment /_-

Printer's IP address: 192.165.192 168 . . ==

If the printer detects that the printer's IP address and \Wi-Fi Direct IP address are in the same Wl'F| Dlrect |ﬁ$ﬁ

segment, a different Wi-Fi Direct IP address will be assigned automatically. /
EPSON711A27

Device Name

Connection Methed Not Set

/ %
=

Figure 10-15 v JIR—3

10.2.4.1.2 RFEEH

Wi-Fi Direct EREN—I Tl LITDREDTTRETH Do

Table 10-56 SR EIEH

= | B | AR
“Wi-Fi Direct” WTD2 DERIRT DS IA MY U =ERITD, -
“Enable” / “Disable”
“Disable” 78R U135 (. Wi-Fi Direct(3/ 2/ )L AP)ZZ EX)
[CT D,
“Enable”MEIR S NTIBE (&, Wi-Fi Direct(v > )L AP ZH
WICT Do

“SSID” FEXRR W (T 0~22 XF% 0x20-0x7F D ASCIl X% | Wi-Fi F v THEHHEFED I
AT %,

“DIRECT-TM-"ZEENXF5IE L TTFR MRy 7 ADFIIC
ENUR

“DIRECT-TM-"  + AT F X MRy T AICAFIEINIEXF
B SSID BETE D,

“Password” Wi-Fi Direct (D) (A D — RERET Do Wi-Fi I TIEERIRELISNS
THRX MR TR (C ASCI SCFH7E 8~22 XFDEFTASI | “Wi-Fi Direct”HVEnable” BMEIRENT LN
T&%, FEDELD,

“IP Address” LUTD2DEEIRGT DT IARY U 7ZHIT Do “Wi-Fi Direct”h"Disable"(D & E (&' L —
“Auto” / “Manual” ORI D,

PP RUREANT BRODFHR My YR ERFTBo | 77 MRy DR "Auto DIBEIGT
P 7 RUZD/\A MEYIDE 10 T AHT BIzspp 3D | V7P FT 8.
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DASEE UL

RED1)\A MEMT"ZEERRT Do TNZTNDAIIED
BCIF" ZRRNT Do

Wi-Fi Direct MERIDEFE. EMEEDTIEIR TSNS, D
B, 1P 77 RURADFEEERTE CHNIEHREMBH RIS

N ZNLSE. ZRERRET D,

TNZNDOTFRXBRY T X(F 0~255 DEETASITED
hi,
P77 RUADAIMEE UTUFDAFIF T Y I7ZIT D,

BIFDIP 7 RURIGATIATTET D
“0.0.0.1"~"0.255.255.1"
W—TI\w o7 KR (“127.0.0.1”
~"127.255.255.1")
275 A D ("224.0.0.1"~"239.255.255.1")
27> X E (“240.0.0.1"~"255.255.255.1")

Fic. BIRFCIFER LANWI-F)EID IP 7 KU R EDEZEZ
FIwITD. TS—DBEIFZFDERY T7 v IRRY
Do ICIEL. KERDEEEFF T VI UIEL,
(BRECIFEE LANBID IP 7 RUAD 2 /)81 FEFETZF
IvI9Dd, )

“You cannot use the IP
address that is the
same segment as
Wired LAN or Wi-Fi.¥n
If you cannot
communicate over the
router, try changing
the Wi-Fi Direct IP
address.¥nMake sure
that Wi-Fi Direct IP
address and the
printer's IP address is in
a different
segment.¥nPrinter's IP
address: %s¥nlf the
printer detects that the
printer's IP address and
Wi-Fi Direct IP address
are in the same
segment, a different
Wi-Fi Direct IP address
will be assigned
automatically.”

IP 77 R RADBREIEERICKRRINDEEX TS,
“%s"[CIFIRFEDEHR LANor FEAR LAN(WI-Fi)(D
PP RURERRT Do
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10.2.4.1.3 Wi-Fi Direct {5¥§- Wi-Fi Direct Information

TBERIESR Y T DRy DT —T1EEHRD Wi-Fi Direct 1FFRDECE B UNBZERTI Do

10.2.4.1.4 R

REZRR. RO\ TUVIT—[CEFRSNCVSEREBRDERZHIRT 21O DRY U 7ZHRIT D,

The following table shows the button on the page.
Table 10-57 RY >/
THE | e | HREL
Next” RERRIAT DIHDORT . :
MY VDR END E ARV (TEE T Do

gﬁgykmm “EABOBRECRELETH ?¥n BEEGICT DI, —BNISBEEEMRLE | Wi-Fi F v JESED
T, ¥n HEREND,
BEELEBEULBERERY NDO— VB TEE B, "OBEERY TP v IERR
L. OKRE VAR RENZ5, WiFiDirect XEEBAROREICRYT., Fv/
VRS VERRENS, BERY T7 v TORRENTDHTEH LKL,

RTINS VDS NIEBRIC, ADBICRODONEU T ZRTRI D LS — Ry T 7 v IOV ROZEHT,

Table10-58 TS5 —Rhw TP v/

FRIEE
“Invalid value below.” SFEEECDOVT., AHSNEREES> TVBIRAICERT B,

10.2.4.2 AJJMESER—Y

10.2.4.2.1 A X—IH

EPSON T™™- Series Administrator Lagout
Status Network Network Security Product Security Device Management
Basic Al = :
I Wi-Fi Direct
Wi-Fi
Wired LAN / —
Confirm the following settings / ﬁTIE E
Wi-Ei D JINR
Wi-Fi Direct WiFi Dirsct - Enabls 4
SSID DIRECT-TM-T88VII-AAAA123456
Password : AAAA123456
IP Address : Auto
Communication will be shut down temporarily to enable the new settings
‘You cannot access the network immediately after the settings are changed
R
/ we>

Figure 10-16 AJSJfEERNR—T

10.2.4.2.2 HRIEH

“Change the following settings"& WO X E(CHiE. FREEBEBZRRL. FIODN—ITHRESNCEZRRT 2. FBREBEEHDRT

ZICLATDERNZFRR YT Do "Communication will be shut down temporarily to enable the new settings. You cannot access the network
immediately after the settings are changed.”
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10.2.423 RV
ATTRERR—I TERRUCETREZITDICOHDMNY V7ZER (T Do

Table 10-59 R5 >/

EE B
“OK” ANERR—I TERUIBECRERTIODRY Y, RYVERTITDC & TREBRERDR—IAN
BT D,
“Back’ BEAIN—INRDIDDIRY >, MY VERRT DT ETHREATIN—INEET D,

10.2.4.3 BREBRR—Y

REMNY VU, BRRX—IDERREND, TUVT—DER LAN T— FORED' IEEE802.11g DHEIF TS —N—I%ZXK
I Do Ffc. "Delete”RY VI TICKDHFRERFRDN—I (BRI D,

10.2.43.1 A X—IH

EPSON TM- Series Administrator Logout
Status Network Network Security Product Security Device Management
Basic A = ;
I Wi-Fi Direct
Wi-Fi
i, / RERER

Restarting communication may take a few minutes
If you want to change the settings, close the Web Config and chack your IP address. Then
enter your IP address in the browser to restart the Web Config.

Figure 10-17 RERBRR—I

10.2.4.3.2 REHER

Table 10-60 FRTEER
EH B

,hutting down.” BECAHY UIc £ ECERTT o
“Restarting communication may take a few minutes.”

“If you want to change the settings, close the Web Config and check
your IP address. Then enter your IP address in the browser to restart

the Web Config.”
“Setup complete.” MIBRRRINES (RN T Do
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103 Ry hI—UtE+1UF 14— - Network Security

10.3.1 O KJL -Protocol

10.3.1.1 R~y IR—Y

10.3.1.1.1 A X—IK

EPSON T™- Series Administrator Logout
—
Status Metwork Network Security Product Security Device Management
Protocaol
I Protocol
CA Certificate
SSLTLS
Mote: If you need to change the Device Name used on each protocol and the Bonjour Mame, change the Device Name
»Basic in the Network Settings.
=Cerlificate If you need to change the Location used on each protocol, change it in the Networlk 7,
1Pse tering [ Bonjour Setting V4
a=Bas Use Bonjour
»Client Certificate Bonjour Name EPSONT711A27 local
IEEE802.1X Bonjour Service Name * [EPSON TIM-TE8BVII
»Basic Location
»Client Certificate Wide-Area Bonjour @®DoNotUse (O Use
SLP Settings

Enable SLP

—LLTD Settings
Enable LLTD
Device Name EPSONT11A27

LLMNR Setfings |

B Franie | JMAR 1

10.3.1.1.2 XV bk

-»

Figure 10-18 [~y JINR—Y

Table 10-61 X~/

OX

REEH

my >

“Note: If you need to change the Device Name used on each protocol and the Bonjour Name, change the Ehavesil
Device Name in the Network Settings.¥n
If you need to change the Location used on each protocol, change it in the Network Settings.”

10.3.1.1.3 RFIEH

S|

“Bonjour Settings”

Table 10-62 & EIEH
| 88
A4 =L

GRS

“Use Bonjour”

F 1w IR T AT Bonjour DFERERFERDYIDE X Z0] 8
(LT Do
FIvIRFIERZEKT D,

“Bonjour Name”

Bonjour & U T"T /A X" + “local."Z R~ DFHEH UE
BHDTFAMRYIAET B,
TINA RBIFRY ND—OBRBRENOEFOJEE

Read only

“Bonjour Service Name”

Bonjour DY —ERZDXFINZEHREIT DT FA MRy IR &

“Use Bonjour'MF T v I ENTWV

5. BEEDHASIBEECT B
BRA 41Byte DREFELS (0x20-0x7E) THDI &
“Location” Bonjour DO —3 3 Y NFH|EERT DA UEADT+ | Readonly

ABRYIRETD,

“Top Priority Protocol”

“Port9100” / “IPP"7x ROw 75 DU X MO B5FEIRY Do

RAW(Port9100)h' D IPP i [ivikiE
DHERT

“Use Bonjour" B F T v I ENTW
BEEDHASIOREICT Do
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“iBeacon Settings”

T4 S

iBeacon X IEfEMD TR

“Enable iBeacon
Transmission”

F 1w UM T X TiBeacon Mtz H B DIEZRDE R & IR
DYIDEBEZ ZAEEICT Do
FI v IRTENEEKRT D,

iBeacon X LEETEMD HFERR

“SLP Settings”

T4 S

“Enable SLP”

FIVIMYIRATSLP DENERIDOYIDER ZREICT
Do FTVIBITEMNEEKT D,

“WSD Settings”

T4 N

“Enable WSD”

Frw IRy O AT WSD DEMNEFRIIDYIDER ZEIREICT
Do FITVIKRITBENZERRT D,

“Scanning Timeout (sec)”

TERXBRY IR T WSD(RF v )NBEDY A LTI ~DE
TEZOREICT Do (3-3600)F

“Enable WSD"D"ERD EZTDHA
FIAJBEICT B,

WSD X v ki HIEE
ZERNT Do

‘Device Name” WSD D7)\ RBERTT BHHAHUERDTF MRy | Readonly
2ET B
AMEF, Ry NDO—OERBED SEEEE

“Location” WSD DO —¥ 3 VX FHERRY d5dH LEADT+2 | Readonly
RRYIRET B,
AEIF, Ry NDO—IEARBED SEEOEE

“LLTD Settings” 4 U

“Enable LLTD" FIwIIRY I XT LD DEMEEHDYOBER Z8ECT
Do FIvIBRENEEKT B,

‘Device Name” LLTD DF/\A ABERRT DFHE UERADTFR My | Readonly
2ET B,
AEIF, Ry NDO—IEARBED SEEOEE

“LLMNR Settings” 4 U -

“Enable LLMNR" F I wIR YT AT LLMNR DB EENDY) 0 X ZBIEE(C
T3, FITvIBEIENEERT D,

“LPR Settings” EPash LPR S [EHERE D HFK TR0
“Allow LPRPortPrinting” | 5 1 77K w 7 2T LPR 7K— M SOEIRIDFFAT EIEFFID | LPR AAIEDH R
YIDEBZETRECT Do F v IBIEHAEEKRT Do
“Printing Timeout (sec)” FERMRY I AT LPRIBEDY A LTP D SDREETEEC | LPR TIHERED IR,
T D, (0-3600)F “Allow LPR Port Printing” D8] (D

BADHENET Do

“RAW (Port9100) Settings”

T4 N

RAW(Port9100)5 iBEFE (D d+3R
o

“Allow RAW(Port9100)
Printing”

F 1w IR X T RAW(Port9100)D S DENRIMEFE] & FEEFT]
DUIDEBEZ ZAREICT D, F T v IRKIHFAIZEEKRT D,

RAW(Port9100) % i fED H 3R
No

“Printing Timeout (sec)”

T2 MR w2 X T RAW(Port9100)BIEDY A LT SDRTE
ZHJREIC T Do (0-3600)F

RAW(Port9100)% [tiEFE (D drk
o

“Allow RAW(Port9100) Printing” 5\
FFODBZEDHFEMNET Do

“RAW(Custom Port) Settings”

T4 N

RAW ((ERR— b)) SHERED I
KT

“Allow RAW(Custom Port)
Printing”

FIYvIMYIXTRAW (FER—) DSOEIRIDEFRID
PIDBX #0EEICT D, F T v IRIIHAIEERT D,

RAW ((EEUR—B) SISHERED I
KT
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“Port Number”

THFERAMRY I XATR— NESZERET Do

RAW ((ERR—F) IEHEFED I

1024 - 65535 (9100, 1865, 2968 Z[fR<) FKTo
“Allow RAW(Custom Port) Printing”
PEFAIDBEDHFEM.
“Printing Timeout(sec)’ FEZRRY IR TRAW (HER— ) BEDYALTF D~ | RAW (HEHR— ) THEDH
DFRTEZAIBEICT Do (0-3600 1) FRiTo
“Allow RAW(Custom Port) Printing”
DEFAIDBEDHEM.
“IPP Settings” 4 ~U IPP S ISHEAE DI 22T
“Enable IPP” FIWIIRY I ATIPP DEMEBIOYOEZ ZARECT | IPP TISHEBDHET.
Bo FTVIBITENZEKT D,
“Allow Non-secure “Allowed"/"Not Allowed"BNEND S I A RY >/, IPP S S RED #2577
Communication
CommunicationTimeout | F=2£7 Ry & 2T IPPR— MEBEDY A L7 D MOREZT | IPP HISHEOHHRR

(sec)”

BEICT Do (3-3600)F

“Enable IPP"D"ERID & ETDIHA
FIATREIC T Do

"Require PIN Code when
using IPP printing”

EVY VNV TDNENRD TSI A Y

IPP X IDHEFE D H R0

IPP DNERID EEDHASITREIC
I

PIN ERI5 IEEFE D 7o

“URL(Network)”

IPP D URL XFH7ZRR I DFHH UEBRDTFR MRy ZX
E9D

http://xxx.xxx.xxx.xxx:yyy/ipp/print
&

http S /XXX XXX XXX.XXX:yYyYy/ipp/print
ZHELT Do

XXX E L IPva 7 R AL yyy"FR— b
. "ipp/print’l&. IPP Printer Name DIENRMEIND,

Read only

IPP Xt IR FE D H TR~ o

EHR LAN. 5D WVFEAR LAN T
BN TVDHBEDHENET
5o

“URL(Wi-Fi Direct)” IPP 0D URL {51 (WiFi Direct fil) #3079 SFdst LEAD | Read only
THEANRYIZLET D IPP SIS H T
http://xxx.xxx.xxx.xxx:yyy/ipp/print g °
& Wi-Fi Direct BMERIS N CTLVD 15
http S /XXX xxx.XxX.XXX:yyy/ipp/print BDHEMET o
ZHEL T B,

X XXX 0K ([, IPva 77 R AL yyy [FTR— BB
2. "ipp/print”(&. IPP Printer Name DEH RSB,

“Printer Name” PP DTV > — NP EFRTYS Dt LFADTF b | Readonly _
Rywo2ET B, IPP X IEHERE (D IR 7o

“Location” PP DO — 3 VX FH RS Dt LEADTF b | Readonly _
Rys2ET D, IPP 3 FEETE D 3R TR0
ABEIE. Ry NI—IBEAREN SLEEDIRE

“SNMPv1/v2c Settings” 54 b SNMPV3 7K — METEDHEIR.

“Enable SNMPv1/v2c” FTwORYIXTEN. EHOTID B ZAREICT Do FT | SNMPV3 T7K— Mg, H\D.
v IS BN ZEERT Do SNMPv1/v2c fBIRIFERREIF D R

— MMERBTERTT Do

“Enable SNMPv1”

FIv IRy IATHEYN. BHOVDEZZAEICT D, FT

SNMPv1/v2c {8 RIIER EHERE T I —
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v OB EENEEKT B, NMEBTRRT B

“Enable SNMPv2c” FIwoRY I RATED. EHOYIDEEZ FOIEEICT H. FT | SNMPvI/Nv2c BRI ERAEH R—
v OB EENEEKT B, NMEBTRRT B

“Access Authority” “Read Only” / “Read/Write"7Z RO w 5T/ U X MO SEIRT | SNMPv3 BiR— MMERED HFRR.

éo

“Enable SNMPv1/NV2c[CTF T v T
DWW TW B EEICER. ERDES
FREDHREZRTUICDAT
TU—7T b

SNMPv1/v2c BMERI CERECTE D
BETEEEONCF TV IN
ADTWVDET(ICHRD. MRS
REDHREZFRRUICDATY
=772k,

“Community Name(Read
Only)”

TFRX MR TR 0~32 XFOFEHE T ASCIl XFHZ AT
5o

SNMPv3 B R— SMEFRED HFRT.
“Enable SNMPVI/vV2c"|[CTF T w2
PDOVTWVD EEICHER. EMEF
FIREDHREZRTUICDAT
TJU—77 ko

SNMPv1/v2c MR CERECE D
BRETEEBSSNCFIvIN
ADTCTVDEEICHRD. BRI
REDHREZFRRUICDATY
L—72 ko

“Community
Name(Read/Write)

TFA RN T X(Z 0~32 XFOEHE T ASCIl XFFHZE AT
Do

SNMPv3 T iR— MERED MR
“Enable SNMPvI/NV2C"[CF T w o
PDOVTWVD EEITHER. BT
FIREDHREZRRUICDAT
TJU—77 b

SNMPv1/v2c BMEBICERECTED
BETCEEBSS CFTIVvIN
ADTWVDEE(CER, FEHT
RIEDHREZFRRNUICDATY
=72k,

“IP Trap1” MUTD4EEZEEEDHD T4 —IURDTA M, SIDM #REDHRT

“Enable IP Trap 1" FTwoRYIRATEDN. EBHOYIDEZ ZOEEICT Do F T | SIDM BEEDHET
v IBIENERKY B,

“Address” IPv4 7 RUZBETF R SRY I XA TASIT Do SIDM HFEDH KR

“Community Name” FER MR Y T RIT 0~32 XFOHFE T ASCI XFHEAAT | SIDM #BEDHER
%,

“Port Number” 0-65535 DEETF A MRY IR TANT %o SIDM RERED AR

“IP Trap2” LITD4TBEERFEEDHD T4 —ILRDTA b, SIDM B D HERR

“Enable [P Trap 2 FTwoRYIRATERD. EHOYIDEZ ZOEEICT Do F T | SIDM HEEDHET
v OEFEMEEKT B.

“Address” IPv4 7 RUZZETFZ MY I X TANT D, SIDM #ERED HFRR

“Community Name” FHZ MR w2 (T 0~32 XFOEE T ASCIl XFFZE AT | SIDM HEIEDHE T
%,

“Port Number” 0-65535 DIEZRTF A MR I X TAIIY Do SIDM #HEDHET

“IP Trap3” WTD 4TBEZEEEDD T+ —IURDYA Mo SIDM HFEDHRR

“Enable IP Trap 3" FT v IRy I ATHEY. EDY)DEZ Z0EE(CT D, T T | SIDM HEFEDHERT
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v IRIFEHZERIRT Do

“Address” IPv4 7 RUZZETFZ MRY I XA TAIT Do SIDM & D HERT

“Community Name” TFZ Ry 2 (T 0~32 XFDEE T ASCI XFHZEAFIT | SIDM H#EEDHRT
o

“Port Number” 0-65535 DIEZETF A NRY I ATANT D, SIDM #EDH R

“IP Trap4” LUTD4EREEEDHZD T4 —IURDY A Mo SIDM #REDFHRR

“Enable IP Trap 4 FIwIiRY IATER. EBNDYIDEZ FTREICT Do F I | SIDM EEDHET
v ORI BEWERIET Do

“Address” IPva 7 RURZETF X MR I A TANT %o SIDM BIEDH KR

“Community Name” FEZ R 2 (T 0~32 XZDEE T ASC XFHZE AT | SIDM HEEDHRT
7

“Port Number” 0-65535 DIEZETFR MY I ATANT B SIDM BAEDH TR

“SNMPv3 Settings”

T4 N

SNMPv3 T ii— MEFED HFER R

- Only SNMPv3 support printer.

“Enable SNMPv3”

FIv IRy IATHYN. BEHOYIDER Z0]6E
v IBIFBEHZERERT D,

[CTD. FT

SNMPv3 T ili— MMERED AR

“User Name”

TF X SR 2 X[ 1~32byte DEIFT UTF-8 XFHI1ZE AT
éo

SNMPv3 B iR— SMEFED HERT.
“Enable SNMPVv3"[CF T W I HD
WCTWD EEICHEM. MMEFIFIR
ADFREZRRUICDATI U
-7,

“Authentication Settings”

T4 N

SNMPv3 T ii— MMERED AR,

“Algorithm” ST ZLERIRT B SNMPV3 B 7R— METEDH T,
“MD5" / “SHA-1"72 ROw T 5 U X M S1EIRY D, “Enable SNMPv3"(CF T w UMD
WCTWD EEICER), ERPRFIFIR
ADFREZRRUICDATI
7Tk
“Password”

SREE/ VR D— R Z AT D,

TF X MR w T (T 8~32byte DEIFET ASCIl XF5EAST
B0 ANFDRTRIEINATT B,

JXRT— RPORETHRESNTNDEEIC* (FPRFURT) 10
BTANSINEBEIFREICKE T D,

SNMPv3 T R— MEFED HERT.
“Enable SNMPv3"[CF T W I HD
WTWD EEITHEM. BEFIFIR
EDREZRRUICDATI L
-7k,

“Confirm Password”

“Password” & [E1k

“Password” & [E1k

ESE/I\RD— REANDT D,

TF X MR w I X (C 8~32byte DEET ASCII XF5Z AT
ATRDFRRIFNYATT D,

JXAT—RMZET EQE NCTWBEEIT (FPRAYUZXD) 10

BCTADENIBRIFHREICKE T Do

“Encryption Settings” FA R SNMPv3 D7 — MEIEDH KT
“Algorithm” 57V X LNERIRY D, SNMPv3 HiR— MEFED HERT.
“DES” / “AES-128"7%x ROw F5¥ DV U X M OEIRT D, “Enable SNMPv3"[CF T v I HD
WCTWB EEICER. BEIIR
FOHREEXRRUICDATIL
-7k
“Password”

SNMPv3 7R— MERED KR TR.
“Enable SNMPVv3"[CF T w I HD
WCTWD EEICHEM, EMEFIFIR
ADFREZRRUICDATI
—7 Db

“Confirm Password”

“Password” & [E1k

“Password” & [E1k

“Context Name”

TF X SR 2 X(Z 0~32byte DEIFT UTF-8 XFH1ZE AT

SNMPv3 T ii— MMERED AR
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Do “Enable SNMPv3"[CF T W I HD
WCTWD EEICHEM. MMEFIFIR
EOREZXRRUICDATIL
—7I b,

103.1.1.4 RV
ANZEHER T DIcHDRY %78 T Do

Table 10-63 RY >/

“Next” BEEBIAT BIEODRY Ve R—IUBRREHARICRY Y ERT D,

MY VHEEN D EANERN—VITEE T D,

“Next'TRY VHHRSNIBRIC, AFMBEICRRODSNEIS—EULTRY TP v T D42 RDZEHT,

Table10-64 TS5—Rw I 7w J

KREH A
“Invalid value below.” , G4 5P SOBREEBICDOVT, AHSNBEDREE > TLBIEAIC
-WSD Settings > Timeout _ _ N _
KNI Do, TERIE [F4 ML > ITBER] £U. 1{7ICDE1IHEX
ANCESE
Shows the warning with the items of the mis inputted value.
*Passwords you entered do not match.” JSRD— RE)RT— ROBBDAN UTAED—H LEVBEITRR
“-SNMPv3 Settings > “ _ . - —
Td. BELE [F4 MU > 4 ML) EU11TICDE 1 IBEBERR
I Bo

When the password and the confirming password do not match up, this
message is shown.

10.3.1.2 AJJHESRIR—Y

10.3.1.2.1 A X—IH

| EPSON ™- Series
Status Netwark Network Security Procud] Securty Device Management
| Protocol
SSLMLS Confrm the folowing settings ==
- sEIEHE

IEEEBOR.1X Do Nt Uise

BLP Seftings
Fruviser 83 P

EPSONTI1AZT

Ry

Figure 10-19 AJSJHERRR—

10.3.1.2.2 RFIEH

“Confirm the following settings." & WD XEICHiE. BREBEZRRUL. BIORN—ITRESNBZRTT D, (/X DT— NHEER
ASDIERFFRRUIEV) FIFREEBEB DR FEBIC TDERNZRRT Do

“Communication will be shut down temporarly to enable the new settings. You cannot access the network immediately after the settings
are changed.”
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103.1.23 7RIV

ATERN— I TERRUTE CEREZ(T D ICHDING 272581 F Do

Table 10-65 %>/
== | i

“OK” ATMERBR—ITHRRUIBCEREZITDICHDIRT >,
MY VZERTIT D ETRERTDON—INEBET D,
“Back”

ETHREANIN—INEET D,

REATIN—INRBDICHDIRY Vo RV TFTDH

10.3.1.3 BRI

10.3.1.3.1 A X—IK

IPsec/IP Filtering
»Basic
»Client Certificate
IEEEB02.1X
»Basic

»Client Certificate

EPSON T™- Series Administrator Logout
Status Network Network Security Product Security Device Management
Prots
oioce I Protocol
CA Certificate
SSLTLS . A==
- Shutting down. / DRE,%D%

»Bas
L Certiicate Restarting communication may take a few minutes.

If you want to changs the settings, close the Web Config and check your IP address. Then enter your IP address in the
browser to restart the Web Cenfig.

10.3.1.3.2 RTEEHER

i

the Web Config.”

“Shutting down.”

“Restarting communication may take a few minutes.”
“If you want to change the settings, close the Web Config and check b )
your IP address. Then enter your IP address in the browser to restart

Figure 10-20 FRFRRX—I

Table 10-66 FXEER
B | £40H
RDBEICRRT Do (R ND—2 U J— hDFEET

“Setup failed.”

KBDBEICEKRRT Do
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10.3.2 #BFH—/\—1RELFH CA SIBAE - CA Certificate

-»

10.3.21 R~y IR—Y

BFU—/\—ARELFA CASIRRE by TX—I Tl BFY—/\—IRELA CASIRED A R— b, K. HIBRD'IRECH D, FFE
DA 2V R— b HRICHIDUBEIC, CONR—IICEBT Do LUNIChyIR—JDBEEA XA —I7ZTRT,

10.3.2.1.1 A X—IK

BUFIC by IR—=IDBEEA X—I7ZRT,

EPSON ™-' Series Administrator Logout
Status Network Network Security Product Security Device Management
Prical | cA certificate _
CA Cerificate / B =pY4
SSLILS Click [Reboat Network] to apply importing or deleting the certficate to the communication immediately.
=Basic The setting may be applied to the communicafion after other seftings are changed or the device is restarted
»Certificate /- —
B
IPsec/IP Filtering 1 m i’%/—_l—\l, =
=Basic
»Client Certificate 2 m
IEEE802.1X
»Basic 3
»Client Certificate m 7ﬁ9 >~
: [ import
: [ import |
; [_import
7 [ _import |
Reboot Network
Figure 10-21 kv JIR—Y
10.3.2.1.2 EREAX
Table 10-67 EtBHX
B | B
“Click [Reboot Network] to apply importing or deleting the certificate to the communication ezl

immediately.”

“The setting may be applied to the communication after other settings are changed or the device is BET=25
restarted.”

10.3.2.1.3 HRIEH

Table 10-68 RRIEH

=[] | 5488
”1" ABF U —/\—ARFLA CA SIRBDIERERTY Do ASCIl B 8192Byte.
z gl
¥ gis
“4" Bt
> Bt
¢ Bt
7 Bt
& Bt
< Bt
o Eh=
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103.2.1.4 RV

Table 10-69 8F Y —/\—1&EIF CA SIBAEIE®R Ry~

EE | Sz | e
“Import” FFH—) AR5 CA SEFRED A Vik— hRENR—V(TBR T U —)\—1R5EF CA STHRE
% . BRsRA U R— RIS
“Delete” Ry TTw TR A ViR— NERFDIEF T —)\—&5EH CA SE87 | 48—/ \—1&3TF CA SEBRE
25T Do A ik — NS
“Reboot Network” Xv RD—OEBRE L. SBAEDA ViRK— NEIFEBREBEIC |-
R,

10.3.2.1.5 HIBR - Delete

HBFT— /K5 CASIRRZERTE by IX—JDBEIBRM Y Y Z R NI D EICR DT UTOESER Y TP v TERRLTH D,
HFU—/\—1R5LH CA SERRZEZHEIBR L by IR—INBE T D, OKRY V., vV EIVRY VDONEFE T SO F—DRR I
[CHED,

Table10-70 Ry TP v IO R

“The certificate of No. %d will be BEST =5
deleted.”

10.3.2.1.6 X hTJ—2FH{CH - Reboot Network

BFT—/\—ARELA CA FIAERTE by IR—I DRy NI —UBEFRY VZH NI DI EICR DT UFDEERY T7 v
ZRIULTHS. Ry hNI)—0UZB/IEE L. BRETN—INEET D,

Table10-71 Ry TP v IOV R

“The network will be rebooted.” Elnaeves2l
“Communication will be shut down
temporarily.”

103.22 A Vik—k~X—3) -Import page

HFT—/C—ARELA CA FERERTE b v IRN—I DA VR—bRY V7%, #HRITDHTEICK DT LITNDBFY—/\—1K5EA CA 5
BREA 2V IN— FREN—VITER T D,

10.3.2.2.1 A X—IK

EPSON TM- Series Administrator Logout
Status Network Network Security Product Security Deavice Management
Protocol i
I CA Certificate ——
CACerlificate SoEIEH
S3LTLS
»Basic CA Certificaie Browse y.
JCeriificate Note: It is recommended to communicate via HTTPS for importing a certificate. o ;‘I%’i%:&
IPsec/IP Filtering
»Basic
»Client Certificate
IEEEB02.1X
»Basic
»Client Cerlificate
D e
/ R
[ ox [l e
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Figure 10-22 - ~/jR— k/X—3J —Import page
10.3.2.2.2 SREEH

Table 10-72 SR EIEH

“CA Certificate” A UR—NT B CASIBAZ D7 A JVEIEETE2. J4)LY—BBRYVTAHT B,

10.3.2.23 FEET
HFEH—/)\—1RELH CA SIBRZE A VR— MR—YUIC, FEBEFHRITD.

Table 10-73 FTEEE

“Note: It is recommended to communicate via HTTPS for importing a certificate.” EEr =25

10.3.2.2.4 RYV

Table 10-74 TR >/

EE | 88
oK A VR— NERED Do
A VR— MRS VMBS NI4T, BRICK D TUTDR—INEBR T B
o AUR—MIHIILITEAR by IR—I (BRI B
o AUR—MIEBUIEARBERERR—II(TBET .
o AAEBICEOHBNEIS—ELTRY TP v ID 1Y ROEHT,
"Back” HFH—)\—4R5FA CA SIBRERTE b v IR—IIBB T B.

10.3.225 IS5—MRyIT7vIO42VRD

Table10-75 TS—Ry P v IO RD

selecta CA Certificate” 1B Y —/ \—HREEA CA SIAED) (ADRANDBAICETT 3.

10.3.23 ERFRAR—Y

A VR—= bRV SINCRIC, A ViR—MIRIHUIEHEE ~y TIR=VICER T D,
A VIR= R VRS NIZRIC, A ViR— MIKBMUCHBEIIU TORERRZERT I dX—J (BB T D,
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AX—IH

T™-

10.3.2.3.1

EPSON Series

Administrator Logout

Status Network: Network Security Product Security Device Management

Protocol

| cA cCertificate

Ch Certificate
SSLTLS
»Basic

»Certificate

—

2 Invalid file

IPsgc/IP Filtering
»Basic
»Client Certificate
IEEEB02.1X
»Basic
»Client Certificate

RERER

Figure 10-23 {FRFRX—I

10.3.2.3.2 EREHER

Table 10-76

L=

“Invalid file.”

BREBR
A
LTDHEICERRT D
- EERAE N IE
-J 7 A )VERND X500 FETL TR
5K Bk 24K KDY A XA —/\—DEAEZ A ~/iR— b
LRD&ELTEE%)

“Invalid date and time.”

BEMIBENDIREZ AV R— UKD E U EEICERRT
Do (HFARRERRE)

“The certificate has expired. Check if the certificate is valid, or check
the date and time on the product.”

BEMIBENDIREZ AV R— UKD E U EEICERRT
2. (HFEREHRE)

“Shutting down.”

“Restarting communication may take a few minutes.”

“If you want to change the settings, close the Web Config and
check your IP address. Then enter your IP address in the browser to
restart the Web Config.”

Ry D=0 UT— bEIEICERRT Do

“Setup failed.”

SERAZE A~ iR— MREIES, D VER Y hD— 0 BicE ki
[CRT Do

XA VR— T BDIBAZED Y A XD 24Kbyte LI EDIFE.

FIHAFHF CTET Web TSP —DIS—DERREND,
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10.3.3 SSL/TLS
SSL/TLS ERTE Cl&. SSL/TLS (CRAT D, BEAKTE. SIBAERTENTIRETH D,
KEBREDAZ21—TIF. MTFOUITAZ2—ZEPR—bET D,

Table 10-77 SSL/TLS S8 EDH T A -1 —

“Basic”
“Certificate”

10.3.3.1 E7 -Basic
10.3.3.1.1 by IR—Y

10.3.3.1.1.1 A X—IH

BUFIC by IR—=IDBEEA X—I7ZRT

EPSON T™- Series Adminisirator Logout
Status Metwork Network Security Product Security Device Management
Protocal H
rotece I SSL/TLS > Basic

CA Cerificate ==
SSLTLS / REIEE
Encyplion Strength - oot <]

»Basic = -

L Cerlificate Redirect HTTP to HTTPS - ® Enable ) Disable

IPsec/IP Filtering
»Basic
»Client Certificate
IEEEB02.1X

»Basic / 7|'\97

»Client Certificate m

Figure 10-24 | JNR—I

10.3.3.1.1.2 EREER
Table 10-78 SSL/TLS EARKTE HTIEH
EE | 2485
“Encryption Strength” ESORER ROy TFHI VU X NCEIRT .

“80bit” / “112bit” / “128bit” / “192bit” / “256bit”
“Redirect HTTP to HTTPS” HTTP TF 7 L RASNIEIEEI(C HTTPS NUS A Lo N2 ENVE ROw Il

A NCTERT D,
“Enable” “Enable” /“Disable” “Disable”

10.3.3.1.1.3 MY

Table 10-79 SSL/TLS EARSRE =REMT>

“Next” NR—IBETEBICIRG Y #RIF D TDIRYVHREND EASERNR—I (BB T D,
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10.3.3.1.2 ASJFESRNR—Y
SRENR—IT"Next' MY VRTINS, ANSNIEREBEMR T DIeHDASIERER—J(BIET D,

s
103.3.1.21 A X—=YK
EPSON T™M-' Series Administrator Logout
Status Metwork Network Security Product Security Device Management
Protocol ;
| ssLLs > Basic
CA Certificate
[ Ean—}
ASLILS Confirm the following settings. / X EHH
»Basic Encryption Strength - 112bit
»Certiicate Redirect HTTP to HTTPS - Disable
IPsec/IP Filtering Communication will be shut down temporarily to enable the new settings.

Basic You cannot access the network immediately afier the settings are changed.
=Bas
»Client Certificate

»Basic 0 e
M
»Client Certificate / NN

»

Figure 10-25 ANFESRN—Y

10.3.3.1.2.2 FREEH
“Confirm the following settings.” WO XE(CHEE. REBEZRRU. BIDN—I THRESNICEZRRT Do
FIERTEEOR MU TOEFENERTT Do

“Communication will be shut down temporarly to enable the new settings. You cannot access the network immediately after the settings
are changed.”

10.3.3.1.2.3 Ry~
ATTRRR—I TERRUCETHREZITDICOHDMNET V7ZER(IT Do

Table 10-80 MR~ >/

EE Bz
“OK” AHERNR—I TERUIBECRERT S eDRY Vo MY VR TT D & TREERDNR—IA
BT,

“Back” BEANR—INRDICHDRY YV RYVERTT DT ETCREANIR—INERT B,
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10.3.3.1.3 BERXRT

RERYVDHHENCE T, RERBRZRTI dN—I(TEBRT D,

10.3.3.1.3.1 A X—IH

EPSON T™- Series

Administrator Logout

Status Metwork Network Security Product Security Device Management
Protocol H
oo | ssuLs > Basic
CA Certificate
ASLILE Shutting down.
»Basic o
L Certificate Restarting communication may take a few minutes.

IPsec/IP Filtering browser to restart the Web Config.

»Basic

»Client Certificate
IEEEBD2.1X

»Basic

=Client Certificate

/ RIERGR

1 you want to change the settings, close the Web Config and check your IP address. Then enter your IP address in the

Figure 10-26 f&RF R

10.3.3.1.3.2 ERERER

Table 10-81 SSL/TLS BEAS T HTEER

I5H

“Shutting down.”

“Restarting communication may take a few minutes.”

“If you want to change the settings, close the Web Config and
check your IP address. Then enter your IP address in the browser
to restart the Web Config.”

&
BINDBEICRTRT Do (RY NI—0UT—MHOREET D, )

“Setup failed.”

KBDHEICERTT Do
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10.3.3.2 FIBAE - Certificate
10.3.3.21 by IR—=Y
10.3.3.2.1.1

AX—=IK

BUFIC by IR—=IDBEEA X—I7ZRT,

10.3.3.2.1.2

Figure 10-27 by JINR—

RERE

SSL/TLS BIERICER I —/\—5IEEZ ROy 79I VU X N CEIRTED,

Table 10-82 53 F1EH

EPSON ™- Series Administrater Logout
Status Network Network Security Product Security Device Management
Frotocol I SSL/TLS > Certificate
CA Certificate
SSLOLS S
+Basic —CA-signed Certificate 7 /-I—\g\/
IPsec/IP Filtering
wBasic —CSR
»Client Certificate
Generate
IEEES02.1%
Bas
»oesie —Self-signed Carificate
»Client Cerlificate
==
Paun
Eal—]
: z GASIEIS
Server Certificate : [ Self-signed Certificate v

“Server Certificate”

Pz Oy TIOVUX NCTERT .
“CA-signed Certificate” / “Self-signed Certificate”
CA BLFAZENRA 2 IR— MR, FEIREL(F Self-signed Certificate”EIE

10.3.3.2.1.3

SSL/TLS 52 EDEIAERTE b v IN—ITRRI MY VICDOVWTCEHAT 9.

Table 10-83 SSL/TLS EIFASE b v IR—I DRIV ICDNT

IRE(T)L—T4)

“Server Certificate”

IEE (RS >/4)

“Next”

EHRT Y —/(—EHEZYDEZX D,

“CA-signed Certificate”

“Import”

CA ELFAEDA ViR— bOREN—
JICERT D

“Confirm”

CA ELFBAEDIBRIERN—T(CER
EE3)

CA EZEHEED
A VR— N

“Delete”

Ry T7wITRRE. A VR—NEHFD
CA ELFIRZEZHIFRT D

CA BRHED
A VR— AR,
D, KRIEAHE
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“CSR “Generate” CSR DAY DICHDREBEICERZ T

%
“Download (PEM)” LR UTe CSRE PEMFER TH DV O— R | CSR DAERLHES
EES
“Download (DER)” 4Ry LTz CSR % DERFER TH ™ VO— R | CSR DAERLHES
EE
“Self-signed Certificate” “Update” BoEL I REOEHERDETE N —

JICEHET D,

B ZINREEEDHZE .

“Invalid Date and Time." DX SRR TN
SHEBFRFREDI S —EHICEB®E T D,

“Confirm” HOERAREDBERERN—V(CER
ERR)

10.3.3.2.2 CAERIRAE [1VR— K~
10.3.3.2.2.1 A VR—bbhyIXR—Y

SSL/TLS SREDEERAERIE b v T N—ID CA BLFABDA VR—bRY V7%, HFITDHTEICKIDT. LITD CA ERGHEA
VR— MREN—VICEE T Do

10.3.3.2.2.1.1 A X—IH
EPSON T™M- Administrator Logout
Status Network m Product Security Device Management
ot | ssLTLs > Certificate / _
RERE
[ impor_|
[ upcee [ contim |
' -~ SRS
\
&
Figure 10-28 A R—hk by IR—=Y
10.3.3.2.2.1.2 REIHE
AVR— b hwIR—ITIE. UTFOEREDTRETH Do
Table 10-84 CA EZFRE 1 VR— b REEH
BE | B | B
“Server Certificate” AVR— NI BY—N—FIHE T 7 AV EEECED. 7)Y |~
—8BRY YV TAHNIT D
File Format A VR— b T BY—N—SRED T 7 (VR E ROy T5Y
VIR KNCERT D,
“Certificate (PEM/DER)" /
“Certificate with Private Key (PKCS#12)”
Private Key A VR— T BY—\—SIRE(CET DWER T 7 MILDMEE | T7AILER
TED. JFII—BBIRY 2V TASHIT D, H¥"Certificate (PEM/DER)”
RIS NIehs
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“Password” WERREES(ETDIODI R TV—ZAETFAMRYIRT | -T7 IR
A1 D, ASCI XFI— K (0x20-0x7E) D¥"Certificate with Private
0 XFLUE 48 XFLUF Key (PKCS#12)" 72 3R
ABUEXFF. " TYRAT UTERRT Do Nk
“CA Certificate 1° Y—\—SIBAEER(T U BIDIIBAE R « Vik— h g 2fcd | T7 AR
CTPAINEBET D, T#ILI—BRINFVTAIIT D, H¥"Certificate (PEM/DER)”
ErEIRE NI BT
“CA Certificate 2" “CA Certificate 1"ZF1T UTCBEDIIAEZ 1 >~ iIR— T dfcsd | T7AILFER
[CTOPAINEBET D, T#ILI—BRINTVTAIIT D, H¥"Certificate (PEM/DER)”
PBIRE NI
10.3.3.2.2.1.3 ERBAN
Table 10-85 CA ERAEAEBER FHEEX
B | B8
“Note: It is recommended to communicate via HTTPS for importing a certificate.” BEX =5
“To use ePOS-Device, use a Certificate which Key Length is RSA.” Ehavel
10.3.3.2.2.1.4 RG>

A VR— M—=ITRRUETHE

AT DI2HDIRY 2 7%2581T o

Table 10-86 CA ELZFHE 1 iR— bk R& >

B | £40H
L AV R— NEEET Do
“OK'TRY VDS NIEBRIC, SRHEIC K> TTFRDENEET S,
o AHEICEOBGNEIS—ELTRY TP YT 1Y ROEHT,
o ANBICEOHEL, NDOBITEIRENA VR— hNENTVRIBAIE. BEELTRY
TPwTO 1Y ROERT,
o AHEICEOHEL, NDIEEDA ViK— FENTUHEWEARF, BRERK—IA
BT B,
“Back”

SSL/TLS SERREERTE b INX—V(TER T D
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10.3.3.2.3 CA ERZIASE [F]

SSL/TLS BRTEDEIRRAZERTE b v IRX—I D CA ERFIREDOERTRY V7, T THTEICKD T LUFD CA ELEIAEBHRIER
N—=IITEET D,

103.3.23.1  [&RR] X—Y
10.3.3.2.3.1.1 A X—IK
EPSON T™™- Series Administrator Logout
Status Netweork Network Security Product Security Device Management

Protocel. | sSL/TLs > Certificate

CA Certificats / %ﬂ__\IE\E

SSLITLS = ;
ertificate:

»Basic Data:

Yersion: 3 (Ox2)
»Certificate Serial Mumber:
el:65:5e:68h:61:30:95:7e

IPsec/IP Filtering
»Basic
»Client Certificate

IEEE802.1X
»Basic
»Client Certificate

e R~
=1

Figure 10-29 CA ERFIRE [Fnl

10.3.3.2.3.1.2 FRIEH
Table 10-87 CA EZFIHAEEH FRIEH
= | 3167

“Server Certificate” Y\ —FIRBOERERTY D
ASCIl 52K 8192Byte,

“CA Certificate 1" CASIRZ 1 DIEHAEXRT T D. KIINEEEBGHRTULELV,
ASCIl 52K 8192Byte,

“CA Certificate 2" CASIRE 2 DIEHAEX T T D. KIINEEEBGHRTULEV,
ASCIl ExK 8192Byte,

10.3.3.2.3.1.3 RV

Table 10-88 CA ERZFIAAEIER Ry

“Back” SSL/TLS SERAEERTE b v IR—IV(CBBT D
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10.3.3.2.4 CSREBRUIIAN) &R
10.3.3.2.4.1 £ by IR—Y
SSL/TLS EREDEERAZERTE b TIR—ID CSR DEMMY V7%, MR TDHTEICKDT. KUIFD CSRERMEER—V (BRI Do
10.3.3.2.4.1.1 A X—IH

EPSON TM™- Series Administrator Logout

Stalus. Netwark Network Security Product Security Device Management

| ssLLs > Certificate -
EEH

RSA 2048bit - SHA-256 -

1PseciP Filtering
»Basic
»Client Certificate

JEEEA02.1X
»Basic

»Client Certificale

e R
E3 Ea

Figure 10-30 CSR(ERZUI IR ) [&ER

10.3.3.2.4.1.2 REIHE

CSR DERICEU TOBHE 1T —IC AN LTSS REN B S,

Table 10-89 CSR &1, FREEE
EE | 1A
“Key Length” CSREREICAVV D NBIER A ERET Do

MRz ROy T T VU X NTEIRT 2,
“RSA 1024bit - SHA-1” / “RSA 2048bit - SHA-256" / “RSA 3072bit - SHA-256" / “EC 256bit - SHA-256" / “RSA
4096bit - SHA-384" / “EC 384bit - SHA-384" / “EC 521bit - SHA-512"

“Common Name” CSRIERICAWVD JEYR—LBERET Do

FERZ MR YT RATAAETD,

1 XFLLE 128 XFLUH

IPva e, IPve et (DS54 . T CEOERESD) . hR SEFER. FQDN EXTAAT
B, Flew AN (0x20) &, BIHANRE UCEHEBRERD. XS

“Organization” CSRERRICAVDIEBRZRTE T Do
FTERAMRYIRATANZTD,

0 XFLUE 64 XFLUF

ATIETREXF(E. US-ASCII(0x20-0x7E) & Do
ANNXFFNENGEEIE “ ZRTET Do
“Organizational Unit” CSRERLICAWV D ERBRIZERTE S Do
FTERAMRYIRATANZTD

0 XFLU E 64 XFUT

AFTETBECF (&, US-ASCII(0x20-0x7E) & T Do
ANNXFFNENGEEIE “ ZRET Do
“Locality” CSRERLICAVV D TIBIN R ZRES Do
TFERARYIRATANZTD,

0 XFLU E 64 XFUAT

AFIEBECF (&, US-ASCII(0x20-0x7E) & T Do
ANNXFFNREVNGEEIE “ ZRED Do
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“State/Province” CSRERICAWV D EETRRINZRTET Do
TFEAMRYIRATANZTDS,

0 XFD F 64 XFLUT

AFIATBEX F (&, US-ASCII(0x20-0x7E) & T Do
ATIEFIFEWVNES(F “ ZRET Do

“Country” CSR{ERLICAIVDERIFEES (150-3166) ZERTET Do
THFARNY I ATANIZTD,

0 XFUUL 2XFUT

AFIATBEX F (&, US-ASCII(0x20-0x7E) =T D
ATIEFIFEWNES(F “ ZRET Do

¥ OFEVR—LVICHYROXFZFERUTERAINAEE. ADURIERIFNVNOICK > TERUCHEIETND,

10.3.3.2.4.1.3 TRY

Table 10-90 CSR EFERER—IDINT V/ICDWVT
=[] | 5488
“OK” CSREMEEET D
“Back’ SSL/TLS SERREEETE b v INR—V(BET D

EWMRY VBRSNS, ATBICEDASNETIS—ELTRY TP v T4V ROZEHT,

Table 10-91 CSR&ER, TS5—MRy I7Pv IO KD

“Invalid value below.¥n -%s¥n -%s¥n..."” ATHELS—DIEE(CETT .

10.3.3.2.4.2 ERHBRNR—Y

RERY VDRSS NICE T, WERESIN—IZHRRL, REBRZEZERRIT DN—VITEET D,
(A A=IHF CA BRRE [HIFR] 238, )

10.3.3.2.4.2.1 EREXT

Table 10-92 CSR £l FREFER

EE | 89
“Setup Complete.” BINSCERTRT Do
“Setup failed.” LFEELADSEICKRTRT Do

10.3.3.25 CSR (BLUIIXRbN) [FovO—K]

SSL/TLS SREMDSIRAZERE b IX—ID CSR [F0O0—RK (PEM)] RY . BULIF CSR [FD0O—RK (DER)] Ry V%, #
TIBDTEICKRDT, ERUIECSRDY D O— RO EIBETH Do

[F5>0O—F (PEM)] MY VTR UBEF. PEM DT 7AIIVERTY O O—RTE. [FDU0O—RK (DER)] MY VETL
fciBalE. DERD I 7 AINWEXTY T O0— R TED.

A 0—RENDT 7 A ILDYEARIE. "EXPORT_CSR_< ZLEES >_< H1T652" DL TH D,

<HEES>F. BROEEESZHHSDT,

<H1TZS & TUI—CRESN TS 756225510 #:20181010143021

CSRDY D O—RIFEE. TP —ICKOTEED,
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10.3.3.2.6 BHCELEHEE [F#H)

10.3.3.2.6.1

B by IR—Y

SSL/TLS BREDEIAERE b v IN—IDECERARE [FH] MYV %Z, HTITDHILICKOT UTDOECERAEEHR

EN—VIIEBET Do

10.3.3.2.6.1.1 A X—YH
EPSON T™- Series Acministrator Logout
Status Netwaork Network Sscurity Product scr.um, Device Managemcr\l
Frotocol SSL/TLS > Certificate =
CA Certfisale I / EQEIE E
ARHTS Key Length RSA 2048bit - SHA-256 b
Valld Date (UTC)
IEER302.1X
yd Ry~
=l 3
|
Figure 10-31 ECERFHAE 3]
10.3.3.2.6.1.2 RTEIEH
Table 10-93 BCERAIAEFEHEN REEH
BE | 2488
Key Length HOELIAEFHMICHAVD LHRBEZRTET Do

BNz bOy TY DV UR NCERT 2.

“RSA 1024bit - SHA-1" / “RSA 2048bit - SHA-256" / “RSA 3072bit - SHA-256" / “EC 256bit - SHA-256"
/ “RSA 4096bit - SHA-384" / “EC 384bit - SHA-384" / “"EC 521bit - SHA-512"

“Common Name”

CSRTERNICAWVD OBV R—LZRTET Do

TFEAMRY I ZATASZITD,

1 XFELE 128 XFLUF

IPva FET. IPv6 FETL (TS0 w b, T CROUERZHS) . A MRER. FRDNFEKT
AJIAIEE. /o, AVUY (0x20) (&, FHANFE UTRKIERKZRD, %8R

“Organization”

“SEIKO EPSON CORP.” EXE

“Valid Date (UTC)”

COBECERIREEMN—IZRCIF R TD Web Config [C7 I EZALTWVWD I SA 7
> MEARDEZ (UTC) 1S 5 050V eRIZERRT Do

“Certificate Validity (year)”

BWHEZLTO ROy IOV X NTHRRT Do
“r/e2n /13" 45" /e 17" 1 “8" /79" /10"
(EBAIF (] )

“To use ePOS-Device, use a
Certificate which Key Length is

RSA.”

BEEX T

K IEVR—LDANICHYROXFZER U TEBRANIDTRE, AN UBERIEAUYOICK > TERICHE SN D,
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10.3.3.2.6.1.3 hY~
Table 10-94 BB ZIAHEFTFIERRTER—IDRIVICDNT
EHE | e
“Next” HOERIAEETERZERT D

“Back” SSL/TLS BEAAEERTE b INR—J(CEBK T D

“Next' NS VHMRENZBRIC, ATHMEICRO D SNELS—E U TRY TP v T D4V ROZEHT,

Table 10-95 CA BZEHAE A Vik— b ITS—RyIPvID 4V RD

== | 88
“Invalid value below.” ADBEIS—DESCETRT D,
10.3.3.2.6.2 ASREER—Y

REN—ITHRE NS VRSN S. ANSNCEREEBZMET T DIcHDATHERN—I(TER T Do

SYET
10.3.3.26.2.1 A XA—IK
EPSON TM- Series Adminlstrator Logaut
Status Network Network Security Product Security Device Management
Protocol :
o0 | ssuTLS > Certificate
CA Cerlilicate
HEER
AL Confim the following setings. / UXEZ—I'E\
Basic Key Length RSA 2048bit - SHA255
Cerficate Common Name :
IPsec/IP. Filtering Organization SEIKO EFSON CORP.
Basic Valid Date (UTC)
Gllent Gertificate Certificate Valldity (year) 10
IEEEBD21X Communication will be shut down femporarily o enable the naw seifings.

. You cannot accass Ihe netwark immedialely after the seltings are changed
»Basic

Client Gertificate

e R
Coc [ 5o |

Figure 10-32 ASJHEERR—
10.3.3.2.6.2.2 FXTIEH

“Confirm the following settings.” & VWD X EICfiiE. REEBBEZFRRU. BIDR—ITHRESNBZRTT %,
FIRTEEDR I TOEEREXZRNRNT Do

“Communication will be shut down temporarly to enable the new settings. You cannot access the network immediately after the settings
are changed.”

10.3.3.2.6.2.3 RYV
ATERNR—I KRR UICECREZITDICHDING V&R T Do

Table 10-96 M~ >/
EE | 2405

oK AR —I TERRUIE CREZT D ICHDIRT /o
MY VZEH TG D ETRRERRODN—INERT D,

“Back” FREANNR—INRBDCHDINT Vo RIVEHRTITEHE
ETREANIN—INEET D,
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10.3.3.2.6.3 HERERT

RERYVDHENZER T, RERBRZRTI dN—I(CTE BT D,
(A A=IUHF CA BZFAE [HIFR] 238, )

10.3.3.2.6.3.1 {ERERT

Table 10-97 BHCEERFIAEEFER RELR
EE | 88
,ohutting down.” N BINECERRT Do (RY D=2 U I—hHRET D, )
Restarting communication may take a few minutes.
“If you want to change the settings, close the Web Config and

check your IP address. Then enter your IP address in the
browser to restart the Web Config.”

“Date and Time are not set” BHEFREEDESICEKRRT D,
“Setup failed.” FEELSADHEICRTT Do

10.3.3.2.7 HECERIHEE [Tl

SSLTLS REDIIHBRE kv IR~V DECBLIBBOETRS V%, HTTBCECEoT. UTOECBLHERIERER
R—I(TBET B,

10.3.3.2.7.1 TR by IR—Y
10.3.3.2.7.1.1 A X—IH
EPSON ™ Series Acministrator Logout

Network Network Securlty Product Security Device Managemen

. SSLITLS > Gertificate = FnIEE

=Gilent Gertcate

IEREB02.1%

yd R

Figure 10-33 HCEZEHAE R

10.3.3.2.7.1.2 FREH

Table 10-98 CA B&EHAEEHR FnIEH

“Self-signed certificate” EOELITRHEDERFERT D,

ASCIl 52K 8192Byte,

10.3.3.2.7.1.3 K&~

Table 10-99 HCERIAAEBEHRFERN—IDMRYT V/I[CDNT

“Back” SSL/TLS SERAEERTE b v IN—VITEE T D
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10.3.4 EIFHEEENEH - Automatic Certificate Update
10341 b~yIR—Y

10.3.4.1.1 A X—IK

EPSON WF-XXX 3 WS 0747
BORGHIT PR AFvaaE— ITFHA Ay ho—2 Ry bI-OEFIVTI— At T — THRIAER Epsan Open Platform
SSUTLS > SEBAE EThEET =N
| e s ETEH
CAREAIEEIUET B ®=m

BEREACT R, UL FERBCERSOERLEEM T,

EERERA (000 - 23:56)
N 1 [
IPs#eilE 21 kB W2

B

27572 METEE
IEEEANR 1K

¥ISAT MnE
SIMINE

ISP HIER

yd Ry

Figure 10-34 v JIR—J

10.3.4.1.2 RFIEH

Table 10-100 REIEE
PRIE S

“CA ELGIRAEEEIEHT UTD2DZBIRT DS IA MYV ZRITD
R

REEBMCTDE, TUVYRE | BEXFS

)| CEIRAZEDEFNEZTTU

F9, "

"EBEREY (0:00 - 23:59)" BIRD2DZEIRTDTIFRY V%ZERIT D “CA BRIBAEEHE
By R T ENDHEEFT

L—79 kUL,
LEOEFHEA S I AR N EBHICLTVDBEEICEDIC | “FHEFL (0:00 -
Fde BEIDTFARRYIA, " DDTFANRY I AZIE | 23:59)"HVEM"HD"CA
TUWNTERT Do ERFAEEEER DY
FNZNDTFASRY I ZADAITEXFE  "0"~"9" BWDBEGRIL—7
24 BFHDH AT BE. o ~UEW
10.3.4.1.1 XV b
PAFDOOAY S ZECE T Do

Table 10-101 X/ |

"FHEREE R T BICIEA T DRENLETT, ” N—IERICECE T Do
Ry ND—T >> Ry ND—UEK >> JOFIY—)(—RE"

TN IR >> B/ >> BB
A IR >> BRI 5> A LY —)\—
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10.3.4.1.1 RYY

A VetERT DICHDMEY V728 (T Do

Table 10-102 R5 >/

RN REZRIRT DICHDRY Vo R=IRFBERIICINY V72T D
MY VHHEEND EANHERN—VITERT Do

RNIREY VRS NEBRIC, ADEICREDASNEIS—E UL TRY TP v T4V ROZEHT,

Table 10-103 TS5—Rw 7P v IO 42V KD

RMEE

“CLFDANENELLHDFEEA. ” TFRAMRY IZANDANENERFHEICRRT 9. EELEA
TEDIRERZ RO MIRRT D, ERFIREENEHD S
BAEF 117121 IBEEFRRT D,

10.3.4.2 AJSJHESRR—Y

10.3.42.1 A X—IK

EPSON WF-XXXX Series

LT e AFeae IPOR *o hI—2 m FAUFIUT 4 FIA AR Epsan Open Platform

ST mia | ssumis > armAmEsE s

o o / REEE
SSLMLS = <=

IPseclP I ASULY
A7 MPEE
IEEE02.1X
= EnE
SIMIME
e

]

/ NN

| =x | =5 |
Figure 10-35 AJJHERRN—Y

10.3.4.2.2 :RFIEH

"LIFONECRELE T, "EVDNEICHE., REBHZRRU. BIDN—ITRESNCEZERTI Do FCREREDER
BICLFDEREXZERTYT Do
K BREZEBANCTDD. —RKRNIOBEZERUET, REZEB ULBEREFRY ND—I&EiICET A,

10.3.4.2.3 W5~
ATERR—I RN UCECREZITOICHDING V&R T Do

Table 10-104 K5~/

B | £48H
R AHHREN— I TERR UIECRERA S DD Vo MYV EHTT BT & TRRERDN—IAN
BT,
BB BEANR—INRDIHDRE Y, RIVERTT D ECREANIN—INEET B,

105



10.3.4.3 ERFR

~3
10.3.43.1 A X—IK
EPSON WF-XXXX Series @Es oot
R R AFviap— IFFOR ES o i ] Ry pD—OtFaUFA— EBLFIUT— FTHAREE Epson Open Platiorm
e ua | ssuiis > sEsEEmEY gt
RN 5% E Ao
T Thtp : 1 (PP LR) J BARTSEWeb ConfigFEBILET.,
IPsRlIPZA NS
’_; AT hElAE
IEEERRZ.AX
i
VISAT Y TR
SIMIME
»BF
* 757 LA
Figure 10-36 f&R&N
Eal—]
10.3.4.3.2 ERTHER

Table 10-105 RERR

[= |
"BIEEER L TVE T,
BEODBREICHENND DI ENGBDET,
"BERTZITDEEIE. —B Web Config ZH& T L. IP 77 KL
2AZERULTIZOY—(C Thttp 1 // (IP 7 RLUR) | HAS
I D& Web Config BEEBILE T, ”

358
RDBAICERT 2o (Ry FO—5 U T— MHFET B, )

SREICRBLE UTE,

KBDHEICERTT Do
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10.3.5 IPsec/IP 7« JUF VU2 -IPsec/IP Filtering
IPsec/IP 7« )LF UV TRETIE. IPsec MU IP T4 )LF UV T DFRENARETH D,

Table 10-106 IPsec SRFEDH T A -1 —

“Basic”
“Client Certificate”

10.3.5.1 EZ-Basic

BEARERTETIE. Psec/P T4 )LF VUV ITDERRY —RNUOEERIRY —DEREDABECH D, BN T—NUOFZERIRY
V—(F. FTICKOTERRZYDEZDENTE., BEF—IETITOND, IPsec/lP T+ )LF UV T BERFEARRY > —EER
RUT—1~10 D SHEBRLEN D,

10.3.5.1.1 b~wIR—Y

10.3.5.1.1.1 EARU > — -Default Policy
10.3.5.1.1.1.1 A X—IHK

PR CEARY Y —DOREEEDEEA X —J%ZRT,

EPSON TM- Series Administrator Logout
Status MNetwork Network Security Product Security Device Management
Protocol | 1PseciP Filtering > Basic
CA Certificate

Basic Each policy is applied with following priorities: o 113/— =ne=n
® Group Policy 1= Group Policy 2 = ... = Group Policy 10 = Default Polic gz&ﬂ—\ J J @DREIE E

=Certificate

IPsec/P Filtering : O Enable  ® pisable
=Client Cerlificate
—Default Policy
IEEE802.1X Access Control
=Basic

IKE Version : IKEv1 IKEv2
Authenticafion Method :

=Client Cerificate

Pre-Shared Key : [ ]
Confirm Pre-Shared key : [ ]

Encapsulation
Remote Gateway(Tunnel Mods) [ ]
Security Protocal :

Igorithm Settings

—IKE

Encryption :

Authentication

Key Exchange :

—ESP

Encryption :

Authentication

AH
’7Autn entication

/ NI
=

Figure 10-37 IPsec REN—Y
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10.3.5.1.1.1.2

EANRYUY—DFRTEIRE of Default Policy

LURDIEEDEED A EETH Do

=S|
“Each policy is applied with
following priorities:”
“Group Policy 1 > Group
Policy 2 > ... > Group Policy
10 > Default Policy”

Table 10-107 HEIEH

L]
R 2 —DErEA

EUESS

“IPsec/IP Filtering”

“Enable” / “Disable”
ESIFME 2 TER

“Default Policy”

T4 N

“Access Control”

“Permit Access” / “Refuse Access” / “IPsec”

ZROyTIOVURNTER

“IPsec/IP Filtering”/5\"Enable”

“IKE Version”

“IKEv1" / “IKEV2" 7= =5 I A INE 2/ TER,

“IPsec/IP Filtering”)\"Enable”
D

“Access Control"DVIPsec”

“Authentication Method”

“Pre-Shared Key” / “Certificate”
Z Oy TV UR NCTER

“IKE Version"HVIKEv1"D & TDHIE
BHORRIND,

“IPsec/IP Filtering”""Enable”H
D"Access Control"DVIPsec’D & =D
HFEBNERITED,

“Pre-Shared Key”

Max Length = 127 XF
ASCII:0x20-0x7E

EXFIANEAETETD
KRIENATTD

“IKE Version"HVIKEv1"(D & E DA
BHRREN D,

“IPsec/IP Filtering”)\"Enable”h
D"Access Control"DVIPsec’D & ED
HEENEMICED,

“Confirm Pre-Shared Key”

“Pre-Shared Key” &[G

“Pre-Shared Key” & [E]#5k

“Local”

T4 N

“IKE Version"HVIKEv2" D & EDHIE
BHRRIND,

“Authentication Method”

“Pre-Shared Key” / “Certificate”
Z Oy TV UR NTER

“IKE Version"HVIKEv2" D & EDFHIR
BORREND,

“ID Type”

ROwTIDVUXNCTERT D,

“Distinguished Name” / “IP Address” / “FQDN" / “Email Address” /

“Key ID”

“IKE Version"H\"IKEv2"D & TDHIE
BRSNS,

“IPsec/IP Filtering”h""Enable”H
D"Access Control”HVIPsec”H
D"Local"(D”Authentication Method”
3\

“Pre-Shared Key"(D & EIBEHDERNIC
S
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“D"

AJIAIREMBIZ"ID Type DEIRIC L Do TCIELETICBEWVWTHE
BCD [e] [#] [=] OFERIFRATHD

“Distinguished Name” : ASCIl T 1~255 XF, fcf2L [=] Z
WNIERAT

“IP Address” . IPv4, lpv6

“FQDN" . ASCIl DD B, by b, J\ATHYEAREET 1
~255 XF,

“Email Address” : ASCIl T 1~255 XF, fcfl2U (@] ZihdiE
AU, [=] [&ERRT

“Key ID" : ASCIl T 1~255 XF

“IKE Version”HVIKEv2"Hh D”"Local”
"D Type"H¥IP Address” ASA D &
&, BEPRRINS.

“IPsec/IP Filtering”)""Enable”H
"D"Access Control”HYIPsec”H
D"Local"(D”Authentication Method”
3\

“Pre-Shared Key"(D & EIEB AR
58,

“Pre-Shared Key”

Max Length = 127 XF
ASCII:0x20-0x7E

EXFHANNEIAETETD
FRIFNYRATTD

“IKE Version"HV"IKEv2"D & EDHIE
BRI D,

“IPsec/IP Filtering”5\"Enable”Hh D
“Access Control”HV"IPsec’m D"Local”
(D"Authentication Method"
“Pre-Shared Key"(D & EIBEEHERIIC
Tdo

“Confirm Pre-Shared Key”

“Pre-Shared Key” & [E)15%

“Pre-Shared Key” & [E#%

“Remote”

FA4 MU

“IKE Version"HVIKEv2" D & EDFHIA
BHORTEND,

“Authentication Method”

“Pre-Shared Key” / “Certificate”
Z ROy TV U NCTER

“IKE Version"hVIKEv2"(D & EDFHIE
BHRREN D,

“IPsec/IP Filtering”)\"Enable”Hh* D
“Access Control”DVIPsec”"D & FIEH
PEICIED.

“ID Type”

Oy TIIVUX NTERT S
“Distinguished Name” / “IP Address” / “FQDN" / “Email Address” /
“Key ID”

“IKE Version"hVIKEv2"(D & E DA
BHRRTIND,

“IPsec/IP Filtering”5\"Enable”Hh D
“Access Control”HVIPsec” ) D
“Remote”(D”Authentication Method”
H¥"Pre-Shared Key"(D & EIEBBEHEZR)
([CTEDo

“ID"

AFITATEEEIE"ID Type"MBEIRIC K Do 12lE UL TICBWVTH
BECTOD lel [#] [=] OFERIFATTEHD,

“Distinguished Name” : ASCIl C 1~255 XF, fcfeU [=] &
WNSERT D,

“IP Address” : IPv4. IPv6

“FQDN” . ASCIl DD BREL. Nw b, J\A T VHYEREEET 1
~255 XFs

“Email Address” : ASCIl T 1~255 XF, fcf2U [el ZTE
BU. T=] [3ERART

“Key ID" : ASCIl T 1~255 XF

“IKE Version"hVIKEv2"(D & EDFHIE
BNRRTEND,

“IPsec/IP Filtering”)\"Enable”Hh D
“Access Control”HVIPsec’mh D
“Remote”(D"Authentication Method”
H¥"Pre-Shared Key”(D & EIBEHERD
(LD,

“Pre-Shared Key”

Max Length = 127 XF
ASCII:0x20-0x7E

EXFIANEATLETD
KRENATITD

“IKE Version"hVIKEv2"(D & EDFH1E
BHRRTIND,

“IPsec/IP Filtering”5\"Enable”Hh D
“Access Control”HVIPsec”’mh D
“Remote”(D”Authentication Method”
H¥"Pre-Shared Key"(D & EIBEEHERN
(LD,
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“Confirm Pre-Shared Key

“Pre-Shared Key” & [E)15%

“Pre-Shared Key” & [E#k

“Encapsulation”

“Transport Mode” / “Tunnel Mode”
Z ROy IOV R NTER

“IPsec/IP Filtering”5\"Enable”Hh D

“Access Control”DVIPsec”

“Remote Gateway(Tunnel
Mode)”

Max Length =39 X=F
39 XF7EDT IPv4 & IPve D+
ENFEASNNEARETET D

“IPsec/IP Filtering”5\"Enable”Hh D
“Access Control”DVIPsec”H D

“Encapsulation”/2¥"Tunnel Mode”

“Security Protocol”

“ESP"/“AH"7E RO w TF D1 X NTER

“IPsec/IP Filtering”h""Enable” ) D
“Access Control"DVIPsec”

“Algorithm Settings”

A MUXFEH, A/ )N—ICT"IKE”. "ESP". "AH"%=35D,

KE”

A NUVXFS, X)N—I[C
“Encryption”. "Authentication”. "Key Exchange"Z$F D,

“Encryption”

BTz ROy TII VU NTEIRT 2,
"AES-CBC-128" / “AES-CBC-192" / “AES-CBC-256" / “3DES” / “Any”

“IKE Version"HVIKEV1"D & TDHIE
BENKRREND,

“IPsec/IP Filtering”h""Enable”h* D
“Access Control’DV'IPsec’D & FIEH
WBEMICTHED.

“Encryption”

BTz ROy TII VU NTEIRT 2,

“AES-CBC-128" / “AES-CBC-192" / “AES-CBC-256" /
“AES-GCM-128" / “AES-GCM-192" / “AES-GCM-256" / “3DES" /
“Any”

“IKE Version"H\"IKEv2"D & T DHIE
BORTEND,

“IPsec/IP Filtering”)\"Enable”Hh' D
“Access Control”DV'IPsec’D & FIEH
BEMCED,

“Authentication”

LUz Oy TIDVUR NTERT .
“SHA-1"/"SHA-256" / “SHA-384" / “SHA-512" / "MD5" / “Any”

“IPsec/IP Filtering”5\"Enable”Hh' D
“Access Control"HVIPsec”D & TIEH
DAEMICIED,

“Key Exchange” TZEROYIIIVUR NTEIRT D, “IKE Version” " IKEv1”(D & EDHIE
“DH Group 1"/ “DH Group 2" / “DH Group5” / “DH Group14” / \SE— %
“DH Group15”/ “DH Group16” / “DH Group17” / “DH Group18” / BDRREADo .
“DH Group19” / “DH Group20” / “DH Group21” / “DH Group22”/ | “IPsec/IP Filtering”5""Enable”D* D
”ErygroupB / “DH Group24” / “DH Group25” / “DH Group26” / “Access Control”HVIPsec’D & = IEHE

HBEMCED,

*Key Bxchange” LITE ROY TF9VU X NTRIRT B, “IKE Version"HVIKEV2"(D & E (DH1E
“DH Group 1"/ “DH Group 2"/ “DH Group5”/ “DH Group14” / \SE——\
“DH Group15” / “DH Group16” / “DH Group17” / “DH Group18” / BDRRENS. .
“DH Group19” / “DH Group20” / “DH Group21” / “DH Group22” / | “IPsec/IP Filtering”3""Enable”D* D
“DH Group23” / “DH Group24” / “DH Group25” / “DH Group26”/ | « i " P
“DH Group27” / “DH Group28” / “DH Group29” / “DH Group30” / écce*ss Eontrol HIPsec’ D FIRE
“Any” DEMICHEB.

“ESP” ZA ~NUXFF, A2/ )\—[C"Encryption”. "Authentication’ | ~
ES O

“Encryption” UTF7zROvIYO A NTERT D, “IPsec/IP Filtering”h""Enable” D

“AES-CBC-128" / “AES-CBC-192" / “AES-CBC-256" /
“AES-GCM-128" / “AES-GCM-192" / “AES-GCM-256" / “3DES" /
“Any”

“Access Control”"DVIPsec”Hh D
“Security Protocol”DVESP"(D & FIEH
DEMICTIED,
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“Authentication” LITR%E ROy I9 91U NTEIRT B, “IPsec/IP Filtering” H"Enable” D
"SHA-1" / “SHA-256" / “SHA-384" / "SHA-512" / "MD5" / “Any" “Access Control"HVIPsec”H\
“Security Protocol”hVESP"(D & TIEH
W BMTHED. "ESP"MD"Encryption”
T"AES-GCM-128" / “AES-GCM-192" /
“AES-GCM-256"HNERSN TS &

T(FEP ETE D,
AR 4 NUXEH, A \—[C"Authentication” 45D, -
“Authentication” LUT%E ROy IO VU NTREIRT Do UIR— I 27U | “IPsec/IP Filtering” HVEnable”Hh' D
JUXALIGFRY MO —UMREAREZSIRT D, “Access Control”hVIPsec”Hh D
“SHA-1" / “SHA-256" / “SHA-384" / “SHA-512" / “MD5" / “Any” sSecurity Protocol HVAH'(D & FIEE
DERICTIED,
10.3.5.1.1.1.3 R¥

IPsec AR EERTET DIHDRY VU ER(IT Do
Table 10-108 RY >/

“Next" ATRERR—INEET D,

Next'TRY HHRSNBRIC, AHBEICEDHBNEUTERRT ISRy TP v I ROEHT,
Table 10-109 T>—Rwv 7P v )

EE | 2405
“Invalid value below.” FEZNRY I ZNDAHBEHREFEECRRT D, B
BHADBOEERELELRRO NIRRT D, BEHIE
BHhERDD5A(F 1171 1 TBEERRT B,
Ffz, O—ALTF RUR (FUVEI—/2FvF—) EUE
— K7 RUZ GRRR) B IPve TAHSNTWBICHED
5. FIVAR— 7O IJILHICMPVE BEATTESNTN
ZEaw. UE—RPRUR RZAK) EUE—RFPRL
2D 1PV 46 DIEA B HRERISEACHRREN D,

<ENRI¥EEED D #EEDIZE> O—AIL7 RUR (TUVF—/AFvF—) EUE—KT
“The combination of Local Address (Printer) and Remote Address RUZ GRZR) DMFEDEHAREHFESCETT D,

(Host) is incorrect.”

EATEITHEFEDBIFLUTDRZESE,
<AFvF—0DBEE>

“The combination of Local Address (Scanner) and Remote Address
(Host) is incorrect.”

“Select 1 to 10 service names.” “Service Name"DF T v UM 0 #, Ffcld 11 U LEDHEE
[CHRTT D,
“Pre-shared keys you entered do not match.” ERHE T — SR RE T —DEEDAH UIER—2 L

BWVEEICKRTRT D,

BIEZBEEXCIEEMDES,

O—A)ILT7 RUR (DUVE—/AFvF—)
BEZ BB F I FERT

IPv4 fe80::~ fe80:~L1%+  Any
(B—1ETE) IPv4 O X X @)
UE—RPZRUR [0 e -
ORZ ) (BB—3¥87%E) fe80: X @) X X

(B—18%E) fe80:~LISY X X O @)




(EIEIETE) IPv4 O X X O
(BFEIETE) fe80:~E=T X O X X
(EIFIETE) fe80:~E=ZFHML) | X X O @)
(ZH) INT O X O O
IPsec DFERDHZE,
oo OO O—AILT7 RUR (TFUVE—/AFvF—)
IPv4 fe80:~ fe80:~ L% Any 3%
(88—187E) IPv4 O X X O
(B—1BTE) fe80:~ X X X X
) (BB—1ETE) fe80:~LISY X X O O
Uﬁ; :7 "VAT emse) b x X » »
(BEFEETE) fe80:~ZZL X X X X
(BEFHETE) fe80:~E =R FML) X X X X
(ZEH) T O X O O

O RETRET. MEEULTHRUI—DBEUMEUTEIETD

X [ FREAT, COMGE T RN ZERTINEEE, 'O—-AIL7 RUR (TUVI—/AFvF—) EUE—RP RV RA )
DHEEERARETY, "HERRSND

¥ 1Ipve U oO—AIL7 RURAIFEEFL,
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10.3.5.1.1.2 {EBIRY > — -Group Policy

10.3.5.1.1.2.1

AX—IH

BURICERIRY S —DsrEEE DBEA X —J7%Z I,

CA Certificate
SSLTLS

sBasic

=Certificate
1Psec/IP Filtering

Basic

=Client Certificate
IEEE802.1X

sBasic

=Client Certificate

EPSON TM- Series Administrator Lagout
Status. Hetwork Network Security Product Security Device Management
Protocol

| 1PseciP Filtering > Basic

Each policy is appiied vith following priorities:
Group Policy 1> Group Policy 2>

» Group Policy 10 > Default Policy

() Enable this Group Policy

SEIEH

Access Control :

Lacal Address(Printer)

Remote Address(Host) [

Method of Choosing Port -

Service Name : Any

ENPC
SNMP

LPR

RAW (Fortg100)

IPRIFPS

WsD

VWS Discovery

Network Scan

Network Push Sean

Network Push Scan Discovery
FTP Data (Local)

FTP Contral (Local)

FTP Data (Remote)

FTP Contral (Remate)

CIFS (Local)

CIFS (Remote)

NEtEIOS Name Service (Local)
NetBIOS Datagram Service (Local)
NEtEIOS Session Service (Local)
NEtEIOS Name Service (Remote)
NEtEIOS Datagram Service (Remote)
NetBIOS Session Service (Remote)
HTTP (Local)

HTTPS (Local)

HTTP (Remate)

HTTPS (Remate)

Transport Protocol

Local Port [ ]

Remote Port [ |

IKE Version

IKEV1 IKEV2

Authentication Method

Pre-Shared Key [ ]

Confirm Preksnaledy [ ] ®
Encapsulationg?” /—I—\ 9 \/
v

Figure 10-38 IPsec b JXR— 7R & —

10.3.5.1.1.2.2 fERIR Y > —DRFEIER

LIFOIEEDORENTRECH D, BRIRU Y —F 1~10 FTHYTICI>TRRZVIDEBZ DD

=S|
“Each policy is applied
with following
priorities:”
“Group Policy 1 >
Group Policy 2> ...>
Group Policy 10 >
Default Policy”

Table 10-110
SHEA

REEH

MU 2 —DsEA

REF—HETIT I

i

“Enable this Group
Policy”

FIVIRVIRICFTVIHD | B
FIVvIRYIRIFTVvIKL : Y

“Access Control”

“Permit Access” / “Refuse Access” / “IPsec”

ROy T DD R NTER

“Enable this Group Policy"D"E%h

<ENRI#BESD DHERED

5E>
“Local
Address(Printer)”

<AF v FT—DHE>
“Local Address
(Scanner)”

“Unavailable” / “Any addresses”/"Use automatically acquired IPv4 address
(xxx.xxx.xxx.xxx)"/ IPv4 Address / IPv6 Address / IPv6 Link-Local Address /
IPv6 Stateful Address/ IPv6 Stateless Address 1/ IPv6 Stateless Address 2 /
IPv6 Stateless Address 3

Z ROy I X NTER

IPv6 Address~ IPv6 Stateless Address 3 (&, 7 RL A REEHDIBE
[CRR™T Do

“Unavailable”l&. RESNTCWVLWSO—HILTY RURETUEI—DIP
7 RUADEHFEDBHAREFZEICRREIND, "Unavailable”[$E%
EIDTEFTELL,

IP 7 RURDBISAENBEREDSES. U TDERZERT &
HYETBE.

“Enable this Group Policy" D&%
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“Use automatically acquired IPv4 address (xxX.XXX.XXX.XXX)"
BERER LIFWEEE. ITDKRDICIP 77 FURADHDIERZERTE
ERSH

XXX XXX XXX XXX

“Remote
Address(Host)”

Max Length =43 XF

IPv4 FEZ. IPV6 FETL C AT
EXFHASINFARE, ZEXFIASI L
ASES

TV 74w IR %ZERT D& THHEIERE,
255.255.255.255, 0.0.0.0 DAAIFAAIET Do

. INTDIP 7 KRR

“Enable this Group Policy"D"E%h

“Method of Choosing
Port”

“Service Name” / “Port Number”

Z ROy TV NCTER

“Enable this Group Policy" " 5%)

“Service Name”

“Service Name”(d. LITFOHNS 1 4L E 10 LI NDOEIRH A 8E,
BU. "Any"hNBIRENZBEE. "Any"INOIER(G I LU —7 2 g
D

“Any”/

“ENPC" /

“SNMP”/

“LPR"/

“RAW (Port9100)” /

“IPP/IPPS"/

“WSD"/

“WS-Discovery”/

“Network Scan”/

“Network Push Scan”/

“Network Push Scan Discovery”/
“FTP Data (Local)"/

“FTP Control (Local)"/

“FTP Data (Remote)"/

“FTP Control (Remote)"/

“CIFS (Local)"/

“CIFS (Remote)"/

“NetBIOS Name Service (Local)”/
“NetBIOS Datagram Service (Local)”/
“NetBIOS Session Service (Local)"/
“NetBIOS Name Service (Remote)”/
“NetBIOS Datagram Service (Remote)"/
“NetBIOS Session Service (Remote)”/
“HTTP (Local)"/

“HTTPS (Local)"/

“HTTP (Remote)"/

“HTTPS (Remote)”

“Enable this Group Policy”VB%l
hD

“Method of Choosing Port”"HY"tf
—ERXRIEE

DIN Iz U R— h o555
DHBENEED,

- LPR#EED D DI5E
“L PR”

- RAW (Port9100)8%REdD D DHE
“RAW (Port9100)”

- IPP HBED D DIHZE
“IPP/IPPS”

WSD X3+ 2 DigE
“WSD"/
“WS-Discovery”

- AF v UEEED D DBE

“Network Scan”

- Push 23 VHEEE D DIFE
“Network Push Scan”/
“Network Push Scan Discovery”

- FTP ENRI#&BESD O DA
“FTP Data (Local)"/
“FTP Control (Local)"/

- ScanToFolder #8E5D D DIFH
“FTP Data (Remote)”/
“FTP Control (Remote)”/
“CIFS (Remote)"/
“NetBIOS Name Service
(Remote)”/
“NetBIOS Datagram Service
(Remote)”/
“NetBIOS Session Service
(Remote)”/

- D7 A)HE#KED D DIFE
“CIFS (Local)"/
“NetBIOS Name Service (Local)"/
“NetBIOS Datagram Service
(Local)"/
“NetBIOS Session Service (Local)"/

“Transport Protocol”

“Any Protocol”/ “TCP” / “UDP"/ “ICMPv4”
ZROvTIIIUXNTER

“Enable this Group Policy")\E%N
A

“Method of Choosing Port"/3"Port
Number”
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“Local Port”

Max Length =60 XF

HF, IUN. AN—RZANOK ET Do
EXFHNANSHRE EXFIADUEEE. INTDR— hESH
PAES

JVRRYID TERASIARE. (&K 10E) EDOHEIE. 1~65535

“Enable this Group Policy" D&%l
mnD

“Method of Choosing Port"H\"Port
Number”

D
“Transport Protocol”HV'TCP" & 1o
[&"UDP”

“Remote Port”

Max Length =60 XF

e, AN AR=RZATI0K ET D,
EXFHNANSHRE EXFIADUEHE. INTDR— hESH
TRo

JVRRXYID TERASICEE. (&RAK 10 E) BOEHHEIE. 1~65535

“Enable this Group Policy"\E%h
D

“Method of Choosing Port"/3"Port
Number”

D
“Transport Protocol” DV TCP" & o
(a:”UDP"

“IKE Version”

“IKEV1” / “IKEV2" 72 5 I A NS >/ TER,

“Enable this Group Policy" D&%
D

“Access Control"DVIPsec”

“Authentication
Method”

“Pre-Shared Key” / “Certificate”
Z ROy ITIIVURX NTER

“IKE Version"HVIKEv1”"(D & T Ddr
BEIRRIND,

“Enable this Group Policy"D\E%N
D D"Access Control”HYIPsec”D
EEDHEENEMITED,

“Pre-Shared Key”

Max Length = 127 XF
ASCII:0x20-0x7E

EXFIASNEIAEETD
FRENXATTD

“IKE Version"HVIKEv1"(D & T D dr
BEEPRTRIND,

“Enable this Group Policy" D\ G%f
D D"Access Control”HYIPsec”D
EEDHEBENEMICIFD,.

“Confirm Pre-Shared
Key”

“Pre-Shared Key” & [E#%

“Pre-Shared Key” & [E#5%

“Local”

T4 S

“IKE Version"HhVIKEv2" DD & EDH
IBEERKRREIND,

“Authentication
Method”

“Pre-Shared Key” / “Certificate”
Z ROy ITIIVUXNTER

“IKE Version"HVIKEv2"(D & =D+
BEEPRTRIND,

“Enable this Group Policy"D\E%h
P D"Access Control”HYIPsec”D
CEEENERICESD,

“ID Type”

FOYTID VU NTERT Do
“Distinguished Name” / “IP Address” / “FQDN" / “Email Address” / “Key ID"

“IKE Version” HV'IKEv2"(D & =D+
EENRREIND,

“Enable this Group Policy" D&%
D D"Access Control”HYIPsec”H
D"Local"(D"Authentication
Method”H""Pre-Shared Key”(D &
TIEENEMITED,

uIDn

ASITBEMBIF"ID Type" MEIRIC K Do 12l UETICBUWLTIETD
[@] T#] T=| OFEAFARETHD.

“Distinguished Name” : ASCIl T 1~255 XF, 112U [=] ZSER

ERSE

“IP Address” . IPv4, IPv6

“FQDN" I ASCI DD BHE, v b, J\A T HMERTIRET 1~255

XFo

“Email Address” .
=] (FfEAART

“Key ID” : ASCIl T 1~255 XF

ASCII T 1~255 XF, 112U Tel Za g ERU.

“IKE Version”"HVIKEv2" D D"Local”
"D Type"HYIP Address” A D
ETEEDNRTREIND,

“Enable this Group Policy’ "G %)
M D"Access Control”H¥IPsec”H
D"Local"("Authentication
Method”H""Pre-Shared Key”(D &
TEENBMITES.
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“Pre-Shared Key”

Max Length = 127 XF
ASCl1:0x20-0x7E

EXFIASNIAEETD
KRENYATTD

“IKE Version"HVIKEv2"(D & T D dr
BEEPRTRIND,

“Enable this Group Policy"D\E%H
D D"Access Control”HYIPsec”’H
D"Local""Authentication
Method”HY"Pre-Shared Key”(D &
TIEENEMICTIED,

“Confirm Pre-Shared
Key

“Pre-Shared Key” & [altk

“Pre-Shared Key” & [E#%

“Remote”

T4 N

“IKE Version"HVIKEv2"D & EDH
BEEHRRIND,

“Authentication
Method”

“Pre-Shared Key” / “Certificate”
Z ROy TIIVURXNCTER

“IKE Version" Y IKEv2"(D & EDd+
BEIRREIND,

“Enable this Group Policy"D"E%h
D D"Access Control”HVIPsec”(D
EEIEENEMICED.

“ID Type”

ROy IOV RNCEIRT %o
“Distinguished Name” / “IP Address” / “FQDN" / “Email Address” / “Key ID”

“IKE Version"HVIKEv2"(D & EDd+
BEIKRREIND,

“Enable this Group Policy"D\E%h
D D"Access Control”HVIPsec”
D”"Remote”(D"Authentication
Method”H\"Pre-Shared Key”(D &
TEEHEMICED,

“ID"

AJIOTEEEIG"ID Type"MEIRIC K Do 12lELERTICBWNWTIETOD
[@] T#] [=] OFEAEFAAITCHD.

“Distinguished Name” : ASCIl T 1~255 XF, fcl2U [=] ZdER

CE

“IP Address” : IPv4. IPv6

“FQDN" : ASCI DD BHE. Nw . J\A T VH\ERTIEET 1~255

XFo

“Email Address” :
=] (FERAART

“Key ID" : ASCIl T 1~255 XF

ASCII T 1~255 XF, 12U Tel Zoh g fER L.

“IKE Version"hVIKEv2"(D & EDdr
BEEPRTSND,

“Enable this Group Policy"Hh\E%
M D"Access Control”HYIPsec”H
D”"Remote”(D"Authentication
Method"DV"Pre-Shared Key”(D &
TIEEHNEWICTED.

“Pre-Shared Key”

Max Length = 127 XF
ASCl1:0x20-0x7E

EXFIASNEAEETD
KRENYATTD

“IKE Version"HVIKEv2"(D & T D+
BEMIKRRIND,

“Enable this Group Policy" D&%
D D"Access Control”HYIPsec”’H
D”"Remote”(D"Authentication
Method”HV"Pre-Shared Key”(D &
TIEENEMITED,

“Confirm Pre-Shared
Key

“Pre-Shared Key” & [altk

“Pre-Shared Key” & [E#k

“Encapsulation”

“Transport Mode” / “Tunnel Mode”
Z ROy 751 R NCER

“Enable this Group Policy"\E%h
D

“Access Control"DVIPsec”

“Remote
Gateway(Tunnel
Mode)”

Max Length =39 XF
39 XFEDT IPv4 & IPve D
28 =, 255.255.255.255, 0.0.0.0 DASIFAEIET D

“Enable this Group Policy" D\ G%)
D

“Access Control”HVIPsec”

D

“Encapsulation”"Tunnel Mode”

“Security Protocol”

“ESP” /*AH"ZE ROy TF DU R NTER

“Enable this Group Policy" D&%
hD

“Access Control”HVIPsec”
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“Algorithm Settings”

A NMUXFH, A/ )C—IT"IKE", "ESP". "AH"Z=35D,

“IKE” A ~UXF5, X2/ )\—I[T"Encryption”. "Authentication”. “Key )
Exchange"Z##5 D,
“Encryption” PRz ROy I DU NTEIRYT %, “IKE Version” HVIKEv1"(D & E D>

“AES-CBC-128" / “AES-CBC-192" / “AES-CBC-256" / “3DES” / “Any”

BEEPRTRIND,

“Enable this Group Policy" D\ G%)
D D"Access Control”HYIPsec”(D
EEEENEMICIED.

“Encryption”

BTz ROy TYD VU NTEIRT B,
“AES-CBC-128" / “AES-CBC-192" / “AES-CBC-256" / “AES-GCM-128" /
"AES-GCM-192" / “AES-GCM-256" / “3DES” / “Any”

“IKE Version”HV'IKEv2"(D & E D+
BEPRTRIND,

“Enable this Group Policy" D&%
D D"Access Control”HYIPsec”’(D
EEIEEDNEMICED.

“Authentication”

BTz ROy TID VU NTEIRT B,
“SHA-1"/ "SHA-256" / “SHA-384" / “SHA-512" / “MD5" / “Any”

“Enable this Group Policy’ &%)
DY D"Access Control”HhYIPsec”dD
EEIEEIBMICIED.

“Key Exchange” PRz ROy I DU NTEIRT %, “IKE Version” D3 IKEv1"(D & D+
“DH Group 1"/ “DH Group 2" / “DH Group5” / “DH Group14” / “DH THEAER N
Group15”/“DH Group16” / “DH Group17” / “DH Group18” / “DH RED %T\c_ﬂéo ) —
Group19” / “DH Group20” / “DH Group21” / “DH Group22” / “DH “Enable this Group Policy" VB3
Group23” / “DH Group24” / “DH Group25” / “DH Group26” / “Any” 7 O"Access Control"H¥IPsec’d
CEEENERICED,
“Key Exchange” T ROy 79D VU NTREIRT 2. “IKE Version” D IKEv2"(D & E D+
“DH Group 1"/ “DH Group 2" / “DH Group5” / “DH Group14” / “DH TEEA\ET Y
Group15”/“DH Group16” / “DH Group17” / “DH Group18” / “DH ARDRTSND, e
Group19” / “DH Group20” / “DH Group21” / “DH Group22” / “DH “Enable this Group Policy" VG %
Group23”/“DH Group24” / “DH Group25” / “DH Group26” / “DH N PR "
Group27” / “DH Group28” / “DH Group29” / “DH Group30"” / “Any” D Access Control h¥IPsecd)
CEEENERICED,
“ESP” ZA MUXFF, X2/ )\—|T"Encryption”. "Authentication”Z 3§D, )
“Encryption” PhZ ROy IOV U N TERYT %, “Enable this Group Policy" &%)

“AES-CBC-128" / “AES-CBC-192" / "AES-CBC-256" / “AES-GCM-128" /
“AES-GCM-192" / “AES-GCM-256" / “3DES" / “Any”

M D"Access Control”HYIPsec”H
"D”Security Protocol”H"ESP"(D &
TIEENERICIED.

“Authentication”

LUz bOY TID VIR NCTERT 2,
“SHA-1"/"SHA-256" / “SHA-384" / “SHA-512" / "MD5" / “Any”

“Enable this Group Policy” &%)
D D"Access Control”HVIPsec”
"D"Security Protocol”H"ESP"(D &
TIEENERICED, "ESP”
(D"Encryption” C"AES-GCM-128" /
“AES-GCM-192" / “AES-GCM-256"
BEREINTVD EEFEPE
Ebo

A

A MUXFFH, A>/){—[T"Authentication"Z R D,
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“Authentication” BT Z ROy TI5V )R NCTERT S, YIR— b9 477)LTJ XL | “Enable this Group Policy" D&%

[FRw FDO—UEEAREZSIRT 5. HD"Access Control”H¥IPsec”h
“SHA-1"/“SHA-256" / “SHA-384" / “SHA-512" / “MD5" / “Any” D"Security Protocol DV AH"(D &

TIEEDBEHICED.

10.3.5.1.1.2.3 7RI

IPsec BAREZRET DICHDNY 2V 7Z25R(T Do

Table 10-111 R5 >/

“Next” ATTHEERR—INBE T D,

ORNTREY VDR ENTZERIC, ATMEICRD BB NEUTZRRID IS — Ry TP v T4V ROZEHT,

Table 10-112 TS5—Rwv 7 v
1= | i

“Invalid value below.” FEZ NRY I ZNDASEDREFSAICRTT D, B
BHEANBEOEERELETRRD NIRRT %, BEHE
BNERDZHAF 11712 1 TBERRT %,

Ffe. O—AILF RUR (FUVY—/ZAFvFH—) EUE
— KNP RUZ GRRR) B IPve TAHSNTWBICHED
57, FSYRMK—RTORIILH ICMPv4 BATENTL
AP, UE—RFPRUR (GRZAK) EUE—RFRU
AD PV 4/v6 DIEEB D REFBEICHRREIND.

<FRI#EBRdD D B D& G > O—HI7 RUA (TUVI—/AFvF—) EUE—KT
"The combination of Local Address (Printer) and Remote Address RUZ (GhZR) OEFIFEDODBHREHESCERT D,

(Host) is incorrect.”
EATRETEFEDEIFUTDOREZSE,
<AF v F—DHEE>

“The combination of Local Address (Scanner) and Remote Address
(Host) is incorrect.”

“Select T to 10 service names.” “Service Name'DF T w 7 ht 0 #, &Izld 11 HLLEDBS
([CRTT Do
“Pre-shared keys you entered do not match.” BT — S EREEE T —OBERDOAD UTcED—E L

BVHBEICERTRT D,
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BEZEBRXCISEMHDEE,

B EE T dERT

O—AIL7 FUR (TUVE—/AFvF—)

IPv4
(B—18%E) IPv4 O
(B—1BTE) fe80:~ X
(B—187E) fe80:~LUHt X
UE—Hr7RLUR (EOFEHETE) IPv4 O
(RAB) (BEHER) fe80:n ST X
(BFIERE) fe80:~ZZHML y
L
(ZEH) INRT O
IPsec DEADER,
P O—AIL7 FU XA
IPv4
(B—18%E) IPv4 O
(B—1BTE) fe80:~ X
(B—187E) fe80:~LUHt X
UE—Hr7 RUR (EIEIETE) IPv4 X
(RAB) (WEHER) fe80:nESD X
(BFIERE) fe80:~ZZHML y
L)
(ZEH) INRT O

O ! REDRET. BEELTHRUY—DEMELTENET D
X TREAT, COMEE T RNZRINENCHE, '"O0—NDILT7 FUR (TUVI—/AFvF—) EUE—RP7 RV GRA )

DOHEGEDARETYT, "ERREIND
¥ 1Ipve U oO—A)IL7 RURIFEFEEL,

fe80::~

X

Ol x| x O

fe80:~LU5

X

X | X O X

o] O

(U —/AFvTF—)

fe80::~

X

X X X X

fe80:~LU5t

X

X | X O X

Any

x| OO x|0O

o O

Any %

X X O] X

X
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10.3.5.1.2 ASJRESRNR—Y

RENR—I T RNRY VHE RSN S ANSNCREBZIESR T DICHDANERN—IITER T Do ATHERN—ITIS.
BEARY Y —ROERIRY Y —8[CYTREIRF. 1 XR—ITEIRUY—DANEZER T D ENTED,

Y
103.5.1.2.1 A X—IH
EPSON TM- ¥ Series Administrator Logout
Status MNetwork Product Security Device Management

Protoca | 1PseciP Filtering > Basic

CA Certificate

SSUTLS Confirm the following settings. / ljjﬁg
=Basic IPsec/IP Filtering Disable
»Certiicale [~Default Poicy

IP; iltering

=Basic

=Client Cerificate
IEEES02:1%
=Basic
=Client Cerificate

—Group Policy 1

Enable this Group Policy

Enable this Group Palicy

Access Conirol -

IPsec

Local Address(Printer)

Any addresses

Remote Address(Host) ©

Method of Choosing Port : Port Humber
Transport Profocal Any Protocol
IKE Version : IKEv1
Authentication Method Certificate

Encapsulation

Transport Mode

Security Profocol ESP
G i
g g
—IKE
Encryption : Any
Authentication - Any
Key Exchange Any
—ESP
Encryption : Any
Authentication - Any
p Policy 2-
Enable this Group Policy EnaiHe-this-Croup-Potiey ‘
roup Policy ¥
Enable this Group Policy Enabie-this-Croup-Potiey ‘
roup Policy 4
Enable this Group Policy EnaiHe-this-Croup-Potiey ‘
roup Policy 5
/
Enable this Group Policy / Enable-this-Oroup-Pekey | ,‘ﬁg y

10.3.5.1.2.2 AAHIEH

I5H

“Confirm the following settings.”

Figure 10-39 ANFESRN—Y

Table 10-113 AHIEH

»

| B8
FROXEICHE. REBEERRL. Al
DR— I THESNNBERRY Do

“Default Policy”

T4 MRUY—DF A ML

“Group Policy 1"/
“Group Policy 2"/
“Group Policy 3"/
“Group Policy 4"/
“Group Policy 5"/
“Group Policy 6"/
“Group Policy 7"/
“Group Policy 8"/
“Group Policy 9"/
“Group Policy 10"

EBRIRY Y—80D5 A ML
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::Communication will be shut d0\_/vn tem.porarily to enable 'ghe new settings.”" SETEEDRE N C ARD RS EERT
You cannot access the network immediately after the settings are changed.

IS

“Depending on the changes, you may not be able to connect to Web Config.” Do
<LCD DIFWVEHmODZE> HEBEEHDR MBICAEGKDFENZRRT
“If connection is lost unintentionally, initialize the network settings on the product's 3

control panel. And then configure it again.”

<LCD &H O DHEHEBDZE>
“If connection is lost unintentionally, disable IPsec/IP Filtering on the product's control
panel. And then configure it again.”

10.3.5.1.2.3 RF~
IPsec BARTENR—I TERRNUCETEREZITDCOHDING U EK(TD. RENRT VER T D ETHREERN—IZRRT Do

Table 10-114 K5~/

ES | 2487
oK AR —I TERR UIECRERIT D IeODRY Y =R(F D R
BT T2 ECTRE/BRN—INEET D,
“Back” IPsec AR ¥ —BBER—INRDICHDIRGY V#ER(F D, MY VEET
9 © T &ET IEEE802.1X SRENR—INBE T Do
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10.3.5.1.2.4 FRTRERR—Y

RENY VT EBRRN—IDRTRSND . RERIFICRRSNDON—Y ERERBFICRRSNDORN—IZLU TR,

EPSON TM- Series Adminisirator Logout

Stabis  Network  Motwork Socurity | ProsuctSeculy  Devics Management

| IPseciP Filtering > Basic

/ e

comm
16 ERaNgE M SEMA0E, Closs e Wab COMY 31 chack Yol 1P S0rass. Then S01Sr 0L IP 304855 IN The DIOWSE” 0 45131 18 Vieb Confy

IERERORIE

Figure 10-40 FEMIIR—

EPSON ™- Series Adrinistrator Logout

Status Network Network Security Product Security Device Management
Pretosel | 1PsecIP Fittering > Basic
CA Certificate
SSUTLS / A =L

st X setup failed EQ/E,%D %
»Certificate

1Bsgc/IP Filtering

Basic
=Client Certificate
IEEE802.1%
»Basic
»Client Certificate

Figure 10-41 REXBR—T

10.3.5.1.2.5 REHBR

Table 10-115 EREFHR
EE | 5
“Shutting down.” BIDIBEEICRRT Do (R NDJ—2

“Restarting communication may take a few minutes.” R N
“If you want to change the settings, close the Web Config and check your IP address. Then UJ—bDHEET D, )

enter your IP address in the browser to restart the Web Config.”

“Setup failed.” KEDBEICERRT Do
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10.3.5.2 5477~ NEEBHE - Client Certificate
10.3.5.2.1 b~y IR—=Y
10.3.5.2.1.1 A X—IH

Ny IR=IFEIFICRT

EPSON T™- Series Administrator Logout
Status MNetwork Network Security Product Security Device Management
Protocel I IPsec/IP Filtering > Client Certificate
CA Cerlificate
ALILE Cn the following page, make settings on the CA certificate to verify peer certificates. EFEEHX
=Basic -CA Certificate
=Certificate —Client Certificats
o ==
(=] 7 O —ToRIRES
SR
7 N ~
K5y

=Client Cerificate

Figure 10-42 [~ JIR—3

10.3.5.2.1.2 SAX

Table 10-116 kv JXR—3I SHEAY

“On the following page, make settings on the CA certificate to verify peer certificates.” BEX =5
“-CA Certificate”
10.3.5.2.1.3 JE—TTERE

CEDEBED OAKRENIAZEZ IE—d2oh7Z FOw IOV URX N CTERTED,

Table 10-117 JEF—TRIRE

LN 318 | AR
“Copy From” LT ROV TSI IV UR TR %, “Copy From"[&, BURN—IC 1
;SI\C}lrltf\l/lﬂEc”ate for SSL/TLS" / “Certificate for IEEE802.1X “ / “Certificate for DTHISA P MNIEEHRA
“Certificate for SSL/TLS"(& SSL/TLS DEEBAEN—ITU S A 77> MEAE V= hENTNBAICRR
BA VIR— hENTVB BADHRTE N, M.
“Certificate for IEEE802.1X"[d IEEE802.1X (DIIBREN—ITHSA PV R | - U L
RELA Vi~ FENTOBBEDHERND. +IEEES02.1X DFFAR A~

— » e = . § i °_:“
“Certificate for S/MIME"(& S/MIME DEIRRENR—ITO 54 72/ ~EEBRE S/MIME DEEHREN—2

A 2 iR—= hENTVDBEDHERREN D,
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Ry~
IPsec/IP 7« )LF U2 TREDIARERTE b v IN—ITERRI MY VICDWVWTEHAT Do,

10.3.5.2.1.4

Table 10-118 MY IR—IDRYV/[CDNT
5 >/12) B!

“Client Certificate” Import 9S54 T REFRZOA Y ik— RDBEN— -
JITEBTD
“Confirm” 9S54 T NIBREDISRIERR—I(BE | 7547 MNIEBRED
) A U R— N
"Delete” Ry TT v TRRE, A VR— NEHDISA | 54T NEHER
7 NIREEHRT D AV R— NEBE. DD,
SRIBFR
“Copy” HA%RET A VR— NEHOFEEER RO Y | “JE— Ry VIE UF
SOV ANDSEIRL. SEANTIE—T | R—IT1DTHIS
%o AT NEEBEED AV
AHEET O S A T NERERECA VRi— | R— hENTLZEA
RENTWVREARF. BERY TPV IOV | ([CRRSND.
ROMKRREND, - SSL/TLS (DEERAZER—
AERET O S A T NERED SR A Vik— ~ | Y
DEEF. BRRN—INBET D, - |EEE802.1X (DEFEHEN
—y
“CSR” “Generate” CSR DERT e DREEEICER T D -
“Download (PEM)” HERMUTE CSR & PEMER TY DV O— RID | CSR BERHES
“Download (DER)” LR LTz CSR & DERFERN T VO~ RTD | CSR MRS
10.3.5.2.2 ERFLNR—Y
10.3.5.2.2.1 A X—IH
EPSON TM- | Series Adminisiratar Logout
I IPsec/IP Filtering > Client Certificate
- RTERER

Figure 10-43 fERKRRR—Y
RERFR
REERZEFRNT 2N—VIBET D,

10.3.5.2.2.2
JE—IRY SN T,

Table 10-119 [{EA T Y —/(—5HE] OYOEX BRER
EE | 2405
BETHVGIREA VR — MIYDBAICETY B.

“Setup complete.”

“Setup failed.” KEDBEICERTRT Do
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10.3.5.23 ITA T NEERE [+ VHR— K]

10.3.5.2.3.1

AVIR—b by IR=Y

IPsec/IP 7« )LF VUV TEREDIRERT b IR—IDISAT7 2 K

DISAT NEREA Vii— NREN—VICBE T 5.

10.3.5.2.3.1.1

EPSON ™- Series

AX—=IK

Status Network Network Security Product Security

Cllent Cerificate:

Private Key

Password

Gilent Gertiicate

CA Certificate 1

I IPsec/IP Filtering > Client Certificate

Device Management

Gertificate (PEM/DER) “

IEEE0R.1K
Basic

CA Cerlificate 2

Note: It is recommended to communicate via HTTPS for importing a certficate.

Birtiwse

10.3.5.2.3.1.2

AVR—=b by IR=ITF

EE |

“Client Certificate”

Figure10-44 A ~R—bh My INR—Y

REER
. LUTORENTIRETH D,
Table 10-120 7 54 7~ MEERRE A Vih— b
SR

AVR=bTBDISA TV NEIRED 7 A IVEIRECED. T 7
IV —ZBRBINT 2V TAIIT Do

REEHE

SAAEDA VR—bRY V7, HRITHIEICLDT UF

REEH

AN

&>

GRS

File Format

AVIR—hFDU—/\—EIRED T 7 A JUFER7Z ROw TS5~

UX MCTEIRT %,
“Certificate (PEM/DER)” / “Certificate with Private Key (PKCS#12)"

“Private Key”

A VIR—hFHU—/\—GIREICE I 2MWERT 7 A JUHMEE T
Tdo JFIWI—BRIRYTANT D,

-You can input the private key file of the server certificate to import it
to the printer. It also is able to select the file using file button.

7 7 A )V DV Certificate
(PEM/DER)" Z ZIRE N =B

“Password”

WBRZIES{ET DDA TU—X"ETFIAMRYIZATA
719 %, ASCI XFI— K (0x20-0x7E)

0 XFL F 48 XFLUT

AAUEXFIF. *TYRI UTERRT Do

-7 7 A )UIER DY Certificate
with Private Key (PKCS#12)" 7% 3&
RENTBF

“CA Certificate 1"

B — )\ —EEAEZ 1T U HBIDEIRRAZE Z2 1~/ IK— T B TedIC
D7 A)EERET Do I IVI—SERY 2 TAIIT D,

7 7 A )V DY Certificate
(PEM/DER)"7Z IR S N/ BF

“CA Certificate 2" CA SIBAE 1 54T U BB DEIBAE % A Vik— NI BT T 7 | T7AILFERH (51882
AIERET D THILI—BBRY >V TANT B, (PEM/DER)] ZZIRS N RS
10.3.5.2.3.1.3 E{A

Table 10-121 754 77~ MEEAEEHR SHEAX

“Note: It is recommended to communicate via HTTPS for importing a certificate.”

BEEXF
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10.3.5.2.3.1.4 TRY

A VIR— IR—=ITERRUIMECREZIT D CHDING 2 7Z25RT Do

Table 10-122 754 77> NEIBHEA ViR— b Ry

IEH B
“OK” AV R— NEEET Do
"OK'TRG VMBS NTEBRIC, REFICK D TREDEEETTS.
o AHBICEOHRBNEIS—ELTRY TP v ID 1Y ROEHT,
o ANBEICEOHEL., HOBICIEEEN A VR— hMENTVBAIE. BEELTRY T
FwIY 4 ROEHT,
o ANBEICEOHIEL, DDIMAEN A Vik— FENTLHWNEAE. BREJRR—INE
%9 D,
“Back’ IEEE802.1X SFBRERTE b v IR—I(BR T D
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10.3.5.2.3.2 ERHBRNR—Y

REFXCIFOKRY VD ENE T, REBRZEXNRI dN—IICEBRT D,

10.3.5.2.3.21 A X—IH
EPSON T™- Series Administrator Lagout
‘ Status Netwark Network Security Product Security Device Management
| :’:'[f‘:"w I IPsec/IP Filtering > Client Certificate
ss:::i X private key is required / ,‘f?%: %in__\
»Certificate
IPs2c/IP_Firering
»Basic
Clien! ficate
IERRR0Z.1X
»Basic
»Client Certificate
Figure 10-45 {FRFRRN—
10.3.5.2.3.2.2 #ERERR

Table 10-123 54 72 NEIHE A Vik— b EREFR
BEMy | Ry D
7w | —UBk

hog® | BRI

HT&E
4
“Setup complete” SIEA VR — MRDDBAICETR IS, | TB Lz | L
,ohutting down” FEETEES VR MEDOBAICKRTY | LBV | B I3
Restarting communication may take a few . .
minutes.” Bo (RY NI—=DUT—EDRET D, )
“If you want to change the settings, close the
Web Config and check your IP address. Then
enter your IP address in the browser to restart
the Web Config.”
Invalid password." JAZD— ROREDBEICERTT Do 9% LR UL
‘Invalid file- UTOBAICERT 3. ¥ |93 UL
- SEBAZE NN IE
- 7 A JUFERH X.509 FET TIEL
-5K BLE 24K RO Y A XA —) \— D3
EZAVR—hUKXDEUTE(%)
- MBS T 7 A )L EEIRENT v T LI
- FI—VHARIE
‘Invalid date and time.” BNHIADIIEBEA VR~ LESEL | T2 | TD L)
JeEEICKRTT D, (BRARRERE
“The certificate has expired. Check if the BMHRESADIEEE A VU R— NUESEL | T2 T3 UL
certificate is valid, or check the date and time - .
on the product.” [cEEICRTT D, (AFREFINE
“Cannot use the Client Certificates that SIR=AY—/\—S[BE 1 D& CARAHUY | 92 I3 UL
include more than three CA certificates.” ;L i e
“PKCS#12 [C 3 DLLED CABERREN'ZEFNT
Wna
"Private key is required.” WERDDEISTABIC D 7 AU o | T2 | 93 L7
BAICERRIT Do
‘Setup failed.” SIRE A ViR — NERBICRRT %o 9% |93 L7
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“Setup failed.” 2 — Z CBFICERR
*Click [Reboot Network] to apply the 2y N —OBiRHICRBUCRICRRT LW | 98 ER)

settings.” Do
“Communication will be shut down
temporarily.”

“The setting may be applied to the
communication after other settings are
changed or the device is restarted.”

KA VR— NI DIBAEDY A A 24Kbyte L EDIBE. FidhAH CTEF Web TSI —DITS—HRRSIND,

10.3.5.2.3.2.3 RYV

Table 10-124 R5 >/

AR
(REDOOE Fv RD—UBIEEERET D, Ry ND—UBEIEEIC kM

Network”

Ry ND—UBEFICRINUCHEIE. BIERN—INERT D, LIeBaDHERT
xv NI —UBEICKBLIEEEIE. BUR—INEET D,
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10.3.5.24 547>/ NEFEEZ [XR] - Confirm for Client certificate

10.3.5.24.1 bkyIR—Y
IPsec/IP 7+ )L U TEREDEIRERTE by IR—=I DI SA T MIFRZOXR TS V7E, T EICK>T UTFDIS
A7 NEIREERERNN—V(BR T D,
RRSNBDIRX—IDFERF"CA BREBEED [Frx] "EBUTHS.

10.3.5.2.4.1.1 FRIEH
Table 10-125 754 7~/ MNIRZE1EHR FRER
EE | Bt

“Client Certificate” 054 7 MIBEDERERTY B.
ASCIl 52K 8192Byte,

“CA Certificate 1" CASIRZ 1 DIEHAEXRTR T D. KIINEEEBGHRTULELV,
ASCIl 52K 8192Bytes

“CA Certificate 2" CASIRE 2 DIEHAERT T D. KIINEEEBGHRTULELV,
ASCIl BxK 8192Byte,

10.3.5.2.4.1.2 HRT~V

Table 10-126 751 77>/ NEEEREIEHR N5~/

“Back”

IPsec SIBAEERTE by INX—V(CEET D
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10.3.5.2.5 CSREBRZUIIAKN) &R
10.3.5.2.5.1 4R by IR—Y

IPsec/IP 7« )L U TEREDEIRRERTE b TIR—ID CSRDERMY V7%, IR TDHIEICEKDT. LITD CSR ERERER—
JNEBRT D,
BRENBDR—IDFZIE"SSL/TLS > EERRZ> CSR 4R "ERIUTH D,

10.3.5.2.5.1.1 A X—IH
EPSON T™M- Series Administrator Logout
Status Network Network Security Product Security Device Management
Protocal ilteri f ; =
C;‘;;‘ﬁcm I IPsec/IP Filtering > Client Cemﬂcaty EQEIE\E
Key Length
Ceortiioate Common Name
. Organization
IPse¢/IP Filtering organizational Uni ‘ ]
=Basic
Client Certificate :C:“‘: L J
IEEE802.1X coﬂu:r;ﬂ\/\”EE : :
»Basic Sender's Email Address [ ]
=Client Ceriificate
/ NN
Figure 10-46 CSRERU I T A b) &R
10.3.5.2.5.1.2 RTEEH

CSR DEMICIFUTDEHRZ 1 —F—(CAHI L THE DMEND D,

Table 10-127 CSR £, R TIER
EHH | B

“Key Length” CSRIEMICAHV D RFRRZRET Do

S&II

MURZ ROy 752V URNTEIRT D,
“RSA 1024bit- SHA-1" / “RSA 2048bit- SHA-256" / “RSA 3072bit - SHA-256" / “EC 256bit- SHA-256" / “RSA
4096bit - SHA-384" / “EC 384bit - SHA-384" / “EC 521bit- SHA-512"

“Common Name” CSRERICALD JEYR—LERET D

TFERAMRY IR TANZTD,

1 XFED E 128 XFUTF

IPv4 FET. IPv6 FETL (TS w b I"CHROERZHE) . ThA MEER. FQDN ERXTAS]
HgE, Ffo. AV~ (0x20) 1F. KEHEAXFEE U THREERZRD, %8R

“Organization” CSRERLICAV DR ZRTET Do

TFAMRY I ZATAIZITD,

0 XFLUE 64 XFLUF

AFIATEEX F (&, US-ASCII(0x20-0x7E) & T Do

ANXFHEWVNBEF ~ ZRTET Do

‘Organizational Unit* CSR{ERICAV B BBBRIERET D
THFEAMRYIRATASZITD,

0 XFLUE 64 XFLUTF

AJTATBEX F (&, US-ASCII(0x20-0x7E) &S B
ANXFFNENEEIE “ ZRET Do
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“Locality” CSR{ERLIC VD TR R ZRET Do
TFAMRY I ZATAIZITD,

0 XFLE 64 XFLUTF

AFIATEEX F (&, US-ASCII(0x20-0x7E) &G Do
AN FIEVNBEF ~ ZRTET Do
“State/Province” CSRERICRAWV D EBENRRINZRTET Do
THFERARYIRXTANIZTD,

0 XFLUE 64 XFLUF

AFIATEEX F (&, US-ASCII(0x20-0x7E) & T Do
ATXFHNEVBEF ~ ZRET Do

“Country” CSR{ERLICAVDERIFEES (150-3166) ZERET Do
FTERMRYIRATANZTD,

0 XFR L 2 XFF

ATIEBEXF (&, US-ASCII(0x20-0x7E) =T B
ANXFFNRENEEIE  ZRET Do

¥ OFEVR—LAVWICHVYOXNFZERUTERASINTRE. ASUBERIFHVY()ICE > TERICHEI SN D,

10.3.5.2.5.1.3 RYV

LAY VRS NCRIC, ADEICREDASNEIS—EULTRY TP v T4V ROZEHT,

Table 10-128 CSR 4EERER—IDREY >/ [CDWT
== | e
“OK” CSREMEEMT D
“Back” IPsec SFBAERERTE b v IR—I (0BT D

Table 10-129CSREM TS —MRy TP v ID 4 R

“Invalid value below.” ATMELS—DES(ICETT B,
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10.3.5.2.5.2 HERIRT

RERY VDHENTZE T, WRESIN—IZRRL, REBRZEZERRIT DN—VITERT D,

10.3.5.2.5.2.1 A X—IH
EPSON T™M- Series Administrator Logout
Status MNetwork Network Security Product Security Device Management
Protecel I IPsec/IP Filtering > Client Certificate
CA Certificate
SSLTLS /
Setup complete.
=Basic
=Certificate
IPseciP Filtering
=Basic
=Client Cerlificate
IEEE&02.1%
=Basic
=Client Cerlificate
Figure 10-47 fHER&BRN—Y
10.3.5.2.5.2.2 REMR

“Setup complete.”

Table 10-130 SR EER
EE |
BINSCERRT Do

Eis)

RIERGR

“Setup failed.”

ESELADBEICERTRT D,
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10.3.5.26 CSR (BRLXUIIXbN) [FovO—K]

IPsec/IP 7« )& UV IEEDIIRERTE by TR—ID CSR [F00O—K PEM)] 5>, HULIFCSR [FD0O— R (DER)]
MEV%ZE, WRTDHIEICKDT. ERFLECGRDY DI O— RO AEETH D,

[F5>0O—RK (PEM)] MY VITRUIREEF. PEM DT 7AIIVERTY D O—RTE. [FDO0—RK (DER)] MYV TFL
feiB&lE. DERD I 7 AINWERTY I O—RTED.

A 0O—REND T 7 A JLDYIHARIE. "EXPORT_CSR_< ZLEES>_< HI7H525" DR, T Do

<BLEES>F. HEDEEESZHHDT,

<BIFSIE. TUVI—[CRESNTLDEARZZSH 51T, £:20181010143021

CSRDA T O—RF&EIF. T52O9TF—(ICLK>TEELD.
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10.3.6 IEEE802.1X
IEEE802.1X ERXTE CI&. IEEE802.1X [CRAT D, BEARTE. SIBAERTENTIRETH D,
KEREDAZ21—TIF. UTFOTUITAZ2—FPR—bET D,

Table 10-131 IEEE802.1X SRED T T X a1 —

“Basic”
“Client Certificate”

10.3.6.1 EX
10.3.6.1.1 EXRE bvIR—I
10.3.6.1.1.1 A X—IHK

LAR(C IEEE802.1X DEARTDHEE A X —I &M,

EPSON T™- Series Administrator Logout
Status Network Network Security Product Security Device Management

| 1EEEB02.1X > Basic

B}
/ HEEH
IEEE&02.1X (Wired LAM) : O Enable ® Disable
i IEEES02. 13 {Wi-Fi) : Disable
»Certificate
Connection Method : Wired LAM
IP=ec/IP Filtering
: EAP Type [EAPTLE ~]
»Basic
User D [ |
»Client Cerfificate
Password - [ |
Confirm Password : [ |
Server ID [ |
=Client Cerificate — —
Certificate Validation : ) Enable (® Disable

Ancnymous Mame [ ]
Encryplion Strength Middle v

y e
e

Figure 10-48 1EEE802.1X EAERTE b TIR—
10.3.6.1.1.2 ERTFIEHE

U TDIEEDHREDEIBECTHD Do

Table 10-132 EREEH

I5H B BMFRG

“|IEEE802.1X (Wired “Enable” / “Disable” i LAN WEEDHEEFETT D,

LAN) BSIFRY VU TER

"IEEE802.1X “Enable” / “Disable" % % Read Only -

(Wi-Fi) WPA2/WPA3-Enterprise SIS FEDHEB #FRR T
%)o

“Connection Method” “Wired LAN” / “Wi-Fi" / “Disable” & 7T Read Only B
WPA2/WPA3-Enterprise X i0HEIED HEE 7RI
B

“EAP Type” Wwi-Fi v TEHEEENS i

“EAP-TLS" / “PEAP-TLS" / “PEAP/MSCHAPV2”
ZROvTTOUXNTER,

Bwi-Fi F v JiEEE
“EAP-TLS” / “EAP-TTLS” /"PEAP-TLS" /
“PEAP/MSCHAPv2”

Z ROy 790U NCTER,
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“User ID”

TFRX MR I Z(T 1 ~128byte DFAXFETA
AEEKR
- ASCIl XF— K 0x20~0x7E

“Password”

THFZ BRI Z(T 1 ~128byte DFAXFTA
7195,
- ASCIl XF 11— K 0x20~0x7E

“EAP Type”D\"PEAP/MSCHAPV2" &K 1 [F"EAP-TTLS"(D
BE. ZEXFANEARTT, . ASIDNE,

Bwi-Fi T TEEEELIS
“EAP Type”"HhV"PEAP/MSCHAPv2"(D & & A FJHJBE,

Bwi-Fi v JiEEE
“EAP Type”DV"PEAP/MSCHAPv2"& fc (&, "EAP-TTLS”
DEEATITIEE,

“Confirm Password”

“Password” & [E)#%k

“Password” & [E]1k

“Server ID”

- TFER MR I R(C 0~128byte DFEAXFETA
719 %,
- ASCIl XF— K 0x20~0x7E

"Certificate Validation”

UTFZEEBIRT DS IA N V7%ZRIT Do
“Enable” / “Disable”

“Anonymous Name”

- TFER MRwW IR (C 0~128byte DFEAXFETA
AEESR
- ASCIl XFJ— K 0x20~0x7E

“EAP Type"H¥"PEAP-TLS" /
“PEAP/MSCHAPV2"/"EAP-TTLS"(D & & (C A SJTTBE,

“Encryption Strength” | upjigdie” / “High"% RO w 74> U 2 S TEIR
10.3.6.1.1.3 RY~
Table 10-133 R~/
AE | 5459 | BRE
“Next” ASTEAR—INERT D, BHR LAN SRR DHRTT Do
“Wi-Fi Setup” WPA2/WPA3-Enterprise |C &2 SR EEFEREZRIMAT DIc | WPA2/WPA3-Enterprise S fEEIED H3

IC. SSIDIERR—=IV(CEBK T Do

T Do

MY VHHENTZRIC, ATMEICRDOBBNEU T Z2RRIT D IS — Ry TP vIT D4V ROZHT,

“Invalid value below.”

Table10-134 TS5—RwvIP v

B |

I Do

THFEAMRY IANDANENEESBEICERRT . BRFANEDIER
REEELRTD NIRRT D, BRFIRENENDHEEF 117IC1IREX

ELig

“Passwords you entered do not match.”

J\RD— R E)RD— ROFESRD A UTZED —H UIFWEEICERTR T Do
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10.3.6.1.2 SSID IEHENR—I

AR LAN SRE NS VI TRICK D SSID IRRNR—VICEB T Do SSID FEN—IFUTDKRD(C1ED . "BHDRENEH R D
T DOVIIERRIC sSID RN T UTehZ2iZR L. 58T U TV DIEEFRIREREN—INER L. K5t T DHEI(S SSID £R
EN—INBE L. BRICKMUCHEIIRE/RRON—I(TEE T D,

10.3.6.1.2.1 A X—IK
EPSON T™™- Series Administrator Logout
Status Network Network Security Product Security Device Management
Prooce | 1EEE802.1X > Basic
CA Certificate
SSLTLS

»Basic
»Cerificate

»Basic

=Client Ceriificate

»Basic “ -
»Client Ceriificate ﬁ Ny

Refresh

Figure 10-49 SSID FHRNR—Y

10.3.6.1.2.2 RF~

Table 10-135 R5 >/

“Refresh” RYVETICED SSID ERN5ET U TV EES FEHERENR— %, K52 T DIEAE SSID T3
—INBET D,

10.3.6.1.3 FRIRFETER—Y

SSID FERR—=I KD "BRIDIREANFTH RS VDT, HDVIFTEHRFIRRGERRESRC KD SSID DIERNT 7 Ufel= T, &
IRERER—V(CBET Do BFRER—IVIELUTDKLDICHED. SIARYVICT, HFEERSNESSID. HDWVIEFENERED SSID D
DO SERET D SSID ZRIRT D,

10.3.6.1.3.1 A X—IK
EPSON T™- Series Administrator Logout
Status Network Network Security Product Security Device Management -
. . / SSID UR b
Protocel I IEEE802.1X > Basic
CA Certificate
SSLTLS
sBasic ‘ 551D Communication Mode ESiB"aI | Security Level |
Certific: £ o
sSID UR NEFIRS >

®Enter SSID |

=Client Ceriificate
IEEEE02.1X

ri::n:t Certificate SSID %Eij-])\jj

7 Re >
[ wox W Back |

Figure 10-50 fEHRERE/RX— - Wi-Fi Settings Page
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10.3.6.1.3.2 SSIDU X |

SSID UA RD\BERTET 2 SSID 72 EIRT Do SSID U A MMFLATDXR D ICHEM N, EFBEDBVIEIC, EFaUT 4 —REDH
WPA2/WPA3-Enterprise (D SSID Z&A 10 X CHRR I Do

Table 10-136 SSID U X

EE | S48A | S
“SSID” SSID BEKRTY Do ]
“Communication Mode” BEHEERRY o RS NDNFF
[&"Infrastructure” Cdp 5.
“Signal Strength” BRREERRT Do RNSNDXFII Wi-Fi F v TEEEEDHEREND,

“Excellent” / “Good" / “Fair” / “No Good” /
“Unknown”"Cd B,

Security Level” TFIUT A —OFREERT B RRSND
XF5(F"WPA2/WPA3-Enterprise” Cdp Do

10.3.6.1.3.3 SSID FFAN
FEIAAUZSSID [T T DREEIT Do

Table 10-137 SSID FEIAH

“Enter SSID” SSID FEAAADTFR MR I 2 EHFD. ASNTREZIE. 1~32 XFPOHE T, FAEEH

T, ¥ALS (ASCll J— RTId 0x20-0x7E DEE) TdHdo

10.3.6.1.3.4 SSID UX RNEFRY >
SSID UX NEEH T DICHDNY V7%ZRIT Do

Table 10-138 SSID U X REEFIRE >/

“Refresh SSID List” RV ERTT DT ET SSID FRR—INBET B

10.3.6.1.3.5 MY~

BREREN—Y CTANSNIETHERR LAN REZEDD. HDWFRIEZRITcHDRY U 7ZHRIT Do,

Table 10-139 RY >/

EE B
“Next” FHERTEN— I T AN SINET WPA2/WPA3-Enterprise SZEFED DIZODIRY Vo R VB FCHRE
[FRENT. AHERR—INBET B,
“Back’ DTN — T AN S BEERE L. IEEE802.1X BARE kv IR—INER T BIDDIRS Vo

RERY VDR ENCRIC, ANMEICERD BB NEUTZRRI D IS — Ry TP v T 4V ROZHT,

Table 10-140 T>—Rwv 7P v

“Invalid value below.” SSID DANENBREFIEECEKTRT D, BREFANBEDEERZELLZZRD NIRRT Do
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10.3.6.1.4 ASJFESRNR—Y

BARE by IN—I, BREBEEN—I T RNRY VOB FESNCD. ANSNICREEZRR T DIcHDASTMERN—I (B
BID,

10.3.6.1.4.1 A A=Y
EPSON T™- Series Administrator Logout
Slaius Metwork Network Security Product Security Device Management
protecs | 'EEEB02.1X > Basic
CA Certificate .
B3LTLS Confirm the following settings. / Ajj |ﬁ $E
»Basic sSsID aaa
sCertificate ‘Communication Mode - Infrastructure
Security Level WPAZWPA3-Enferprise
IEEES02.1X (Wired LAN) : Disable
EAP Type EAPTLS
UserID - EEE)
gl c Server ID :
=Client Certificats Cerfificate Validation Disable
Encryption Strength Middle
‘Communication will be shut dowin temperarily fo enable the new settings
*fou cannot access the network impyeter==fe L ) - .
Depending on the changes, yuﬁml be able to connect fo Web Config. /—R g \/
Kl 3
=

Figure 10-51 ANFERN—Y

10.3.6.1.4.2 AS1ELR

ATMERISASIERR—INDBED, EEE802.1X BAGKTE b IN—IDSBR UMD EIREREN—IDSBRUCHICEKD
KRNI BDEEANELD. UTFICEBRCRRI DIEEZRT,

Table 10-141 BRICLDERTERDEWN

“Server ID”

“Anonymous Name”

BEAXRRTE by IR—IHhS5DER RIRBREN—I D SDER
“SSID” X O
“Communication Mode” X O
“Security Level” X O
“IEEE802.1X(Wired LAN)” O O
“EAP Type” O O
“User ID” O O
“Password” O O
O O
O O
O O

“Encryption Strength”
O &Fm. X IERR

IEEE802.1X EAERTE v INR—I THEMITIE > CVIEBIFASTHESRN—I TIEERRUIFL),
Fle. XRIBEEHDO L NI FDOXEZEH T D,

Table 10-142 F{EAX

= | gieg | ERRE

“Confirm the following settings.” EROYE(CEE. BEEEEERL. BiD~— | -
JTHRESNIMEZRRT Do

Commurication wil be vt down temporarly o | g FIREDR T8I S0 AR AT T B |-
“You cannot access the network immediately after
the settings are changed.”
“Depending on the changes, you may not be able
to connect to Web Config.”

138



<LCD DIFVREDG &>

“If connection is lost unintentionally, initialize the
network settings on the product's control panel.
And then configure it again.”

<LCD & O DR@mDIFE>

“If connection is lost unintentionally, disable
IEEE802.1X on the product's control panel. And
then configure it again.”

REEE DR MBICAELDERNZRTRI Do BARE by IN—=IDH
SDBBRDH KT

10.3.6.1.43 MY~

KRUIECREZIT OIcHDMY 2 7Z2R1T Do

RENT VR T T D ETREBRN—IZERTT Do

Table 10-143 R5 >/

= | B
“Apply” AHERNR—I TERUCECREET S DDRY >V EE T D, RYVERTIT DT & CREERNR—Y
~NBET B,
“Back’ EASE ~yIR—INSANERR— VOB U CEEAREARDE hy IR—IC, FRETER—
IS AHERR—IIBE L CE A ERETER—V(CRDIEDDRY >,

10.3.6.1.5 ERER/BERER—Y

“Apply" RS V7T ERERN—IDRTRSND,

10.3.6.1.5.1 A XA—IHK

REMEICRRENDR—Y ERERBFICRRSNAON—IZLU TR,

EPSON T™- Series Administrator Logaut
Status Network Network Segurity Product Security Devics Management
Fretoee I IEEE802.1X > Basic
CA Certificate
ssuT Shating doun -

Restarting communication may take
ant to change the setings,

atew minutes
1 you want 1o chang: gs, ciose the We!

sClient Certificate

10.3.6.1.5.2 REER

IRE

“Shutting down.”

“Restarting communication may take a few minutes.” . .
“If you want to change the settings, close the Web Config and check your IP address. Then enter D=0 T—MDRET D, )
your IP address in the browser to restart the Web Config.”

RERGR

b Ganfig and check your IP address. Then enter your |P address in the browser (o restart the Web Config

Figure 10-52 ERER/ER—Y

Table 10-144 HERR
| S48
MINDBEICERT Do (R b

“Setup failed.”

KBDHEICRTT Do
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10.3.6.2 U547 MNIRERTE
10.3.6.21 b~y IR—=Y

IEEE802.1X ERTEMEIRAEERTE v I R—IFLA TR T,

EPSON TM-! Series Administrator Logout
Status Network Network Security Praduct Security Device Management
Protocol " .
> =
poees | IEEE802.1X > Client Certificate / =HEAST
SSLILE: On the following page, make setiings on the CA certiicate to verify peer certificates.
»Basic -CA Certificate
sCertificate —Client Certificate
1E.ae|::1f:menng m ' 7'-\ 9 DV
»Client Certificate CSR
IEEER02.1X
aGilent Ceraficaie
. = ~ = i o Y
Figure 10-53 U 54 772 NERAERRE by TIR—Y
10.3.6.2.1.1 E{FAX

Table 10-145 ~w IR—3 FHEAY

“On the following page, make settings on the CA certificate to verify peer certificates.” EhveZil
“-CA Certificate”

10.3.6.2.1.2 JEF—TEIRE
EDBRED OARKEBENSIRAZ Z IE—d dh\Z RO IOV U X N CTEIRTED,

10-146 I —mEIRE

EE | B4 | BRM
“Copy From” LTF% ROy I9IV IR NTRRY %, “Copy From”ld, LIRX—=2T1
“Certificate for SSL/TLS” / “Certificate for IPsec” / “Certificate for S/MIME” OTHISA T NIEEA A

“Certificate for SSL/TLS"[& SSL/TLS DEIBRENR—ITO T4 77>/ MBS
DA ViR— hENTVBDIBEDHERTREN D,

“Certificate for IPsec”(& IPsec DEEBAENR—I T US4 77 MEEBEED 1
R—hENTVBDBEEDHFERRIND,

“Certificate for S/MIME”[& S/MIME DFIBEER—ITOSA T ~
B A ViR— FENTVDBEDHFERREIND,

V= hENTVDHEICERR
NB.
* SSL/TLS DEFEAEN—Y
- - IPsec DEEBAEN—Y
LEAE - "S/MIME FIEERRE"

ol
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10.3.6.2.1.3 MY

by TINR—=ITERRITDMYVICDODWVWTERAT Do,

Table 10-147 My IR—IDRYV/[CDNT
5 >/12) B

B
547 MEEREDA 2 iR— bDEREN

“Client Certificate” “Impor”
—JBETD
“Confirm” IS4 T NIBIZDIERERR—JIIB | 54 T NEEEHA
A Vik— MK
“Delete” R T7 v IERE. A ViR—NEFDIS | 754 T NIBEHA
A7 NEREEHIRT D Vik— NEBS, DD, KfE
AR
“Copy” HHEE T A Vi — NEHODIIBAER ROw | “Copy" R (&, LIF<_—
TFIIUUZ R SBIRL, AMEEANTE— | IT1DOTHISAT Y
CER NEFBRZE D A R— hes
KMEBET US4 T NIBEERECA ViR | NTLREBEICERSN
—hENTLBEAR. BERY TP vIY | B
1Y ROPBRREIND. - SSL/TLS (DEEREENR—
FHEBETH S 4 T NEFBRE DA >/ — - IPsec DEFRER—
RDEAF. BRR—INBEET D,
“CSR” “Generate” CSR DEMT B IcHDBTHEEICSER T D
“Download (PEM)” £/ UTE CSREPEMFER TY V00— RT D | CSR hAERSHES
“Download (DER)” 4R UTe CSREDERFER TV O— RT3 | CSR DAERLERS
10.3.6.2.2 ERFRNR—Y
OE—IRG VMBS NIB T, BERRERTITDN—IITERT B,
10.3.6.2.2.1 A X—IHK
EPSON TV Series
I IEEE802.1X > Client Certificate
\
R

IEEER02.1X
+Basic

10.3.6.2.2.2 HERIRTR

I5H

“Setup complete.”

Figure 10-54 #ERFRR—Y

Table 10-148 fEREZT

| 53

FEETHEVEIAEA VR— bIIDHBEICKRTT D,

“Setup failed.”

KBDHEICRTT D
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10.3.6.23 JISA 7 NIAE [4ViRk— K]

10.3.6.2.3.1 A VR—bhyIXR—Y

IEEE802.1X 5REDFEIAZRTE b IX—=I DI SA 72 MEAEDA ViRk— MR V7ZE, #HRTHIEICKDT UFDISA4 7

> NEBE A U ii— NRER—VICEE T B,

KNENDN—IDFERKIE IPsec/IP T4 LIV T > T5A4T7 2 MEEAE AV R—bK] "B UTH D,

10.3.6.2.3.1.1 HEIEH

AV IR—bhyIR=ITEF, LFORENTIRETH Do
Table 10-149 7 54 77 NEEEAEA /N — ~ REIRB

EUESE

“Client Certificate”

AVR—bTBISATY MEIRE T 7 AV ZIEECED. T+

AT D, ASCI XFI— K (0x20-0x7E)
0 MNFLUE 48 XFLUT
AN UEXFE, " TCIYRIUTERT Do

W —BBRY Y TAHNT B
File Format A VR— NS BY—\—SERED T 7 A JLERE ROy T8
VU NTEIRY 5.
“Certificate (PEM/DER)" / “Certificate with Private Key (PKCS#12)"
“Private Key” A VR— T BY—/\—SIRE(CEHT DWERE T 7 M ILDMEE | T7AILER
TEDo 7HIWY—BBINT 2V TATIT Do H¥"Certificate (PEM/DER)”
T RIRE NI
“Password” WERERES(LTBIEOHD/I A TLU—ZEFFANRYIAT | -T7AIUFER

PV Certificate with Private
Key (PKCS#12)" 7% 4R <~
Nk

“CA Certificate 1”

B — I\ —FIBAEZFIT UIcHBEDRIRE Z 1 ViR— g dfcsd | T7AILFER
[CTPAINZRET Do THIST—SRIRNYVTAIIT D, Hi"Certificate (PEM/DER)”
ZBIRE NI
“CA Certificate 2" “CA Certificate 1"Z 51T USTHBADEIRAZ 21 ~IR— B fcsd | T7AILTER
[CTOFPAINZERBET D, THILI—BRINFVTAIIT D, Hi"Certificate (PEM/DER)”
IR NICHS
10.3.6.2.3.1.2 EHEAX

Table 10-150 75 7~/ MEAEEHR SHEANX

“Note: It is recommended to communicate via HTTPS for importing a certificate.”

BEEX T

10.3.6.2.3.1.3 RV
A VIR—R—ITHRRUICBETREZITDICHDMY U ZEIT D,
Table 10-151 7541 7~ NEBREA ViR— b M5~
EE | 98
oK A VR— hEEREYD Do
“OK'IRNE RS NICRIC, FHICK > TTEEDEEZIT D,

7yvIO4V RDOZET,

BID,

o ANBICRODPHNEIS—EULTRY T v IOV ROZEHT,
o  ANBICERODPEL. DORIIEIREN A ViR— hESNTVBHEIE. BEEELTRY T

o  ANEICERDNIEL DDFREN A ViR— FENTULEVREEE. BRERN—INE

IR

“Back” IEEE802.1X SERREERTE b v INR—V(TBR T D
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10.3.6.2.3.2 IS—RyIPvIT4VRD

"OK' RS VTR, ANEICRDDDDEZBHT DIcHDITS—Ry TV v ITERTT Do
KNSNBDR—IDERKF IPsec/lP T IV UV T > 547 MEEAE [V R— K] "EBUTH 5.

10.3.6.2.3.2.1 HESRAvVE—Y

Table10-152 TS —Ry TP v IOV R

EE | B8
“Select a Client Certificate.” US54 T NIHBO ZBFANDBEICRTT Bo
"CA Certificate 11is not entered.” CA SEBAE 1 DRASIT. CA SHAE 2 DHANENTVBBAICE
GERE
“Invalid value below.” AHBEIS—DEBEEICETT D
103.6.2.3.2.2 RYV

OK R VDX EFE TS DT —DRRMERICRE D,

Table10-153 TS—RY 7P v IOV RD R

“OK" LU=y IR—I(CBET B

10.3.6.2.3.3 BWERVIPwvITsVRD

RIERY R REIC, FSAENBLCA VR — NEGHDEZBH T DIHDITS—RY T7 vy TZERRT Do
KRSNBDR—IDERKF IPsec/lP T4 ILIUV T > G547 MEERE [V R— K] "EBUTH S,

10.3.6.2.3.3.1 FERAXAwvt—I

Table 10-154 5Ky P v IO 4 RD

“The certificate will be overwritten.” AHIBIZEROHEL . DDOBECIIRZEN A Vik— RSN TLDE

“Communication will be shut down temporarily.”

BICRTT Do

10.3.6.2.3.3.2 RV

OKR% >/, Cancel RY VDN EFE TS OY—DRTEREITHED,
Table 10-155 BE7 v IO 4V R Ky

BEE ‘ A
“OK” SRS D LEEZEMT D,
ERN—INEKT D,
“Cancel” AVUIR— Y IR—I(BIETD

143



10.3.6.2.3.4 ERHBR-NR—Y

REFCIE OK MY VOIS NCE T, REBRZRRI dN—IJITERT Do
RRSNBDR—IDERKF Psec/lP T ILFUVT > 547 MEEAE [4 2V R— K] "EBUTH %,

10.3.6.2.3.4.1 EREFT

Table 10-156 7 54 7~/ <K ERKRR

BEERY | Ry hD—
IrvT | JBERR

noBg® | JVHEHTR

B
“Setup complete.” SRE A VR— MEDDBEICRTY | 95 UL | L
Do
,hutting down.” FEEREA VR MRIOBAICK | LB I3 I
Restarting communication may take a few — y N
minutes.” TI D, (RY NI—=UUT—EDRET
“If you want to change the settings, close the 2. )
Web Config and check your IP address. Then °
enter your IP address in the browser to
restart the Web Config.”
Invalid password.” JXRAD— RO REDBEICETRT Do £ L) LWL
‘Invalid file.” LTOBAICERT 3. EES EES L
- SEAEDRIE
-J 7 A )VFERD X509 LT TR
-5K DAL 24K KDY A XA —)\—D
SEEREZ AV IR— b LR D& L)
- BT 7 A )V EEIRENT v F UK
W
- FI—VHARIE
Invalid date and time.” BEHPEADIIRBE A VK-~ LELS | T EES) L7
EURREEICRTT D, (BFFFRETER
£8)
“The certificate has expired. Check if the YEEANDEIBREE A VR—RLES | 92 T2 UL
certificate is valid, or check the date and ” e e
time on the product.” EUfEEEICERTRT D, (BRERERK
“Cannot use the Client Certificates that SIRRZ A —)\—S[AE 1 D& CAEA T3 I3 UL
include more than three CA certificates.” pUAmE e
T4 —)\—
- PKCS#12 [C 3 DRLED CAFIRAEN'S
FNTVD
"Private key is required.” WBRDUESIIREIC D 7 A ILDED | 95 I3 LAY
DIBEICETT Do
“Setup failed.” B A VR— MABBICRTT 5. | 95 3% LL)
“Setup failed.” 2 _ - —B5(CET
*Click [Reboot Network] to apply the v bI—=UBEHCRBUIERICERTR | LEW ERS) ERS)
settings.” ERSH
“Communication will be shut down
temporarily.”
“The setting may be applied to the
communication after other settings are
changed or the device is restarted.”

MA 2 IN— NI DIBABD Y A XH' 24Kbyte LU EDHZE. FidHAH TET Web TSI —DIS—HERRSND,
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10.3.6.2.3.4.2 TRY

Table 10-157 ;RY >/

e 3o
migm 2w ND— BB EERET D, *w ND—o EieECk
Fw NDO— O BERENCHIN UIciRalE. MINERER—INEBT D, B LI A DHER

Ry ND—UBEFHICKEUIEBEIE. BUNR—INEET D,

10.3.6.24 U547 NEIAE [&RR]

I[EEE802.1X ERTEMDFIRAZERTE b IR—=I DI S A 7 MMIBAEDRTRY V%, HTIITDHEICKDT, LUTDIS 477 ME
BAZEHRERRN—V (BRI D,

FRINBDR—IDFERF"CA BRZIIAED [F~] "ERIUTHS,

10.3.6.2.4.1 FHRIEH

Table 10-158 754 7~/ MNIEEER FXRIER
== | e

“Client Certificate” 5547 NIBFEBDEREERTT B.

ASCIl XK 8192Byte

“CA Certificate 1" CASIBEZE 1 DIEHRERTRT Do KIFNIFBEEBGAZRR UKL,
ASCIl XK 8192Bytes

“CA Certificate 2” CASIBEE 2 DIEHETNT Do HIFNFEEBFRRLEL,
ASCIl ExK 8192Byte.

10.3.6.2.42 MY

Table 10-159 U 54 77 NEEEREIBR N5~/

“Back”

IEEE802.1X FERAEERTE v INR—J(EBH T D

10.3.6.2.5 547> NEIBAZ THIBR]
10.3.6.2.5.1 EBERYIFPv IOV RD

IEEEB02.1X SREDFLAAERTE by TX—IDI S A 7~ MIREDHRM Y V ZH T T D EICK DT, £2CDA VIR— NEHD
SA 7 NEIREZHIFRT Do
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10.3.6.2.5.2 ERHBRNR—Y

OK R VOIS NIRRT, REBRZERTI dN—J (BB T D,

10.3.6.2.5.2.1 A X—IH

I IEEE802.1X > Client Certificate

Setp complete

AN
BRI
Figure 10-55 f&RFTRN—I
10.3.6.2.5.2.2 {ERERR
Table 10-160 #{ERFR
== | i
“Setup complete.” SFRRZDBIRRICHIN LIRS ICERR T Do
“Setup failed.” SEBAE YRR IC KB UITIBAICERRT B,

10.3.6.26 J5A 7 NEIBAE [LEFOE—]

10.3.6.2.6.1 EBERYIFPvITIOsVRD

AERAE by IR—IDOE—IRY VN UTc EEIC, THEBETO S+ 772 MERBZEECA 2V iR— MEHES(E. LIFDOESR

W7 TERTG Do
KRSNDORN—IDERIF'CA BRIRE [ VK—h] "EAUTHD.

10.3.6.2.6.1.1 FERAwt—I

Table 10-161 E5RY T 7 v I D4V R

“The certificate will be overwritten.”
“Communication will be shut down temporarily.”

BECRERRE DA VR— hENTVBHBEICERRT Do
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10.3.6.2.6.1.2 TRY~

OKRF /. Cancel NY VDXEIFET SO —DRRARKRICHE D

Table 10-162 EERY TPV ITII4 TV RD RV

EE SHBR
“OK’ SHAEQD BT I —EEET .
BERER—INEKRT D,
“Cancel” AVR—b by IR=ITEBHETD
10.3.6.2.6.2 fEREFRTNR—Y

OK R VHMRENIZR T, REBRZEZRTI dN—I (BT D,
KRSNBDR—IDERKF IPsec/lP T4 ILF UV T > 547 MEERE [EEEIE—] "CEAUTHD.

10.3.6.2.6.2.1 {EREFT

Table 10-163 fEREXT
EE5RYTI7 | BEXRRD

v Ih 5E®K S’

,ohutting down.” , FEFHEIC-RYOBE | D EES)

“Restarting communication may take a few minutes.” o .

“If you want to change the settings, close the Web Config and [CRTTD. (RY bIT—=TUT

check your IP address. Then enter your IP address in the browser | _ _ ~t

to restart the Web Config.” MIFEET e )

“Setup failed.” FEFIFBIC—(CEMULE | I5 9%
BCRRT Do

10.3.6.2.7 CSREBRUI I KN) 4R

10.3.6.2.7.1 £ v IR—Y

IEEE802.1X ERTEMEIBAZERTE I IR—ID CSRDEMRY VB T T DI EICK DT LUTD CSREMBRER—VI(HBE T D,
RRINBDR—IDERF"SSL/TLS > FIBHES CSR [£ERL] "CBUTH D,

10.3.6.2.7.1.1 H{RTEH

CSR DEMICIFUTDIEHRZ 1 —F—(CAH L THE DMEND D,

Table 10-164 CSR &% SRFIER

== | i
"Key Length” CSRYERYICAV D ABIREZRTET Do
UTFzE ROy IIO VU NTERT D,
“RSA 1024bit - SHA-1” / “RSA 2048bit - SHA-256" / “RSA 3072bit - SHA-256" / “EC 256bit - SHA-256" / “RSA
4096bit - SHA-384" / “EC 384bit - SHA-384" / “EC 521bit - SHA-512"
“Common Name” CSRERICAWVD JEYR—LBEHRET Do
TFEAMRY I RATASZITD,
1 XFELE 128 XFLUIF
IPva FER. IPve FETX (TS w M ""CROERNZHTE) . mA MEEX. FQDN EXLTAAA
BB, Ffc. AUY (0x20) &, FIHAXFE U TCHEFEKZR D, %88
“Organization” CSR {ERLIC ALV B HRIER A RET Do
THFANRY I RATASIZITD,
0 XFLIE 64 XFELUF
ATTHJBEXF &, US-ASCII(0x20-0x7E) & T Do
ANXFFNRENGEIE ~ ZRED Do
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“Organizational Unit” CSRERICRWVDERBRFZERET o
THFERARYIRXTANIZTD,

0 XFLE 64 XFLUT

AFIATEEX F (&, US-ASCII(0x20-0x7E) & T Do
ATIXFIEWNES(E ~ ZFRET Do
“Locality” CSRERICAVD BN ZMERES 5.
THFERARYIRXTANIZTD,

0 XFLUE 64 XFLUF

AFIATEEX F (&, US-ASCII(0x20-0x7E) & T Do
ATIXFIEWNES(E ~ ZRET Do
“State/Province” CSRERICRAWV D EBENRRINZRTET Do
TFEANRY I ATASIZIT D,

0 XFLUE 64 XFLUF

ATIEBEXF (&, US-ASCII(0x20-0x7E) & T Do
ANXFIEVGEEF ~ ZRET Do
“Country” CSRIERKICAWLSERIEES (1S0-3166) ZERET Bo
TFEANRY I ATASIZIT D,

0 XFUULE 2 XFUT

ATTHBEXF (&, US-ASCII(0x20-0x7E) =T D
ANXFIEVEEF ~ ZRET Do

¥ OFEVR—LAVWICHAVYONFZERUTCERASINTRE. ASUBERIFHVY)ICE > TERICHEI SN D,

10.3.6.2.7.1.2 h&F~

Table 10-165 CSR &EFHREN—I DRI /ICDWVT
B SRR
“OK” CSRAEMZEEMET D
“Back” SSL/TLS SFBREERTE b IN—I(CBRIT D

SRS VRS NEBRIC, ADEBICEDASNETIS—EULTRY TP v T4V ROZEHT,

Table 10-166 CSRER T S— Ry ITF7 v IO 4 RD

“Invalid value below.” APBELS—DESICETT B,

10.3.6.2.7.1.3 EREFTR

RERYVDRSNICE T, BERESIN—IZHRRL, REBRZEZERRIT DN—V(TEET D,

Table 10-167 CSR £, RTHER

=] | Bl
“Setup complete.” WINESICRRT Do
“Setup failed.” FEEMSDIBESICERRT .
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10.3.6.28 CSR (BZLUIIXRbN) [FovO—R]

IEEE802.1X FREMDEIAZRTE b I R—IMD CSR [F 00— K (PEM)] RF . HULIFCSR [FDO— K (DER)] R V7%,
HRIDTEICKDT. ERUIE CSRDY D O— RO AIEETH Do

[F5>0O—FK (PEM)] MY VTR UCBEF. PEM DT 7AI)VERTY D O—RTE. [FDU2O—K (DER)] MY VETL
eB&EF. DERD T 7AIERTY O O—RTED,

A 0O—REND T 7 A )LDYIEARIE. "EXPORT_CSR_< ZLEES>_< HITH4" DT, CH Do

<BEES>E. HROHEESZHS5DT,

<A E. TU VI —CRESNTLDHEMEZIZH 51T, $51:20181010143021

CSRDA T O—RF&EIF. T59F—(ICK>TENLD.
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104 A{FtzF+a1YUF 1 — -Product Security
10.4.1 /XX — RIES1E - Password Encryption

10.4.1.1 b~y IR—Y

S
10.4.1.1.1 AX—IH
EPSON TM- Series Administrator Logout
Status Network Network Security Product Security Device Management
Password Encryption -
Chance Adminitrator B . Password Encryption
hange Administrator Passwor Ea—
: / HEIEE
Password Encryption OoN  ®oFfF
/7 M~

Figure 10-56 /\A U — RIES1L

10.4.1.1.2 REEE

RISV T Dz 7 DEREEEICDWCEE T D,
Table10-168 V7 b T PHRTIEE

| Bz
“Password Encryption” DTFEBRT DS IARYVEHITD, | VI NI T PES(EOERETDIE
“ON" / “OFF" TG D,
“Password Encryption” BESNTVBLUTDEEYFITRET | TPM BES{LOMIETOHETRT Do
92,
“ON” / “OFF”

10.4.1.1.3 RF >

REREDATMEZRIRT DIcHDING 2/ 7Z25%1F Do

Table 10-169 "> >/

“OK"

MY VTG D ETHRRETDN—INERT | VI NI I TVESEOEETDHERTRT Do
Do

10.4.1.1.4 SRS rOd

Table 10-170 525 4 7 O5

“Restart the printer to apply the password encryption OK'TRY VDR RS NEIEA LR RS D
setting. o

If you turn the power off while restart is in progress, data
may be damaged and the printer settings are restored to
defaults.”
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10.4.1.2 ERRTFNR—Y

RERY VDHRENTZE T,

10.4.1.2.1

EPSON T™-

RERRERRT DN—I(EBBT D,
A AXA—=IH
Series

Administrator Logout

Status Network

Password Encryption

Network Security

Change Administrator Password

Product Security Device Management

I Password Encryption

"

Setup complate.

10.4.1.2.2

T8H
“Setup complete.”

RERR

Figure 10-57 f&R&ZmN

Table 10-171 {ERE T
SEH
SREMRINIFICERTRT Do

RIERER

“Setup failed.”

REICKH U EEICKRRT Do
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1042 BEEH/\AD—RZEHE

BEE) (XD — R EETCE. EEET— NILELEREE)(RT— 2R EITDIENTED,

- Change Administrator Password

CCTRESNCIEBR., BEEOJTA VEICERSINS,

10.4.21 Ry IR—Y

10.4.2.1.1 A X—IK

EPSON TM- Series Administrator Logout

Status. Network Network Security

Password Encryption

Change Administrator Password

Product Security Device Management

I Change Administrator Password

/

Current password [

New Password - Enter between 0 and 20 characters

Confirm New Password : [

Note: It is recommended to communicate via HTTPS for entering an administrator password

“ Restore Default Settings

10.4.2.1.2 RFEEH

Figure 10-58 BEE/( XDV — NEE

FICEEE/(RD— FEEDIRBICDWCEE T Do

IS

“Current password”

Table 10-172 BEE/\AD— REE REEH
| S8

RERESNCVLSEBEE/ (XD — 7z

AT BDIEHDTFRABRY TR,

My~

“New Password”

FUSERET D/I\RT—REANT D

HDTFARRY T X,

ASCIl XF 11— R (0x20-0x7E) (FE¥FEC
2) 1~20XF,

frerzl. JNRO—RRUY—K UT/(R

D— ROBAIFHREICKKT Do

“Enter between %d and 20 characters.”

FUWZAD—ROASIBETFARY
DA LEEIC, T"iRY Do
® |S015408 DHXI L kiE
® T(DfthikiE
“1~20 XF”

“Confirm New Password”

ASCIl XF 11— R (0x20-0x7E) (FE¥FEC
) 1~20XF
FLWIRD—RrEFUBHDZEASSE
BIEHDTFARRY T R,

“Note: It is recommended to communicate via ava==ill
HTTPS for entering an administrator password. * BIESFS
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10.4.21.3 RV

BEE)(RO—FEFEEDAINEZRIRT DIcHDRY 2 7ZRIT D,

Table 10-173 BEE/\ATJ— REERT
| B
“OK” R—IBTBICRY >V %B(T 5.
“Restore Default Settings” BABDOREICRUETN 2" OSSRy | &EE) (X D— ROMEBER A
T7 v IEERRL.OKRY VERTREN | o TV METOHERRT B,

5. BEMEBARIHREICRT. £
VEIVRI VEBRTSINES, BERY T
7w IDERRENT DHTHD LEL,

RENY VRS NRIC, ADEICEDASNEIS—EULTRY TP v T4V ROZEHT,

Table 10-174 T5—Rw 7 v 7
B | £40H

‘Invalid value below. ADENfe A—T—Z0) (R D— ROAHFERHEES T
WBDIHBAIC JavaScript DRy TP v T 4 RO THRRG
%)o
“Password and confirm password do not match.” AHENEF LWL T— ReE HULXT— R (FE=R)
P—EUEUVEAEIC JavaScript DRy T 7w T4 2 R
THRRI Do

104.2.2 HEEREFRR
BRERTVDHINE T, BREBRERTITDR—V(LBET D,

10.4.2.2.1 A X—IK

EPSON TM- Series Administrator Logout

Status Network Network Security Product Security Device Management

Password Encryption

I Change Administrator Password

Change Administrator Password

RTERER

Setup complets

Figure 10-59 1 X—I[K|

10.4.2.2.2 TR

Table 10-175 &R

“Setup complete.” FRICHENET UBaICERT .

fERE & BENICN—YZU0— MU RBBERON—IZKRTI Do
TORENEEEO T4 VIRECHONEEEEO I VIREZHT L. &
BE) (XD — FREBERE CTHNIEEEEDO T 4 TIREICTED,
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“Failed to make the settings.”
“The password you entered is incorrect.”

AFENE) AT — PO HBICRESN TV EEE/ (RT— FE—H

LD o feiBaICRR T d.
AR—IDIRTCDERENT F—ICRIRENTIED,

“The password does not meet the password policy
requirements. Check the requirements.”

JIRD—=RRUY—ERICKD. REICKHMUCHEICERRT Do

“Setup failed.”

LA DERERBEICRTRT Do
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10.5

10.5.1

A=)

A AE.

FINA AEE - Device Management

BENDI Y AR— A iR— b -Exportand Import Setting Value

DITYRAR—bAVIR—bDR=ITIF, FFHHREDREREZ T 7 A JVICEETHT LI AR— b FliEREZ T 7 A L 7ZH

FHANTIT DA VR— MO EIRECH Do ANR—ITIE. UTFDOYTXZ21—ZYR— b3 D,

Table 10-176 LU XAR— A VR— DB ITXZa2—

"Export”

HIAXAZa—

“Import”

10.5.1.1

“All"

I AR—bMAVR—bAFIU—

TORR—=b AVR—hCOMNKRIERF. EHOREEREZHT IU—EWVDIBUTIREDZEHDDHFNSERT Do

AT IU—EZTICEFNBDREEBIFUTOLDICED. AT IU—DFRICEY TATIU—Z2Z30HONREHD . HOAHTIU
—7ZERTDHETTHT IU—F2TEREND,

Table 10-177 U AR— bAViR— AT IU—

AHFIdU—

| P
RER2TONT IU—HRIREN B,

“Network”

DY T HT IU—2THERSND,

“Basic”

TEDOTTHT IV —2THEIREND,

“Settings except below”

XZa1—CHBDRY NI—IBEANT/RELED. U, LIFDREZRR <,

“Device Name”

Ry NI—OBAKEREICHDT )\ A ARDREED,

“Location”

v ND—OBARREICHDOT—Y 3 VHWRETE D,

“Obtain IP Address, IP Address,
Subnet Mask, and Default
Gateway”

2w NT—OBAREEICHD TCPAPERE. IP 7 RUR, IRV MR U, TTOF
VT =D T ADRRELD,

“IPv6 Address and IPv6 Address
Default Gateway”

Y hNI—=OBARREICHD IPv6 7 FLUR, IPv6 T4 )V MTF— b TAHRRE
138,

Wi-Fi” AT 1—[CHDEE LAN DR EL D,
“Wired LAN” X Za1—ICHDHEE LAN BEREHD,
“Wi-Fi Direct”

BWi-Fi F v TEEEELS
A Za1—(Z3 B Wi-Fi Direct R ETEDo

BWi-Fi F v JiEE S
TEOY TAHTIU—2THHEIRESND,

“Settings except below”

Wi-Fi F v EEHEBDHFRRT D,
A Z2—(Z3 D Wi-FiDirect DR EIED, 2L, UITOREZERL,

“SSID and Password”

Wi-Fi Fv THEEHEEDHRRT Do
Wi-Fi Direct ([CdD® SSID &)X AT — RHWRETED,

“Network Security”

TEDOTTHT I —2THEIREND,

“Protocol”

DY T AT IU—2THERSND,

“Settings except below”

XZ1—[CpDHTONIVDWREED, fcfeU. LITDREZFR< .

“Bonjour Service Name”

70O M OJUERTEICH D Bonjour T—EXARZHOIWR EED,

“SSL/TLS” TEOH TAHTIU—2THHEIRSND,
“Basic” AZ a2 —I25H D SSLTLS DEAREED TR ETED,
“Certficate”

A Za2—[C3pB SSLTLS DT —/\—EIRRZERTEDNHR E1ED.

“Automatic Certificate Update”

A= a1 —(CHDIBAEEFEMHNRELED,

“IPsec/IP Filtering”

DY T HT IU—2THERSND,

“Basic”

AZa2—ICHD Psec/lP T 4 JUF UV TDEBREZENTREE D,

“Client Certificate”

IPsec/IP 7« JLF U T FIBRERED T 54 7 2 MEEAENNREED.
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“IEEE802.1X"

DY T HT IU—2THERSND,

“Basic” A= 1—[28 D IEEE802.1X DEAZEN TR 75D,
“Client Certificate” IEEE802.1X SIFAEREDY 5+ 7> NIBBERENHR EED.
“CA Certificate” A= 21— (CHBIEFY—/\—&5 A CA SIRENTR EED.
"Product Security” TROYINT IU—2THEREND,

“Access Control Settings”

X Z 21— (CHDFRERRERENTREED,

“Password Encryption”

XZ1—[CHBD) AT — RES{EHRREE D,

“Administrator Password”

XZ1—[ChHEEE) AT — FHWRELED,

“Device Management”

DY T AT IU—2THEREND,

“Administrator Name/Contact
Information”

X Z 21— (CHDEEERERITDURELED,

“Date and Time”

XZ1—I[CHBDEMN/MBANRRELE D, L. ZTREREREESY A LT —)(—

HNREED.
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10.5.1.2 T XR— K -Export

TORR=NF by IR=IEJERERN—ITEREND.

10.5.1.21 b~wIR—Y

10.5.1.2.1.1 A X—IHK

XZ21—=TU—LOD'TIRAR—MNZEBRT DERTREND, TIAR—b by IR=IPFLUTDLIICED,

EPSON TM- Series Administrator Logout
Status Metwork Network Security Product Security Device Management
Fapost.and Imwort. Selfing Yelue I Export and Import Setting Value > Export
Export

=Impart /

Select check box(es) of category fo export
Olan
[ Hetwark

Adminisirator Name/Contaci
Information

OX

Da ¢ D asic
) O "
+Date and Time Settings except below
Device Name

=Time Difference

sTime Server 0
IPvE A
[ wired LAN
[ Metwork Security
[ protacol
O Settings except below

Bonjour Service Name
[CssumLs
[ Basic
[IPseciP Filtering
[ Basic
Client Certificate
[ IEEE802.1X
[ Basic
Client Cerificate
O ca Certificate
[ Product Security
[ Password Encryption
[ Administrator Passward

AT IU—=FR

[ Device Management
[ Administrator Hame/Cantact Information
[J Date and Time
[J Enable to select the individual settings of device

BAEBEEREER

Enter a password to encrypt a file.
Enter between 0 and 20 characters

E51E/ (AT —RKAH

Password © [

Confinm Password : [

/

My~

Figure 10-60 v I R—Y

10.5.1.2.1.2 XV b
UTOOAY hEEEE T D,

-»

Table 10-178 X/

Xk~

“Select check box(es) of category to export.”

ELE]
AT U —FRO LEBICEEH T Do

“Enter a password to encrypt a file.”
“Enter between 0 and 20 characters.”

S/ AT — FADDLEBICECE T Do
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10.5.1.2.1.3 AFJU—EIR

TOAR—rEDATA)—%F T vITBDCOHDIERZRITD. BRTCEDHTI—F'TIAR—NAVR—bAOFZTI—"
TRURATIU—THH, R=IFRREFEHTI)—DERF TV IRETH D, TIAR— M TCOFRRICDODVTIFLLTDELDS
D DB,

Table 10-179 TJ AR—hA T IU—DRH
AHFrdU— "
- “Enable to select the individual settings of device" DK F
Ty ORFEIT =70 b UERARAL,
« “Enable to select the individual settings of device" DK F
Ty IRFT =7 b UZERAT,
+ “Obtain IP Address"H"Manual”(D & EDHIBEHERRE

Nd.
IPv6 Address, IPv6 Address Default Gateway L s . oy
Network Security Settings > SSL/TLS > Certificate Enable to select the individual settings of device” D\ R F

Network Security Settings > IPsec/IP Filtering > Client Certificate Settings TwIEI L —7 5~ UEIRAA,
Network Security Settings > IEEE802.1X > Client Certificate Settings

Device Name
Location

Obtain IP Address, IP Address, Subnet Mask, Default Gateway

Network Security Settings > S/MIME > Client Certificate

Bonjour Service Name

SSID and Password

Network Security Settings > S/MIME > Client Certificate S/MIME DEFBEZN A Vik— NERHDE =(F. A —JLH—
IN—REEEHT DIcoH. #HEEERERWNEFUEL,
Product Security > Password Encryption VT RS T PREESEDENICE S TV EIE COHET
EER
105.1.2.1.4  HABEETREER

BAEEOHT JU—ZERCTEDLDICTDIERZRITD,

Table 10-180 #{ABEHRTEEIR

“Enable to select the individual settings of device” KIEBICF T v IBEAND T ET T AR— A H—
bATOU—"CRUKEEREREDHT I —ZF T

VITEDRDICIED,

10.5.1.2.1.5 BES{E/IAT—KAA
TORAR—RIT7AIZEESIETDIEHD/I\AT—READSE D,

Table 10-181 BES{L/\AT— KA
IEE A
“Password® TP A ERESET BIcHD) SR T— REANT B
THF A MR X 0~20byte DEFET. FEIFELS (ASCI (D 0x20-0x7E)
ZEAIT Do AIRDRRIEFYRATT D,
“Confirm Password” 2L (2D — REF U,
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10.5.1.2.1.6 RY
TOAR—=rT7A)EER T DIcHDMEY 2V %=RIT Do

Table 10-182 RY >~/

“Export” T 7 A )AERERIAT Do T 7 A JMEREBBSIIBRNR—V (BRI D, RY

VIHTRIC Yy IR=IADLIEEN T U—TD hT D,

"TOAR— MR VRS NZERIC, ATMBICERDBSNEU T ZRRI OIS — IRy TP v TD 4V RDOZHT,

Table10-183 T RXAR— bk IS5—Ryv TP v

EH 588
“Select at least one category.” A7 AU —ARBIREN TOEVNES(CERT B,
“Invalid value below.” FHEZ MR I ZADADBRREHISE(CERRT D, BEFAHBEOEELZE
ESERTDFICRTY %, BEFIEENENS DEA(E 117101 BERRI .
“Passwords you entered do not match.” JSRD— REJARD— RiEBANDIEN —H L EVBAICET Y Do

Fo0O—REND T 7 A ILDWEIRIE. "Config_< ZEES>_< H7HZ" DER TH Do
<BIEES>IF. BEROEEESZH ST,

<BIFSIE. TUVI—[CRESNTLVDEARZZSD 51T, £1:20181010143021
10.5.1.2.2 I{ERJIRR—Y

ERFRFKBFDHRREND,

Table 10-184 T U AR— bk #&R&KVR - Export Result

Creating afile failed.” T 7 A IAERICEH LI B AR o
Export the file again.
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10.5.1.3 A ~iR— K -Import

AVR=bME by TIR=I, AT TU—FBRR—=I ANERN—Y, BRETN—IEEBR L TITHNSD,

105131 ~yIR—Y
105.1.3.1.1 A X—IH
AZA—TU— LA Vii— NEBIRT B ERRENBD, A VR— b by IR—IFEUTDKS(755.

EPSON T™M- Series Administrator Logout

Status MNetwork Network Security Product Security Device Management

Export and Import Setting Value

I Export and Import Setting Value > Import

»Export
XY

zlmport f\

Select a file for import and enter a password assigned for exporfl.

File : |

Administrator Name/Contact
Information

Browse |

Date and Time Password : |
»Display Format \

»Date and Time EQEIEE
»Time Difference

»Time Server

Figure 10-61 kv JINR—

10.5.1.3.1.2 XV b

N—Y EBE RN RY A FRICTIAY MeRIRT Do

Table 10-185 X/
BE Bl BWHRH

“Select a file for import and enter a N—3 FECETRT B,
password assigned for export.”

“Sending file. Please wait...” "Next'TRE D FCRTRT D, “Next"7R% 2 MRS Nc e DR
T Do
105.1.3.1.3  EREEH

LURDIEEDEED A EETH D .

Table 10-186 XEIEH

=[S SHER
“File” AVR—ITDT7AIVEIRET D, T7AIVBBRY >V TIEET Do
“Password” T A\ EESTBDIEHDI A T— REANT D, THFARRY IR 0~
20byte DEIFET. FATHFELS (ASCI D 0x20-0x7E) ZASIT Do ASIFFD
KXREINXRTT D,
10.5.1.3.1.4 R&YY

D7 AT UAT U —ERN—IZRTRT DICHDNY V7ZRIT D,

Table 10-187 K5 >/

BMRM
“Next” AT DU —BIRR—INEBB T . T 7 (IVEBIFICK | A ViR— D 7 A )UDSBIRENT
B UICBAIMERRRN—INBER T D MY VT | L\DEEDHFENEED,
BE Ny IR—INOLEEN T L—F D N B
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“Next' RSV AHRSNIZBRIC, ADMBEISRODSNEUNZRRI DI S— Ry TP v IV ROZERT, Ffe. T5—KEE
BEHOIU=T2D b B8RO T7AIEEELTVET, UFS<BRHFELEEV "OOXY bRRIFITHOIEL,

Table 10-188 T>—Rw 77 v/

“Invalid value below.”

TFRAMRY FADANENEEFBZEICEKTT d. BELFANEDEERZ
ESRTD FCERRT 9. ERFIEENERND S 5EE 1171 ITHEXRTI Do

10.5.1.3.2 A5 JU—BIRXR—Y

10.5.1.3.21 A X—IHE

FATDSE 7 UIel R CAT JU —ERR—VI0ER T §. AT IU—FRX—IFLUTDLD(T1ED,

EPSON T™-

Series

Administrator | ogout

Status Network Network Security
Export.and.mpert. Sefting Value

»Export

»Import

Administrator Name/Contact
Information

Date and Time
»Display Format
»Date and Tima
»Time Difference

»Time Server

Product Security Device Management

I Export and Import Setting Value > Export

Select check box{es) of category to export

Vs

Network
Settings except below

Basic

Device Name

Vired LAN
Network Security
Protocol
Settings except below

Bonjour Service Name

S5UTLS

IXT b

AT IU—FR

Basic / *%E{ZFEEEQEE?R
IPsc:c:II';‘ Flllerlng
e R
Figure 10-62 /35 JU —&{RR—Y
10.5.1.3.2.2 XV bk
PIFOOXY bZEEH T Do
Table 10-189 X~/ k
OAXY K~ BT CEIESES
“Select check box(es) of category to import.” 7T —BIRD FERIC -
KTRI Do
“The symbols indicate as follows:” HFIU—BIRD LRI | -
“l: Some items in a category cannot be imported.” . i}
KTRI o
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10.5.1.3.23 AHFOU—ER

BERTEDHT IV—(F"TIRAR—NAVIR—=bATIU—"TRUICANT IU=TH O, XR=IKREEE2HT IU—DKRF T
VIREEEOTWVD. A VIR— M=ITORRICODVTIFUTOR SFHHD DD,

Table 10-190 -/ /iRk— ;A5 U —DFE

HFdU— LS
All Categories - AUK— T BT P AICREDEENTHEVAT IU—ET L—T b T,
- AT JU—RO—EDHREN A ~iR— bETUEWEE(IF AT IU —DR]C ZR R U
EIRAEEICT Do
Ef:;i;’:ame - “Enable to select the individual settings of device" D’k F T v IBF T L —7 T kLER
IR
c AVR—= T PAIICEREBRDZFENTVEVEEIFE. JU—7 D MRETERRT
Bo

Obtain IP Address, IP Address, Subnet

Mask, Default Gateway - “Enable to select the individual settings of device" D’k F T v IBF T L —7 T ~LER

IR

« A2V IR— KT 7 A )LD Obtain IP Address"H" Auto”D & T (F KRR L7EL,

- AVR—=ITPAIVCHEEBRDZFTNTCOVEVEEIF. JU—7 D MAETHRRT
%o

- “Enable to select the individual settings of device” D'k F T v IBFF T L —77T hUER

IPv6 Address, IPv6 Address Default

Gateway

Network Security Settings > SSL/TLS > b N

Certificate . —
Network Security Settings > IPsec/IP - AVIR—=RIT7AI)VICEEBBRDIZEINTCOEVERIE. JU—T D MREETHRRT

Filtering > Client Certificate Settings
Network Security Settings > IEEE802.1X Do
> Client Certificate Settings
Bonjour Service Name
SSID and Password

Network Settings > LDAP Kerberos SRTEDY LDAP U —/\—(CZFEN T\ DHEFEN' 5. Kerberos 5X7E & LDAP SREHH
Network Settings > Kerberos - ~
T UTVDHEFEICA iR — T D EEFE. Kerberos RTE 1 [T Kerberos DEREN A 2/ hi—
NEND, DA 2 iR— KTl Kerberos F27E 1 DIED A 2 iR— ~E 1D,
g‘ifttevgi?ggescagfgy settings > IPsec/IP | someTE B AVIVEL WEIBD 5D > ik— MEEE. BEICARLTVWRIEBIRT T 4L ME
PEREIND.
TFaUT 4 TORILDEWVD, KEN—I 3 VDEWVWTTL—7 D hENTLIEDIE
RRNCHE > CTVBIEBICDWTIZ EEEZENHEL,
Network Security Settings > [EEEB02.1X | 75 JU—DREEENTEL TLDBET. REEDFALOEDRAER, 1V
— NI TOTFERERDBEDEREET Do

Network Security Settings > SIMIME > | X —)Lf—/\—BELSEB S DI, HBEARECEFSHE.
ertricate

E;‘é?;;:isﬁcu”ty > Password VI RO I PBEE{IEDERICIE D TLVDEETOHERRT Do
10.5.1.3.2.4 HAEERTER

BEBEOHT JU—ZERTEDLDICTHIERZRITD,

Table 10-191 #{AEARERIN

BaEMt
“Enable to select the individual settings of FLYOBIMBTIET, "TORR— A VR | AVR— BT 7 A IUICH
— AT IV TRUIBGESREDNT T | AEERELEENTLAL
U—EF Ty ITEDLSIHED. BAFIL—TY rF B,
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10.5.1.3.25 TRYY

AN =, HBDVE by IR=IVICEB T DIHDMY V=T Do,

Table 10-192 RY >~/

IBE B8

Next” AFTHRR—INEBT B,
S/MIME T7R— MMEREC. S/MIME DFERRE & X —)L T —/\—EREZEIFER
UIEWEER. TRy T7w TZERRT Do
“-You need to select both S/MIME certificate and email server setting. The S/MIME
signature setting becomes automatically [Do not add signature] and S/MIME
certificate is deleted. ¥n Do you want to continue?”
efeU. A=)L—N—8REDEETY FUAEERAFRZD T FLAHAR
BB EVEREDSZG(E. HERICIFERAEFEFRE R,
el 95472 MEREDHA VR— hENBEEIFE. AEENEESDD
DELT, WETD,

“Back’ b IR—VITBE Y B,

“Next' NSV HHRSNIEBRIC, ADMBISRO D SNIEU TN ZRRI DTS —Ry TP v T D1V RDZEERRT Do

Table10-193 TS5—HRw 7P v/

“Select at least one category.”

A7 JU—DERSNTVEVEEICRTT 2.

I5H
“By using the firmware, you agree to the End User
License Agreement. FOR USERS IN THE UNITED
STATES, YOU AGREE TO IMPORTANT LEGAL TERMS
AND CONDITIONS, INCLUDING A CLASS ACTION
WAIVER AND ARBITRATION. PLEASE READ
CAREFULLY:https://support.epson.net/eula/
Agree?”

Table 10-194 ;R P v/
Bz
BE) ) 7— LD 77 v IT—rDFITVvINADTCVDESICRRIND.
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10.5.1.3.3 ASJRESRNR—Y
10.5.1.3.3.1 A X—IH

AT IV —FRR=ITRNRY VTR ANSNEREEZIEE T DICHDANERN—I(TER T Do

EPSON TM- Series Administrator Logout

Status MNetwork Network Security Product Security Device Management

I Export and Import Setting Value > Export

»Export

»Import / OX s

Select check boxies) of category to export.
Administrator Name/Contact

Information O an
Date and Time O Network / A7 —EIR
»Display Format [ Basic

»Date and Time [ settings except below

»Time Difference

»Time Server

O wired LAN
[ Network Security
[ Protocol
[ settings except below
Bonjour Service Name
O ssumLs
[ Basic
Certificate

[ IPsec/IP Filtering
\ \R}ia/ NS>

g Config AAAA123456... A FATET X

Figure 10-63 AJHEFRR—

10.5.1.3.3.2 OXV b
PIFDOOXY b ZECE T 5o
Table 10-195 JX~ ~
aXYk s | HRRAE
:The symbols ipdicate as follows:” H7F U —BIRD IR TT D, -
I: Some items in a category cannot be
imported.”
“ Commuplcatlon will be shut down NETERDR FEICARDFR Y ERET | -
temporarily to enable the new settings. You
cannot access the network immediately after ERSR
the settings are changed.”

10.5.1.3.3.3 A7 —fEsR

BIDNR—ITAAESNcAT IU—ERDIRREND, BIN—ITERSNEND ofchT IU—FIU—T D hUTHRRENS,
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10.5.1.3.3.4 RYYV
ATTRERR—I THRRUICETHREZTDICOHDNEY V7%ZR(IT D,

Table 10-196 RY >/

R ETi: |

“OK” BRIJTN—INERT D,

“Back” AT Y —BIRR—INEBBE T Do
10.5.1.3.4 IERFRN—Y

10.5.1.3.4.1 HERETR
REFBRISIGUTUTDLSICERT Do
Table 10-197 ERFR
EE EEA

“Shutting down.”

“Restarting communication may take a few minutes.”

“If you want to change the settings, close the Web Config and check your IP
address. Then enter your IP address in the browser to restart the Web
Config.”

BINDBE(ICRTRT Do (kY ND—0UT— hhiFE
R

“Setup complete.”

BIIDBEICRRT Do (XY D=0 T—rDE
HE UL, )

“Setup failed.”

KBDBEICEKRRT Do A VR—bI7AIVHEES
NISREETA VIR— b UKD E LIERBRTREN D,
H@EHEDIAHE— FROBBHEET D,

“Loading file failed.”
“Check if the file and password are correct and then import the file again.”

AUR—k Ry IR—ITHERELILT 7 UDE
T%"\ @élﬂ[gj \QXU_ I\D‘Ejtb\%t}%{i\(:ﬁn—_\g—
Bo
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105.2 J7—LDI 77w IT— - Firmware Update
10.5.2.1 by IR—=Y

10.5.2.1.1 A X—IK

EPSON Administrator Logout
Status Print Metwork Network Security Product Security Device Management
Export and Impaort Setting Value I F| rmware U pdate
»Export
B}
=lmport Curent Version 07,51 JH0SM7 / FHEEH
Firmware Update
Administrator Mame/Contact Check for the latest updates.
Information Note the following and click "Start".
. « Do not update the firmware while printing or scanning.
Date.and. Time « Iithere is an error on the product, clear it first / —.
»Display Format « Current job or queued job will be deleted E%EHBZ

» Ifthe battery is running low, fully charge the battery before starting.
{ﬁ Do not turn the product off after clicking "Start".

»Date and Time
»Time Difference

=Time Server

/ Re >
| sert |

»

Figure 10-64 kv JX—) _Toppage
10.5.2.1.2 FREH

Table 10-198 FXRIEH

REDI\—T 3 12 XFLIRD ASCl XF51,
XX.YY.ZZZ77Z

-XX: Linux Kernel /\—3 3~

-YY: Linux Appli /\—3/ 3>/
-277777: Main J\— 3>

10.5.2.1.3 RFEIEH

Table 10-199 F2EEE

Xk | EE | AR

HLLNT 7 — LD I PHAESINTVBHERLET. * | BEXTS! -
PIRICERLT [REsRBgal ML T<a ., ~
CEHRPRE PV ELTNBEEE. BRULENTL RS | BEXSS) -
(AP
© IS—HBRTENTVBEEFERULT S0, | BEXTS) ;

*-O—=)URDEASN LD EEFIMDOALTLEE W, " | BEXFS O—)U#tHaHT D R — hgiE
DHEKRTI Do
C - RATHRPRITF/BEDY 3 J([FHESNET T, EIEXF5) i
HESR IR R(FERZ Y SIENTLIEE L, BEXF5 i
XFHDRIC | X—0 7« A 7%EK
T Do
"‘AC T I TI—DEmREN LBV EEFER LTS | BEXFS IV T U —HEREREERIE D
Lo 7 HERRI Do
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10.5.2.1.4 RV

Table 10-200 R%Y >/

SRR 77 —LD T 7HERPR—VIEETD .

10.5.2.2 T 7—AD I PHESEHNR— - Firmware search process page
T7—LDITT7T7vIT—b by IR—IDHERFRIEMY VZR TN D EICKDT. UTFDT 7—LAD T PHERPR—I(CER
ERSR

10.5.2.2.1 A X—IH

Administrator Logout

EPSON 1

Status Print Metwork Network Security Product Security Device Management

Exportand Impert Setting Value I Firmware U o} date

sExport

=Import
Firmware Update

Administrator Name/Contact

Checking the firmware.

Checking for the latest updates.
Please wait...

REEE

Information

Date and Time
»Display Format
=Date and Time
»Time Differance

=Time Server

yd )

Figure 10-65 77 —LD T PRERHR—I

10.5.2.2.2 H/REH

Table 10-201 FXRIEH

TP —LD TV ZERLUTVET, ” BEIEX 5]
T IT—= AR D 7 —AD T VD RRASN TV ZHER L CWE T,

BRI T I2FTLIES<BR/B T, 7

10.5.2.23 MYV

Table 10-202 K5~/

SRITHENR—VR NEBICING 2 7Z2521F B
TG D EN—IZRIMDIRENEHT Do

“ERATODIRAENEEHT”
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10.5.2.3

7w T — NEI#EEEX—3) - Before update confirm page

Py ITF— AT 7 —LD TP HRDD ofeEE. UIRDT v JIT— MR-V (TR T D,

s
105.23.1 A X—YK
EPSON Administrator Logout
Status Print Network Network Security Product Security Device Management
Export and Import Setting Value i =
- I Firmware Update/ e

»Export

=Import Found new firmware.
Firmware Update The following firmware data is available. —
e Updaie ~ TJ7—LhDT77vITF—h
rrflm\nlstlramr Name/Contact [WF-XXXX Series firmware YYYY.MM.DD] = ==
niormatien Firmware : 0000 XXXXXX T—YIER
Date and Time Hello world

Display Format

oA ‘Read all the update informaticon.

»Date and Time Then click "Start” to update the firmware.

»Time Difference The firmware update takes several minutes.

»Time Server You cannot interrupt the update after starting it.

S RE>
=3

Figure 10-66

10.5.2.3.2 EiFAX

7w I — NEIEER— - Before update confirm page

Table 10-203 E{EAX

I5H
FHUWIT7—LD T PHRRDODE L. ~
CUIIDT 7 —LD I 7T =P REESNTVET, ”

Bi8
BT

" IT— MRBZEERTDEEIF. UMD URLICFZ I

ALTLIEEL,
"https://epson.sn/eui/”

”

BEXFN, T7—LADI 77 v IT— =5 EROTICER
NS, RED EHW T 5 —TDHFKmRo URLIFU VI TERRT
%)o

"7y IT— hDORNBZREF CHHHD L.
J7—LDIT7D7vIT— 72553 FHkZEH#HL
TLIEEW, 7

7w ITT— NMUBEEA D DD ET,
—BRRT O EFMICET B o "

BEEXF5

"I7—LDITFECERTSHIECT. IV R34t
VABICERT D EICHEDET ., KEEFOEE(TE
MEREANE - PHEGRERBZSVEELEZNFHICERET D
CEICEDFERT, FRULTHHTAHLIESLY:
https://support.epson.net/eula/”

EULA E7BASC

lrﬁ%’ia—%n

FIVvIRYIRA, KFITVIRYIRAICFITVIZANDE”
B DY VD EMICED. GRF 1w 7IREORHE"BIBNS
MFITU—=7 )
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105233 J7—LADIT7TPYVITF—RT—5ER

Table 10-204 J 7 — LD T 77 v I5— hNTF—15#R

=] St
WERE I 7 —LD I 77 vIT— I 7AIVRFRHE 10 SXFLATRD ASCll X551,
YYYY.MM.DD
I7—LOTF7 7y IT—hI7A)VI\=T 3> 12 XXFLAURD ASCl X551,
XX.YY.ZZZ777

-XX: Linux Kernel J\—3 3>/
-YY: Linux Appli /\—2/ 3>/
-227777: Main J\— 3>/

J7—LhDIT T v ITF— N F—IHAX

1024Byte U D UTF-8 3XF5,

10.5.2.3.4 RV

Table 10-205 K5~/

ES | S48A
e TP —LY TP T v IF— NEHIEY B,
R TP — LY TP T v IF— NERAT B.
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10.5.2.4 F v E)LHX— - Cancel process Page

10.5.2.4.1 A X—IH

EPSON ‘ Administrater Logout

Status Print Network Network Security Preduct Security Device Management

Export and Impart Setting Value I Firmware Update 5
»Export p DB:E EHX
simport

Canceling the firmware update.

Firmware Update

Administrator Mame/Contact
Information

Date

=Display Format

| Time

»Date and Time
»Time Difference
=Time Server

y Re >
| Refresn |

Figure 10-67 >/ )LiX—) - Cancel process Page

10.5.2.4.2 HEAX

Table 10-206 SHEAS

D7 —LOTT7DT Y ITT—NMUBZRIEUTVWETD, ” BEIEX T

10.5.243 RV

Table 10-207 K5~/

“ERADIRAENEEH SEITHENR—VRTEBICING 2 7Z258(F o
WG ENR—IZRDIRENEHT Do
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10.5.2.5 fERFRX— - Result page

10.5.2.5.1 A X—IH

EPSON

Administrator Logout

Firmware Update Do not turn the product off.

Information and on automatically.
Date and Time

»Display Format browser if you wish to use it.
»Date and Time

»Time Difference

»Time Server

Status Print Metwork Metwork Security Product Security Device Management

Export and Import Setting Value I Firmware Update
»Export /
=Impaort Updating firmware.

Administrator Name/Contact When the update is complete, the product tumns off

If you turn the product off while updating, it may
function abnormally. Restart the Web Cenfig on

RIERGR

Figure 10-68 fERFMN/N—) - Result page

10.5.2.5.2 REER

Table 10-208 EREEE

IHE
7y T — NMLUBZEREIRUER U,
“7 v T7— hRFERZTSIENTLEE W,
"AC P T —EHREWVTLIEE W,
7w 7T — hHICRROERZYD SIERICIRE TEFL
HOET,
Py IT—hPMETIDE. HRFBEECHEIEEILE T,
5|EHLE Web Config ZEAT D EEF T 5O T —ZHEiLE)
LTLIEEELY,

SiEA
EBICT7 v TT— MUBZRIg UTCHEE(ICERTT 8.
7w IT— bREEBRZYISIEVNT LTV, "OFEEIC, |V
—OT7ADVERTRI Do
"AC T H TI—=TEIRNDIFNTLIEE W, & )Ny T U —hEREIES,
HIETDHETT Do

“TF—ILDIT D7 v IF—hrZERIEUFR U "

IER(CRIEENSE T UTEEEICRTRT D,

"BEVORBD I 7—LD TP IEEHM T, "

27 —LhDIT7HEFCHHSEICERTIT Do

TTV VDY —)\—[CHERTCEFT A,

Epson U —/\—(CEHA T BEIRIRREDIZE R (CRRT Do
NFHNDHICX =0T A AV ZRRYT Do

DP—LDITT TPV IT—hERTCEFEA. 7
IR AF R L TWVD EEFRT LT IEEL,

- O—JUEDREBASN TV EEFERDHLTLEE L, ~
“)RRIVICESVPIS—HDRRINTCVDEERFITS—ZH
BrRLTLEEL, 7

KAV I\ O EEOBEFEREOIS—IFEELTWVNDT
BEMDHDDFRT,

"AC T T — RSN TUORVNEEFERL T RS
e

HEXEU—ZRDOHLTLEEW, ~
“FEEDMINZEITO>THhHO—BT U, BERTULTLIEE
(AN

ZFNTHIS—HRRINDEEGF. TS0 —ZFHEEL
TLEEW,

T7—LDIT7 7y ITT— ORI CEFVREDESS(ICERR
ERR

DFP—LDOIT T vIT—heRITTEF A "DIFERICXY
—O7 A VERRI Do

“ - O—)UEDMBEASN TV EEFEDA L TLEE Y, &0
—UHRHEHR T R — MDD H RS Do

"AC 7 I T —hEmRSNCOEWEE (TR LT ES L,
(F/Cy T U — RS IE D H R T Do
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WIBERITCEFBATUIS, ftbD I E 21— H SAENTON TV THENRIT TEED
‘RO EI—FD SUEBATONTVSRIREMNSDE | ofcEEICERT.

9, " WIBZERITCETBATUIC, "DFERICKXN—I7 A &R
I Do
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10.5.3 EEERZNERI - Administrator Name / Contact Information

EEEERL T ERTZRERE CED.

10.5.3.1 K~y IR—Y

10.5.3.1.1 A X—IH

EPSON ™- Series Administrator Logout

Status Network Network Security Product Security Device Management

Export.and Import Setting Value

I Administrator Name/Contact Information /——

Export Eie—y
»Expi DREIE E
»Import
Administrator Name/Contact
Administrator Name/Contact Information :
nformation
Date and. Time £

»Display Format

»Date and Time
»Time Difference N
yd Ry

»Time Server n

Figure 10-69 EIEEEIKSTAE - Contact Information Settings
10.5.3.1.2 FREEBE
PUN SIS EDIERICDWVWCEEH T D,

Table 10-209 BEEERILHRE HRTEEH

ES | 2487
“Administrator Name/Contact Information” UTF-8 0~255Byte.

10.5.3.1.3 MY

BEE)(RD— FREBREDANMEZRIRS DIcHDING 2 7ZHRIT D,

Table 10-210 EEEEELRTRYT

“OK” XAV TU—=LDR—=IR MRICRY VZERIT Do

10.5.3.2 BRI
REMY DI NCBR T, AFBICEDDDNEIS—Ry TP v T4V ROZERRL. BODEONIRERERERRITD
NR=IEEIT D,
10.5.3.2.1 BEREFTR
Table 10-211 BEEERILHRT BRERT

IEE | Sz
>etup complete” ERICEEDET LITBAICHRRY 2o
‘Setup failed.” SRS R T B
,invalid value below.” FEZ MR Y I ZAAD AN BN BREFIEAIC TS — Ky TP w IS > R

" — Administrator Name/Contact Information”

TERII Do EBRFANEDIRERZEGLERTRD FIXRRT D, ERFIREN
BHDHHEIF 117[C 1 TBERTRI D,
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10.5.4 HfI/F5Z - Date and Time

8% - 94 LY —\—RETIE. BFPEZADRED. NTP 5 —/\—(CE T DRENTE S,
EREDAZ21—TlF. UFOYIAZ1—ESH— 5B,

Table 10-212 H{IRZ - 54 LT—I\—REDT TAZa1—

HTAZ1— -Submenu | AR
“Display Format” -
“Date and Time” -
“Time Difference” -
“Time Server” NTP S ISHEFED HERR T Do

10.5.4.1 KT - Display Format

BIRCENBZIORREREDBEE A X —IV &R,

10.5.4.1.1 b~y IR—I

=~
10.5.4.1.1.1 A X—IH
EPSON TM- Series Administrator Logout
Status Network Network Security Product Security Device Management

Export and Import Setting Value

: I Date and Time > Display Format
»Export e
»Imsnd /- EQEIEE

Date Format : \mm.dd V¥yy v|

Administrator Name/Contact -
Information Time Format [12h ]

»Date and Time

» Time Diff )
e 5>

Figure 10-70 FRFEINERTE - Display Format Settings
105.4.1.1.2 FREEE
Table 10-213 RREARE REEE
=[] | 388
“Date Format” BITD 3 BEOERRNERZ ROy TV X NTYIDEZ ZAEEICT Do

“.B.8H"yyyymm.dd” HBHfI%Z yyyy.mm.dd EFXDHRRICTIDEZ D,
“B.BE"mmddyyyy” BfI% mmddyyyy FERXOERRICTODER D,
“B.B.E"dd.mmyyyy” BfI7% ddmmyyyy ERXDRRICTIDEZ D,

“Time Format” LIROFRRE)DEEZ ZRTREIC T B,
ll-l 2hll / 1124hll

10.5.4.1.1.3 7RIV
RBNERERTET DIcHDING V=R D,

Table 10-214 RY >/

“OK” NEERAT BDIEHDRY Ve R—IBRMARICRY Y ERITF D,
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10.5.4.1.2 BERIRR

FENRT VRS NIR. XAV TU—LDORX—=IHBYIDBD DI FORERZRRT Do

10.5.4.1.2.1 A X—IK
EPSON ™- Series Administrator Logout
Status Network Notwork Security Product Security Device Management
Bxpartandlmper Safting Yalue I Date and Time > Display Format
N Setup complate f lgﬁ%%
Figure 10-71 &ERFR
10.5.4.1.2.2 ERERR
Table 10-215 #&5R
B SRR
“Setup complete” REMINECRTT Do
“Setup failed” RERMBSCRTT Do
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10.5.4.2

10.5.4.2.1 b~y IR—=Y

10.5.4.2.1.1 A X—IH

EPSON T™- Series

H{J#Zl- Date and Time

Administrator Logout

Status Network Network Security

Export and Import Setting Value

Product Security

I Date and Time > Date and Time

Device Management

»Export ——
»Import EXEIE\ E
Year : [2021 |
Administrator Name/Contact
Information Manth 12 |
Date and Time Day : 1 |
»Display Format AM/PM ‘ PM hd ‘
»Date and Time Hour E |
»Time Difference Minute [50 ]
»Time Server /—RQ >
Retrieve Information
You can retrieve date and time information from this
computer or mobile device
Note: Depending on the network or device, there may be a short delay before the setting is
applied.
. Bl . .
Figure 10-72 H{IRZISXTE - Date and Time settings
Bl
105.4.2.1.2 REEHE

IR CENMRZIEREDERICDWVCEHT 9.

Table 10-216 2 E1EH
EE | 2405 | B
“Year” FOE CEEBBECANTEDTFANRY IR, BF 4k |-
(20XX-2099), XX [FFEFTFE LB UBHAD,
“Month” BESETANTEDTFAMRY IR, (1-12) -
‘Day” BEMBETANTEDTFA MRV IR, (1-31) -
"AM/PM” LUITFODROY 7OV IR NTYDER ZTREICT Do BEIZRRIEIND 24h [THE
AM®/PM” EENTVDEEDH
“Hour” BREMBECANTEDTFI MRV IR, -
AR RFEIND 24h SREDIBE:(0-23)
BZIFRTEIN 12h BEDEE:0-11)
“Minute” NEHETANTEDTFRAMRY I, (0-59) -
ormationrom hs computeyor | “etteve nformation” 5 Ot
mobile device.”
e e e | BEDEEX o= '
before the setting is applied.”
10.5.42.1.3 RIYV
AN ERED DIcHDIRSY Y ERIF D,
Table 10-217 RY >/
JE[E] Bl
“Retrieve Information” JavaScript COVE 1—9Hh ST —9 BT DIcHDIRY >, BEER 9] OFITRY

ERIT D

"OK”

REZRIBT DICHDNT Vo XR—IFFEBARAICRY > 28T D,

176




REMNRY VRS NZERIC, ADEICEDASNELIS—EULTRY TP v IO 1Y ROZEHT,

Table 10-218 TS5—Rw T/ v/
B | £40H
fnvalidvalue below.” AFIE N BB DIED, ASHRRISSE ST
-Year"“-Month"“-Day"“-Hour"“-Minute _
WDBHICERTT Do
BU. H] DAARFIvIICDOWT. [HF] FfelE 18]
DIEHRHEVNES. [H] PMIBEXTEEI DN DN S
WDT. ANF v IEERUEL,

10.5.4.2.2 EREFTR

RERY VHMRENE. XAV TU—LDR—IHDEDD L TORBRZRRI Do

105.4.2.2.1 A A—=YK
EPSON ™- Series Administrator Logout
Status Metwork Network Security Product Security Device Management

Exportand Import Setting Value

I Date and Time > Date and Time

»Export

»import Setup complete. v FEERRR
Administrator Namea/Contact Dale and Time : 2021-12-10 PM 03:03 UTC+00.00
Infarmation

Date and Time
»Display Format
»Date and Time
» Time Difference

»Time Server

Figure 10-73 {ERFZR

10.5.4.2.2.2 {ERERT

REMBRIFLUTDLDICERRT Do

Table 10-219 #ERFR

EE | S | AR
“Setup complete” STEMINEICRRT Do -
“Setup failed” SRS TR Y B -
“Date and Time” HEOAMBIESESNTUVRERRERTERT Do BRI
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10.5.4.3 BFZE=- Time Difference
10.5.43.1 b~y IR—=Y

10.5.4.3.1.1 A X—IH

PN ICHEREDBEEA X —J7%Z R,

EPSON ™- Series Administrator Logout
Status Network Network Security Product Security Device Management
Export and Import Setting Value : P H
e I Date and Time > Time leferenua/ SpeTEE
2import
Adminiitramr Name/Contact Time Difference ute :
e
»Display Format XS; cztrwegeut:i?;htii‘renj;ﬁ’fgence information from this
»Date and Time P -
»Time Difference
»Time Server
Figure 10-74 - Time Difference
10.5.4.3.1.2 REEH
BUNICEsZ=REDIER(ICDVCEH I 2.
Table 10-220 SR EEE
BE | BiBA
"Daylight Saving Time" YR =54 LOEEELTOHBIFITIEU TS Y RE Y TOYD X ZTRECT .
<EAI>“Winter” / “Summer”
<Euro> “OFF" / "ON"
<THER>IEHEL
“Time Difference” (UTC +/-HHMMDER CHS & RO w T8> U R NCADZETEECT B,

HH: [-12] 'S [+13] %Z 1 ZHTERAEE, 01& [+0] & [-0] Z&IRATEE,
MM: Tool . [15] . [30] . T[45] Z#ERAIEE
[-0:001Z52E UIeimEIE. [+0:0001& U TEIRT Do

j’You can retrieve time difference “Retrieve Information” R4 >/ (DIHEA
information from this computer or

mobile device.”

10.5.4.3.1.3 RY~
EESREZRM T DICHDNE 2V 7ZEERIT D,

Table 10-221 K5~/

=[] | 5488
“Retrieve Information” JavaScript COVE1—9h5F—5 =S T DIcHDRY Y, REER [BE=] OFITR
BRI B,
“OK” LERBAT DIEDDRY YV, R—IRFHERICRSY Y HRF D,
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10.5.4.3.2 BERIRR

FENRT VRS NIR. XAV TU—LDORX—=IHBYIDBD DI FORERZRRT Do

10.5.4.3.2.1 A X—IH

EPSON ™ Series

Satus Matwark Metwork Security Product Sacurity Device Management

Export and Impart $etting Valus I Date and Time > Time Difference

sExport

Satup esenpleta

| Date and Time
Display Famuat

10.5.4.3.2.2 EERRT

I5H

“Setup complete”

TERET R

Figure 10-75 f&RFR

Table 10-222 fERFT

REMIEFICERRT Do

ELig

“Setup failed”

RERBEICERTRT Do
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10.5.44 %A IsH—){—-Time Server

10.5.4.41 b~y IR—=Y

10.5.4.4.1.1

AX—=IK

BUIRCE A LY —/\—REDEEA X—J 2RI,

EPSON T™- Series

Administrator Logout

Status Network Network Security

»Export

Preduct Security

I Date and Time > Time Server

Device Management

_~ mwEE

»Import

Use Time Server O Use

@ Do Not Use

Administrator Name/Contact
Information

Time Server Address : [ |

Date.and.Time

Update Interval (min) [ |

»Display Format

Time Server Status Disable

»Date and Time
»Time Difference

»Time Server

/ m&y >

10.5.4.4.1.2

RERE

Figure 10-76 % L\J—/\—E&%E - Time Server settings

BUNCE A LY —/\—REDIRBICDWVNCEE T D,

I5H

“Use Time Server”

Table 10-223 51 LH—/\—8&F HREEE
| BiEA

BTD2DZERT DS I ANV ZERIT S
“Use” / “Do Not Use”

“Time Server Address”

Y—I—DF7 RUANRETEDTFAMNY I R%Z5T D &
RASFTREXFHIS 252 XF
IP 77 R A(IPv4/IPv6). U FQDN CHEREAIAE

“Use Time Server"H\"Use”

DE;. B

“Update Interval (min)”

A EFOBRNRECEDTFAMNRNY IRAERIFTD. RAA
FIARESCFHIUE 5 3CF . (1-10080) Z3EAfI

“Use Time Server"H\"Use”

DF. BEW

“Time Server Status”

5 A LY —)\—EDERIREZ LI FDOXFS TR,
“Completed synchronizing”/"Synchronizing” /"Failed to synchronize”
/ “Disable”

“Use Time Server"HY"Use”

DF;. BH

10.5.4.4.1.3

Ry

FA L=\ —REZRRT DIHDING 2/ 7258F Do

Table 10-224 K5~/

“OK"

REZRIRT DICHDINY 2o R—IRPEERICRY V7ZHRITD.

MY VHEEND ERITHPXR—IVICERT Do

RERY VHMRENRIC, ANBICEDASNETS—EULTRY TP v IO ROZHT,

Table10-225 TS—RwvIJFP v

KmIEE

“Invalid value below.”

“-Time Server Address”
“-Update Interval(min)”

FA LY —)\—7 RUAEEFHERBODED . ATRAI R

EDOCLVDBEICERRT Do

180



10.5.4.42 SE{THAR—Y

B —]

BREMNY VB UCR. LFDR—IZRRT Do FA LY—I\—EfT T dfcth. TOE. FHRY VDI T, HDUVFEH
[CR=Y7ZEH L. FHD5E 7D ULSERMDHENMI KT TENR-IZRRT 9. HIENT K ERBRETN—IICBBE T Do

)
10.5.4.4.21 A X—IH
EPSON TM- Series Administrator Logout
Status Metwork Network Security Preduct Security Device Management

Export.and Impeort. Setting Value I Date and Time > Time Server
»Export

»Import

Administrator Name/Contact
Information

Date.and. Time
»Display Format
»Date and Time

»Time Difference

»Time Server / TI—\Q\J

Figure 10-77 E{THR—Y

10.5.4.42.2 MY~

Table 10-226 5>/

KmIEE

"Refresh”

FITHEN—IRNEBICING V7258 (T Do

10.5.4.43 ERERR

EITPRR=ID ST —/\—DEFENERSIN. TOBRODHBBITDE. XAV TU—LDR=IDYIOEDD LI TORBRZERTR
IDo

10.5.4.43.1 A X—IH
EPSON T™™- Series Administrator Logout
Status Network Network Security Product Security Device Management

........... E I Date an d T|me > T|me S erver
»Export

=
»import Time server disabled./ ’fﬁﬂ%
Administrator Name/Contact

Information

Date and Time
»Display Format
»Date and Time
»Time Difference

»Time Server

Figure 10-78 #ER:RR
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10.5.4.43.2 RERER

REMRBRIFLUTDRDICERRT Do

Table 10-227 {45
SHER

“Setup complete” SRERINBSICERRT B0

“Connection failed” g A O AL (TS

“Check the settings” BRI Ford @

“Time server disabled” FA LY —/\—DERZERENIC LITBAILRRY 2.

“Cannot access the product until TYUH—PAE v FHEDRBHE Y —(CLDETE

processing is complete.” _ ’
KEBFICHRRT Do

"Date and Time” DR ERE SN CVBRFR CERRT Do | RERDE
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106 257 RY—EZX -Cloud Services

10.6.1 EZX -Basic
o a%
10.6.1.1 b~y IXR—Y
3
10.6.1.1.1 A X—IK
EPSON Administrator Logout
[——
Status Metwork Network Security Product Security Device Management Cloud Services
: B}
Basic I Basic R EIEE
Auto Connect
Set the agent key to enable the services on this device.
Check on the following terms for using the services.
- Terms of Use
Accept
Cloud Services @ Enable () Disable
Agent Key ]
/ Ry

10.6.1.1.2 RFEIEH
Table 10-228 X EIEH
B | £

“Check on the following terms for using
the services.”

BEEX T

“Cloud Services”
“Enable” / “Disable”

O350 M—EX(CEROIEENERT T Do i

“Terms of Use”

ERIET

XFHFROFARN E UV I(CIEoTHED, JUvITD |~

https://pos—cloud-link.epson.com/documents/license. html/

“Accept” FIVIRYIR, KFTVIRVIRCFTVIBAND |-
EOK'DIRY U EMCHD. (GRF T w7 IKEEDESE"OK”
FTL—T )

10.6.1.1.3 R~

BAREZERIRT DIcHDRE 2 72521F Do

Table 10-229 K5~

“OK"

REZFRIRNT DICHDNT 2o N—IRPEERICRY V7ZRITD.
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10.6.1.2 BRI
EREMRY VD EINTER, XAV TU—LDOR=IDYDEDDO U TDERERTI Do

10.6.1.2.1 A X—IK

EPSON Administrater Logout

Status Metwork Network Security Product Security Device Management Cloud Services

Basic I Auto Con nec/
Auto Connect

Setup complete

10.6.1.2.2 &ERFR
Table 10-230 EARTE EEREET

EE | B

TERET

“Setup complete.” EBICHENRT UBAICERT .
“Setup failed.” BERBISCRRT .
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10.6.2 HEJEST - Auto Connection
10.6.2.1 h~yIR=I

10.6.2.1.1 A X—IK

EPSON Administrator Logout
Status MNetwork Network Security Product Security Device Management Cloud Services
Baslc I Auto Connect / EIRE
Auto Connect
Auto Connect - (® Enable O Disable

my >

10.6.2.1.2 REEE

Table 10-231 R EIER

“Auto Connect” UTD2DZRIRTDTIA NIV ZRITD. )
“Enable” / “Disable”
HEAE(L"Enable “
“Disable’ZBIRUTCHEG(F. 750 RU—EXBEHEFRH R
MEED,

10.6.2.1.3 R/
BEARTZERILT DIcHDMY 2 %=RIT D,
Table 10-232

“OK” NEEBIAT DIEODRY Ve R—IBTFEEAICRY > ERIF D,
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10.6.2.2 EERFRTR
“OK'TRY VBRI NIEBR. XAV TU—LDR—=IDYDBODO U TORERZRRT Do

10.6.2.2.1 A X—IK

EPSON Administrator Logout

Status Metwork Network Security Product Security Device Management Cloud Services

Basic I Auto Connect /
Auto Connect

Setup complete

10.6.2.2.2 BEREXT

Table 10-233 fER KR

BRER

“Setup complete” SERINEHCRRT Do

“Setup failed” LRI CRT Do
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